3/18/2004 FSS-TQS-2004-00001

Assessment of Savannah River Site's
Softwar e Quality Assurance Processesfor
Safety System Software and Firmware
for Safety Systems

(SQAIP 4.2.3.3)

On-gte Assessment 2/18/04 — 2/19/04

Page 1 of 77



3/18/2004 7 FSS-TQS-2004-00001

!

3/18/2004 FSS-TQS-2004-00001

Signature Page

Gregg Nelson aém /V.e,&u:-vg R 3-2S5-0¥

Si@ﬂature Date

Chip Lagdon __C%&Z_a?gc&) 3-/18-04

ignature Date

Keith Morrell W vy 3/Z-0¥
Signature Date

Vince Grosso Uit N . Parosr— 5-18-04
Signature Date

Elaine Doolittle éZ//L@ AQ/&M F-22 -&;/
Signature Date

o)

Dennis Adams ,&W,,n W M) S-/F-0¥
Signature Date »

Dan Zweifel M ” [} ,(// 3 -/8-04
Slgnature Date

(Bill was not able to attend on Feb 18. He has reviewed and concurs with this report)

Bill Rowland W/ 52/oy

- Signature Date

(In the event all team member signatures cannot be obtained due to logistical
considerations, the assessment team leader should obtain members’ concurrence and sign
for them.)

Page 2 of 77

Signature Page

Page 2 of 77



3/18/2004

FSS-TQS-2004-00001

Table of Contents

00 B 1 01 oo [F o o o 1R 2
1.1 ReaSON fOr ASSESSITIENL ...ocuiitiiiiiiieiieiieie ettt sttt bbb 2
2 = 7= o (o (011 0 2
1.3 Savannah RIVEr SItE.......cooi it 2
1.4  SUMMArY Of GPPIOACK: .....cciitiieeitieieeeeee ettt 2

20  SUMMArY Of ASSESSIMENT .....coiuieieciisieerie ettt te et e et e e e e sreeeeereennens 2
220 R o [T 10 1SR 2

3.0 LESSONSLEAMEM. .....eiiiieieeie ettt se e re et sne e sneeneenneenne s 2
31  Positive Lessons/ SRS SQA ...ttt 2
3.2 Noted temS/ WSRC ACHONS: .....cceiiiiierieeie ettt 2

4.0  Detalled RESUILS .....cceiiieieciesee ettt nes 2
4.1  Software Quality ASSUrance Program.........cccccccvveereeieeseeseesieseeseseeseesseseeses 2

CrIterTaMEL. YES ..ottt bbb 2
4.2  Software Requirement DESCIPLION. ......c.cieeieriie e 2
(@)= =111 S SRR 2
4.3  Software Design DeSCriPlion.........ceieeciieeieeie e esee s 2
CriterTaMEt: YES ...ttt s nne s 2
4.4  Software Testing, Acceptance and Turnover (SRS terminology) .........cccceeenee.. 2
CriterTaMEL. YES ...ttt bbbt 2
45  Software User DOCUMENLALTON........ccieriireerierie et 2
CriterTaMEt: YES ...t s nne s 2
4.6  Software Configuration Management ...........ccccvveereeiesieesieese e 2
CrIterTaMEL. YES ..ottt bbb 2
47  Software QUality ASSUIBINCE.........ceuererieirierieeie e sieeeesreesieseesreeseeseesseeseesneeses 2
(@)= =11 S s SRR 2
4.8  SOtWare PrOCUIEIMENL........cccoiiririiriieieie ettt st s 2
CriterfaMEt: YES ... et nne s 2
4.9  Software Problem Reporting and Corrective ACHON.........cccevererereneneneenn 2
CriterTaMEL. YES ...ttt bbbt 2

5.0  ATACHMENES .....eeiieeee ettt ne s 2
51  Background information on ASSeSSmMent TEaAM ........ccocevererieeieniere e 2
5.2  Linesof INQUINY SUMMEIY .......cccceiieiiieeieeieseesieesse e steesseseesseessessessseensnsneesnes 2
53  Assessments Documents Reviewed LiSt........cccoeveneneninenieenesese s 2
54  WSRC SQA ProCedUrES LiSt .....ccccuieiiieiieiiiiesee et see e see et sneeanee 2
55  Glossary (U) Revision No. 35 January 30, 2004 ........cccooeevereeneeneseeneeneeeeenees 2

Page 3 of 77



3/18/2004 FSS-TQS-2004-00001

1.0 Introduction
]
1.1 Reason for Assessment

This assessment is a deliverable for acommitment of the U. S. Department of Energy
Implementation Plan for Defense Nuclear Facilities Safety Board Recommendation
2002-1 Quality Assurance for Safety Software at Department of Energy Defense Nuclear
Facilities

Commitment 4.2.3 Complete the identification, selection, and assessment of safety
system software and firmware at defense nuclear facilities.

1.2 Background

The Defense Nuclear Facilities Safety Board (Board) issued Recommendation 2002-1,
Quality Assurance for Safety-Related Software, on September 23, 2002. In that
Recommendation, the Board noted its concerns regarding the quality of the software used
to analyze and guide safety related decisions, the quality of the software used to design or
devel op safety-related controls, and the proficiency of personnel using the software. In
addition, the Board noted that software performing safety-related functions in distributed
control systems, supervisory control and data acquisition systems, and programmable
logic controllers (PLCs) requires appropriate quality assurance controls to provide
adequate protection for the public, the workers, and the environment.

1.3 Savannah River Site

The Savannah River Site (SRS) is a Department of Energy (DOE) facility that provides
products and services essertial to achieving the DOE's goals including:

Nuclear Weapons Stockpile Stewardship

Nuclear Materials Stewardship

Environmental Stewardship
SRS occupies approximately 310 square miles, (about the size of the area inside the
Washington, D.C. beltway) and is located 12 miles south of Aiken, South Carolina on the
Savannah River which forms the boundary between South Carolina and Georgia.
Augusta, Georgia is about 25 miles northwest of the site. Established in 1950 by the
Atomic Energy Commission, SRS has been involved in the production of tritium and
plutonium in support of the retion's nuclear stockpile.

SRS supports missions for both DOE National Nuclear Security Administration (NNSA)
and DOE-Environmental Management (DOE-EM) organizations. The SRS Software
Quality Assurance (SQA) program has one set of processes and procedures that apply for
both NNSA and DOE-EM. This software at SRS is used for both NNSA and DOE-EM
work. This assessment action was a combined effort of the NNSA Savannah River Site
Office (NNSA-SRSO), DOE-EM, DOE-HQ, and Westinghouse Savannah River
Company (WSRC).

Page 4 of 77



3/18/2004 FSS-TQS-2004-00001

1.4 Summary of approach:

The assessment team established a schedule to compl ete the assessment of the processes
in place to ensure that safety system software has the high level of quality needed to
provide adequate protection for the public, the workers, and the environment at defense
nuclear facilities. Safety system software and firmware used in instrumentation or process
control for nuclear facilities. To assess its adequacy the following steps were compl eted.

Identify Assessment team members
Develop Lines of Inquiry (LOI) for Assessment
|dentify Software for Assessments
Conduct assessments per schedule
0 Contact owner of system to be assessed
Meet and collect documentation
Analyze documentation per LOI
Interview owner, users, and support personnel for system
Generate and Review Assessment reports
Take actions as required

O o000 Oo

This assessment reviewed the SRS Software Quality Assurance (SQA) processes and
how they are implemented for Safety Systems Software and Firmware. The team
reviewed Tritium Extraction Facility (TEF) Worker Protection System (WPS) and the
Tritium Facility Modernization and Consolidation Project (TCON) Worker Protection
System.

The LOI (attachment 5.2) was developed focusing on these major topical areas:
QA / SQA Program & Processes
Total Lifecycle of Software
Requirements
Design and Devel opment
Testing, Acceptance, and Turnover (others define as part of V & V)
Operations and Maintenance
Documentation
Other related areas (procurement, security, past assessments, etc)

2.0 Summary of Assessment

An overview presentation of the SRS Quality Assurance (QA) program and the SRS
Software Quality Assurance (SQA) programwas given on February 18 to provide all
team members an understanding of the SRS SQA foundation. On February 19 additional
details of the SRS SQA process for handling Design and Analysis software was
presented. This made it clear that SRS has one SQA program that addresses all software,
including Safety System Software and Firmware.

The assessment team found that the SRS SQA program met the assessment criteria. A
couple of items were noted during the assessment and required additional research. The
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items and the SRS follow-up is included in the next section of thisreport, 3.0 Lessons
Learned. The SRS SQA program and documentsreviewed clearly show that the SRS
SQA program includes Safety System Software and Firmware. The program as executed
will maintain reliability of the software over its life cycle.

Assessment highlights are provided below, details are provided in the 4.0 Detail Results,
and viathe following attachments: 5.2 Lines of Inquiry (LOI) summary, 5.4 WSRC SQA
Procedures List and the 5.3 Assessments Documents Reviewed List.

Based on these results and past assessments no additional assessments will be conducted
at SRS for Safety System Software and Firmware for the SQAIP 4.2.3 action in response
to DNFSB 2002-1. It isrecommended that SRS continues its current SQA program,
making improvements and cond ucting periodic assessments as needed. System
availability and other process based metrics have been and will be applied where
applicable.

2.1 Highlights:

SRS SQA Program
(Was developed / based on the following)
Based on Industry Standards, Federal Regulations, DOE Orders and best practices
Integrated in QA program and Safety Management (QA / ISMYS)
Tracks contractual commitments related to QA / SQA via S/RID system
Covers dl software, including Safety System Software and Firmware
Software Classification process / Safety criteria applied
Graded approach
Coversentire lifecycle from conception through retirement
Connected to Procurement process
Appliesto developed , procured , and acquired software
A Software Quality Assurance Plan (SQAP) isrequired for Safety Software
Recent assessments and reviews have been very positive

TEF WPS and TCON Software
Software Quality Assurance Plans
Requirements Documents
Diagrams used to clarify requirements
Review and Approval of documents
Change Control / Configuration Management
Tracked changes through process
Problem Reporting and Correction action
Lessons learned are applied from existing systems
Requirements are clearly traceable through testing
Factory and Site acceptance testing
Training is coordinated
Independent review process
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3.0 LessonsL earned.

|
3.1 Podtive Lessons/ SRS SQA

Thefollowing isalist of the positive aspects of the SRS SQA program assessed.
SQA program is part of QA program
One QA / SQA program for the Site
All softwareincluding Safety Software covered
Software classification process
Graded approach
Based on proven standards and government rules/ orders/ guidance
Covers entire lifecycle (conception through retirement)
Covers developed procured or acquired software.
Involvement with standards and industry organizations provides benefits
Configuration Management / Change Control
Testing process
Independent Review
Training provided
Lessons learned are applied
Problem Reporting and Correction process
Defined roles and responsibilities
Review and approval required
Documentation requirements
Procurement and Security requirements are connected
Error notification process

3.2 Noted Items/ WSRC Actions:

1 Some problems with the site acceptance test in that some test data sheets were
not signed, dated, and some of the columns were not filled out. If these particular
columns are not applicable, they should be marked as "NA". Also many of the page
numbers on the test data sheets were not legible. On some test data sheets the test was
marked as “passed” while on others there was no clear indication that the equipment
passed the test.

WSRC Response / Actions to | mprove (Accepted)

In an effort to minimize the size of the Site Acceptance Test (SAT) document during the
review and approval process, only blank data sheets for each type of 1/0 module were
included (i.e. reference the text for section 8.0 on page 22 of 32 of B-TPR-H-00116,
"Data sheets for each module type are on pages 23 through 32. Test personnel are to
photocopy data sheets as needed to cover all of the tested components’). This accounts
for the blank sheets/columns and reduced the size of the TEF WPS SAT document by
nearly one hundred pages. However, it does create the situation where multiple pages
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within the test record have the same page number. At the time of the testing, test
personnel attempted to address this problem by lining through the repeating page
numbers and writing in new numbers by hand. In hindsight, this practice creates some
confusion. In future testing, we will include specific data sheets in the SAT document for
each tested component despite the increase in size to the test document.

2. There was a requirement that input to output of the controller be within 2
seconds. The documentation say that this requirement is verified by vendor
documentation (no specific vendor document is referenced). We could not find the
verification in the vendor documents provided. Later we were told that it was included in
vendor documents not available to us. This may have been tested in the site acceptance
test, but from the data, we could not verify an actual test. | assume the 2 second
requirement is for al channels, but it is not stated as such.

WSRC Response/ Actionsto | mprove (Accepted)

The system'’s reaction time to an input is basically a function of its scan time (i.e. scan
time = input scan + logic solution + driving of outputs + system overhead). With the
amount of modules installed in the large TEF system, the scan time for system is roughly
.3 seconds. The vendor's product description manual for its processor module provides
an explanation of the factors involved in the scan time interval (see pages 15-18 of
attached PDF, Issue 10, June 2003 PD-8110B Trusted Processor manual). Scan time for
the processor is configurable (within the restrictions of the system's I/O quantities) and
based upon the two second response time specified in the TEF SDD, WSRC personnel
have set the scan time at one second maximum. A processor scan time in excess of this
value will produce asystem error. No such errors occurred during the testing process for
either system nor has one occurred in the 234-7H system since it has been in service. It
was an oversight on our part when we failed to document this one second, maximum scan
time setting.  In future testing, we will generate a printout of the configuration screen
which shows the current scan time and include this printout as part of the system's test
record.

3. Concern is expressed that the system being developed (WPS) had over 100
changes to the requirements. Explain the number of changes in the TEF WPS project.
WSRC Response/ Explanation

These process changes have resulted in modifications to the monitoring requirements for
the facility in order to maintain safe working conditions. These two factors, in addition
to utilizing specialized field instrumentation from multiple vendors, have been the main
driving forces for the many design changes. Also, WSRC is using some of this equipment
in other facilities and lessons learned from those are applied when applicable.

4, Comment: Additional time to review the volume of documents presented should
be considered.
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4.0 Detailed Results

4.1 Software Quality Assurance Program
CriteriaMet: YES

Software Quality Assurance Policies, Process, Procedures and Standards

Objective:

Software quality activities evaluated for applicability to the Safety System Software and
Firmware Software for Safety Systems, to the appropriate level of rigor, and
implementation.

Results:

Software quality activities are evaluated for applicability to the software and are defined
to the appropriate level of rigor, and are implemented. Software quality activities and
software practices for requirements management, software design, configuration
management, verification, testing and documentation are evaluated and established at the
appropriate levels for Safety System Software and Firmware. Effective implementation
was demonstrated by the reviews of the various documents listed in attachment 5.3 & 5.4,
discussions with the responsible engineers and review of the configuration change control
process.

A well defined processis in place for SQA (Quality Assurance Procedure / Software
Quality Assurance 20-1 and E7 Engineering Manual) and it includes Safety System
Software and Firmware. The program is based on regulatory guides and standards. SRS
has a defined classification process for all software that is documented and executed.

The site uses a graded approach and covers both purchased and developed hardware and
software. Both are well defined and executed. The SQA program covers the entire
lifecycle from concept through retirement for Safety System Software and Firmware. The
SQA process is connected to the procurement and security processes.

SQA requirements are included with the system level QA requirements

Softwar e Quality Assurance Data

4.2 Software Requirement Description
CriteriaMet: YES

Objective:
Instrumentation & Control (1& C) software functions, requirements, and their bases are
defined and documented.

Results:

The WPS and TCON software systems were reviewed for appropriate SQA processes
including functions, requirements, and their bases are defined and documented. Both

Page 9 of 77



3/18/2004 FSS-TQS-2004-00001

systems have proper functional and performance requirements that are complete, correct,
consistent, clear, testable, and feasible. The software requirements are well documented
and consistent with the system safety basis. The software requirements description
(SRD) is controlled and maintained for each system (attachment 5.2). Eachrequirement
isuniquely identified and defined such that it can be objectively verified and validated.

The team traced two safety requirements through the SQA documents and determined
that there was alogical path through software design, development testing and
installation for the WPS. Testing was conducted to verify appropriate software response
and documented. Some inconsistencies were noted in the documented test data; however
these did not affect the test results, (see Section 3.2 Noted Items for details).

The Software Quality Assurance Plan for Tritium Process Control addresses the
requirements for Safety Significant Software. This plan defines the requirements through
SRS Quality Assurance Program Documents and Engineering Manuals that specify
detailed requirements consistent with classification of the software. These processes
were followed for the two systems reviewed.

4.3 Software Design Description
CriteriaMet: YES

Objective:
The software design description (SDD) depicting the logical structure, information flow,
logical processing steps, and data structures, are defined and documented.

Results

The Design Description for Software (DDS) for the WPS depicts the appropriate logic
structure, information flow, processing steps, and data structures that are consistent with
its function and safety class. All software related requirements are implemented in the
design. All design elements are traceable to the requirements and the design is correct,
consistent, and clearly presented.

The Design Agency develops a Requirements Traceability Matrix (RTM) in accordance
with site QA/SQA procedures. The requirements traceability matrix is required to ensure
the flon-down of design requirements through the development and implementation of
the software. Procedures were recently revised to provide guidance on preparing the
RTM earlier in the lifecycle to enhance the current process. This part of the SQA graded
approach based on classification. The RTM isrequired in the Design phase but can also
be started in the Requirements phase for Safety System Software.

Vendor documentation was thorough and well prepared. SRS observes the vendor tests
at the vendor before accepting the software and associated equipment. Design
requirements were clearly identified in the vendor manual and logic drawings devel oped.
The 2 second alarm time was traced through from the design requirements to the
acceptance testing supplied from the vendor, although it was not contained in the original
test package. (See 3.2 Noted Item # 2 above).
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4.4 Software Testing, Acceptance and Turnover (SRSterminology)

CriteriaMet: YES
(Verification and Validation to others)

Objective:

The Testing, Acceptance and Turnover(placed in production operation) process and
related documentation for Safety System software and Firmware are defined and
maintained to ensure that (a) the software adequately and correctly performs all its
intended functions; and that (b) the software does not perform any adverse unintended
function.

Results

The Testing, Acceptance and Turnover process and related documentation for Safety
System Software and Firmware is defined and maintained and ensures that (a) the
software adequately and correctly performs all its intended functions; and that (b) the
software does not perform any adverse unintended function. The software requirements
and software designs were verified and validated for correct operation using testing,
observation, or inspection techniques. Relevant abnormal corditions were evaluated for
mitigating unintended functions through testing, observation, or inspection techniques.

The Design Agency is required to develop software testing per the requirements of the
SQA procedures, ensuring that test cases are traceable to requirements and design. The
software testi ng isrequired to demonstrate that the software:

Adequately and correctly performs al intended functions,

Properly handles abnormal conditions and events as well as credible

failures,

Does not perform adverse unintended functions, and

Does not degrade the system either by itself, or in combination with other

functions or configuration items to ensure that the software satisfies

requirements,

Integrity is not compromised on the target system and

|'s accepted for operational use

These processes aso require verification and validation of the software test cases. SRS
utilizes independent review as the term applied to ensure that verification is performed by
a separate person. This process requires that the results of the independent review must
be documented and the individua identified. The Design Authority ultimately verifies
that all required independent reviews of software test cases were performed and approves
all software test documentation.
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45 Software User Documentation
CriteriaMet: YES

Objective:
Software documentation is available to guide the user in installing, operating, managing, and
maintaining the Safety System software and Firmware.

Results

Documentation and training is available. Access to software and documentation is limited to users
that are gpproved and trained. Training is provided or planned and coordinated. Simulators are
and will be used to ensure training for the applications of the Safety System software and
Firmware. Documentation is controlled within the configuration management process to ensure
the correct version is used.

4.6 Software Configuration M anagement
CriteriaMet: YES

Objective:
Software components and products are identified and managed, and changes to those
items are controlled.

Results:

Software components and products to be managed are identified by procedures and a
system is established to manage the modification and installation of new versions.
Procedures for modifications to those software products are followed.

Configuration management (change control) is utilized on Design Authority approved
changes to computer programs for all the configuration items in the software
configuration index in accordance with the requirements established in the SQAP. The
Software Configuration Management Database lists al the systems covered under the
SQAP. The configuration items are listed for each system along with design and related
documentation.

Software modifications are strictly controlled in accordance with the Modification
Control Procedure. Forms are used if the change requires source code modification.
Software Modification Package Forms are used for al safety system software changes.

Two software modification packages were reviewed for consistercy with requirements.
These modification packages addressed software changes to the WPS. The forms and the
packages provide a structured approach to accomplishing the change and included
requirements, justifications, and independent reviews. A checklist is provided for the
engineer to determine whether or not the change involves a number of different aspects of
operation, engineering, acquisition or training. Software testing results were attached to
the modification package and verified.
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4.7  SoftwareQuality Assurance
CriteriaMet: YES

Objective:
Software quality activities are evaluated for applicability to the Safety System software
and Firmware, defined to the appropriate level of rigor, and implemented.

Results:

Software Quality Assurance is applicable to Safety System Software at the appropriate
level of rigor, and isimplemented. Software quality activities and software practices for
reguirements management, software design, configuration management, verification,
testing and documentation are evaluated and established at the appropriate levels for
these systems. Effective implementation was demonstrated by the performance based
reviews of the flon-down of design requirements through the various documents and the
configuration change control process.

The Tritium Process Control Software Quality Assurance Plan, Revision 1 identifies a set
of requirements that assured appropriate SQA for the software reviewed. It isthe facility
implementing procedure for Manua E7, “Conduct of Engineering and Technical
Support,” Procedure 5.03, “ Software Quality Assurance Plan.” A strength of this plan is
that it is written to apply software quality assurance to all levels of software and is not
strictly limited to nuclear safety software. It also defines roles and responsibilities for
those involved in SQA processes.

4.8 Software Procurement
CriteriaMet: YES

Objective:
Acquired software meets the applicable level of quality to ensure the safe operation of the
system.

Results

SRS procedures cover purchased, acquired and developed Safety System Software and
Firmware. The SRS procedures were implemented for these systems and the
documentation reviewed supports the SQA requirements. The SRS SQA program is
connected to the SRS Procurement process and based on the software classification; the
required procurement actions are implemented. This connection ensures that procured
Safety System Software is purchased from qualified vendors. The Factory and Site
Acceptance test processes also ensure quality.
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49 Software Problem Reporting and Corrective Action
CriteriaMet: YES

Objective:

A process for Safety System software and Firmware problem reporting is established,
maintained, and controlled, including notification of errors, failures, and corrective action
devel opment.

Results

The SRS QA/SQA program and procedures cover problem reporting and corrective
actions. Vendor related problems with purchased products are reported, reviewed and
applied as required. Procedures to report problems, notify appropriate individuas, and
implement corrective actions are included with system level problem reporting and other
procedures.

5.0 Attachments

5.1  Background information on Assessment Team
5.2  Linesof Inquiry Summary

53  Assessments Documents Reviewed List

54  WSRC SQA ProceduresList

55 Engineering Manual E7 Glossary of Terms
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5.1 Background information on Assessment Team

Dennis Adams: A retired Department Manager from Idaho National Engineering
and Environmental Engineering Laboratory. Developed Man Rated Flight Hardware for
NASA. As program manager | had responsibility for the Commercia Nuclear Power
Emergency Response System. Designed and developed the software that controlled the
three 55 ton refueling mechanisms in the Fast Flux Test Facility. | was Program Manager
for $100 M military command and control system that produced "go to war" hardware
within budget and on schedule. Deputy Assessor for the two recent NNSA software
assessments for the Accelerated Scientific Computing Initiative

Elaine Doolittle: WSRC - 11 years, Configuration Management and Engineering
Automation, Procedures, Policies, and Assessments. Vice-Chair of the Site Conduct of
Engineering Committee, Maintain the Conduct of Engineering Manual and Six Sigma
Yellow Belt. Battelle - 4 years, System Functional Testing, Asset Lifecycle Management.
Education: BS in Computer Science from Clemson University

Vince Grosso: Current responsibility is for the WSRC Quality Assurance Program.
Work with internal and external organizations to assure Quality Assurance Rule, DOE
requirements, WSRC policy, and national codes and standards are managed, interpreted,
documented, understood, and implemented. Responsible Quality Assurance Functional
Area Subject Matter Expert supporting the Quality Assurance Functional Program
Manager. Responsibilities also include managing the WSRC Quality Assurance Palicy,
Quality Assurance Management Plan, Corporate Quality Assurance Procedures, and
secretary for the WSRC Quality Managers Committee. Participated in DOE HQ Quality
Assurance evaluations at other DOE complex sites, and have also performed WSRC
audits, assessments, and surveillances. Commercial nuclear experience includes
construction, start-up, operations, outages, and D&D / recovery operations at TMI.

Past 20+ years. Government Nuclear — WSRC / Commercia Nuclear

Education: Master of Science Human Resource Management / Masters of Business
Administration/ Bachelors and Associates in Science and Math

Active Memberships: National Management Association
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Chip Lagdon: Chip Lagdon is the Director for the Office of Quality Assurance
Programs in the Office of Environment Safety and Health. In this capacity, heis
responsible for Quality Assurance Programs within the Department. Presently, Mr.
Lagdon is the lead for Defense Nuclear Facilities Safety Board Recommendation 2002-1
on Software Quality Assurance and is managing the completion of over 29 commitments
by line organizations and the field. He also has program responsibility for the Radiation
& Environmental Services Laboratory in Idaho, the Voluntary Protection Program, the
Quality Assurance Order, the Analytical Services Program and the DOE L aboratory
Accreditation Program.

Keith Morrell: westinghouse Savannah River Company Technical Advisor.

| have responsibility for the Software Quality Assurance program at the company level.
Work with internal and external organizations to assure Software Quality Assurance
requirements, policy and standards are implemented, maintained and improved from
conception through retirement. | have worked in Government Nuclear, Commercial
Nuclear, and Oil & Gas Industry with 25+ years in the technology business area.
Education: BS in Business Administration from Greensboro College

Active Member ships: American Society of Mechanical Engineers—NQA, Nuclear
Information Technology Strategic Leadership, Software Computing Consortium (CMU)

Gregg Nelson: Began career with the National Nuclear Security Administration in
September 2001. Currently, he isthe Savannah River Site Office Point of Contact for
Information Technology, Cyber Security and Software Quality Assurance.

Education: BSin Electrica Engineering from the University of South Carolina.
Active M ember ships: National Society of Black Engineers
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5.2 Linesof Inquiry Summary

SRS/ WSRC - QAIP /1P 4.2.3 Assessment of Safety System Software and Firmwarefor 1&C
System: TEF Worker Protection System (WPS) & TCON  Classification: SS

Validate by A .
Q# Review Questions Yes/No Standards/Requirements and Verify by Objective Evidence et ez e
Yes/No
Process/Procedures

This column lists the Yes, where | Identify the applicable standards, | This column identifies the objective evidencewhere | This column indicates if
review questions review requirements, and associated it exists (e.g., records, reports, work packages, e- the site processes/
tailoried for SRS questions | process/ procedures applied that | mails, meeting minutes, and other documents). And | procedureswere
business. CRAD can be result in effective TEF Worker Protection Specific Documents as applied.

document 4.2.3.1 will be | answered implementation and production required
used as aguide for the positively | of the objective evidence.

review and report and

generation. objective
evidence
exists; No,
otherwise.
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Questions #0 look at
the procedures and
processin place at SRS
and reference the
standards they are based
on.

Arethesitelevel
QA/SQA procedures
applicable for Safety
System Software?

YES

FSS-TQS-2004-00001

10CFR830 Subpart A Quality
Assurance, DOE Order 414.1A
Quality Assurance, ASME NQA -
1-1997, ASME NQA -1a-1999,
ASME NQA-1-2000 QUALITY
ASSURANCE
REQUIREMENTS FOR
NUCLEAR FACILITY
APPLICATIONS, DOE/AL QC-
1, Rev. 9 DOE/AL Quality
Criteria (QC-1), DOE/RW-
0333P, Rev 6 Quality Assurance
Requirements and Description
for the Civilian Radioactive
Waste Management Program,
ANSI/ASQC E4
SPECIFICATIONS AND
GUIDELINES FOR QUALITY
SYSTEMS FOR
ENVIRONMENTAL DATA
COLLECTION AND
ENVIRONMENT
TECHNOLOGY PROGRAMS,
Additional |IEEE Standards are
applied viaASME NQA and
referenced in procedures

WSRC 1Q Quality Assurance Manual procedure;
20-1 Software Quality Assurance/ WSRC E7 -
Conduct of Engineering Manual procedures. 2.25
Functional Classifications, 2.31 Engineering
Calculations, 2.40 Design Verification and Checking,
5.01 Software Engineering and Control, 5.03
Software Quality Assurance Plan, 5.04 Software
Project Management Plan, 5.05 Software
Classification, 5.07 Evaluation of Existing and
Acquired Software, 5.10 Software Requirements,
5.20 Software Design and Implementation, 5.40
Software Testing, Acceptance, and Turnover, 5.61
Engineering & Scientific Software Distribution and
Control, 5.62 Computer Program Modification
Tracker, 5.80 Data Management. Additional WSRC
QA, SQA, Security, Records Management and
Procurement procedures apply and are used as
required. WSRC Quality Assurance management
Plan (QAMP). In reviewing selected documentsit is
apparent that there is awell defined software process
in place that iswell based in regulatory guides and
standards. Thereis participation by SRS in national
regulatory bodies and personnel are well aware of the
latest updates in regulatory guides andstandards.
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Y ES. The software
processes and
procedures are
applicable to safety
system software. They
follow accepted national
regulatory guides and
standards. SRSisalso
represented on several
software/safety
committees of national
stature.



3/18/2004

Oa Dothesame procedures YES

Ob

documented in QAIP
3.3 action apply ?

Doesthe site have a YES
defined classification

process for saf ety

software ?

Doesthesite havea YES
graded approach to

software, that includes

safety software ?

See attached QAIP 3.3 report

WSRC 1Q Quality Assurance
Manual procedure; 20-1
Software Quality Assurance/
WSRC E7 - Conduct of

FSS-TQS-2004-00001

asrequired

follow the site QA / SQA program / processes

Engineering Manual procedures:

2.25 Functional Classifications,
5.05 Software Classification
WSRC 1Q Quality Assurance
Manual procedure: 20-1
Software Quality Assurance/
WSRC E7 - Conduct of

follow the site QA / SQA program / processes

Engineering Manual procedures:

2.25 Functional Classifications,
5.01 Software Engineering and
Control, 5.03 Software
Classification
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Y es, the procedures
documented in QAIP
3.3 apply and thereis
evidence that quality
assurance methods are
effectively implemented
for the design,
procurement,
construction, fabrication
and operation of safety
systems. Quality
assurance actions are
developed and deployed
but thereislittle
evidence of quality
measurement or quality
metrics being used to
quantitatively measure
results.

Y es, the sited does have
adefined classification
process for saf ety
software that is inherent
in following their
procedures.

Yes, thesiteusesa
graded approach to a
defined software
processes. Therewasa
clear distinctionin
process followed. The
processes were well
defined and being
followed by the
engineers and

devel opment personnel.



3/18/2004

Do the QA/SQA
procedures cover the
entire lifecycle of the
safety system software
from concept through
retirement ?

YES

FSS-TQS-2004-00001

WSRC 1Q Quality Assurance
Manual procedure: 20-1
Software Quality Assurance/
WSRC E7 - Conduct of
Engineering Manual procedures:
2.25 Functional Classifications,
2.31 Engineering Calculations,
5.01 Software Engineering and
Control, 5.03 Software Quality
Assurance Plan, 5.04 Software
Project Management Plan, 5.05
Software Classification, 5.07
Evaluation of Existing and
Acquired Software, 5.10
Software Requirements, 5.20
Software Design and
Implementation, 5.40 Software
Testing, Acceptance, and
Turnover, 5.61 Engineering &
Scientific Software Distribution
and Control, 5.62 Computer
Program Modification Tracker,
5.80 Data Management.

follow the site QA / SQA program / processes
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Y es, the system
lifecycleis covered
through retirement.
During our review we
found evidence of
software requirements
definition, requirements
traceability, an SDD,
testing, verification,
factory and site
acceptance tests,
configuration
management and other
lifecycle elements.



3/18/2004

Oe Do the QA/SQA
procedures cover the
Procurement process for
Safety System
Software?

YES

WSRC 1Q Quality Assurance
Manual procedures. 20-1
Software Quality Assurance,
Procedure 2-3, “ Control of
Research and Development
Activities’, Procedure 2-7, “QA
Program Requirements for
Analytical measurement
Systems”, Procedure 7-3,
“Commercial Grade Item
Dedication”, Procedure 12-1,
“Control of Measuring and Test
Equipment”, Procedure 15-1,
Control of Nonconforming
Items” / WSRC Procurement
Procedures: Manual 7B,
Procurement Management
Manual, Manual 3E,
Procurement Specification
Procedure Manual.

FSS-TQS-2004-00001

follow the site QA / SQA program / processes
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Y es, these two systems
use acertified triply
redundant processor that
is programmed through
screen manipulation of
iconsfor logic elements.
We found evidence of
factory acceptance and
site acceptance tests and
procedures for
Commercial Grade Item
Dedication being
followed aswell as
control of the procured
equipment.



3/18/2004

1

REQUIREMENTS

FSS-TQS-2004-00001

WSRC 1Q Quality Assurance
Manual procedure: 20-1
Software Quality Assurance/
WSRC E7 - Conduct of
Engineering Manual procedures:
5.03 Software Quality Assurance
Plan, 5.10 Software
Requirements,

specific system documents were reviewed
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Y es, we found evidence
of enumerated
requirementsthat are
traceable through the
software lifecycle from
concept to
implementation and test.
Furthermore a
requirement traceability
matrix is being used. |
have some concern that
the system being
developed (WPS) had
over 100 changesto the
requirements. It would
appear that the
reguirements were not
very well thought out.
Hopefully these changes
were caught early
enough to avoid
extensive rework.



3/18/2004

Is WPS software
covered by a Software
Quality Assurance Plan
(SQAP), and isthe
SQAP alifecycle
document ?

YES

See Requirements

FSS-TQS-2004-00001

WPS software is controlled via SQAP B-SQP-H-
00030 Rev. 1. Itisalifecycle document based on
WSRC E7 Procedure 5.03, Software Quality
Assurance Plan.
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YES, The WPS
softwareis covered by a
Software Assurance
Plan and the SQAPisa
lifecycle document.
Note that we were able
with the help of an
engineer to track a
change from the
requirement change to
the implementation of
the change, and finally
the test of that change.
Contents and format
were following current
version of SQA
procedure. Defined
deliverables verified.



3/18/2004

1b

1c

Isthere a Requirements
Document that identifies
expected WPS
Functionality

Isthe WPS
Requirements
Document appropriately
reviewed, approved,
issued, and under
change control ?

YES

YES

See Requirements

See Requirements

FSS-TQS-2004-00001

B-RS-H-00074 for TEF WPS, B-RS-H-00116 for

TCON WPS,

All changes, reviews, and approvals are controlled

viathe SQAP document.
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YES, Duringthe
review we looked at the
requirements document.
Note that the
requirements for this
logic system are
expressed asalogic
diagram which better
meets the needs of
design engineersthan a
text document. The
logic diagram also lends
itself better tothe icon
manipulat