	[image: image1.png]



	U.S. DEPARTMENT OF ENERGY

National Nuclear Security Administration
	

	


	U.S. DEPARTMENT OF ENERGY

National Nuclear Security Administration

	Technical Qualification Program — Safeguards and Security Qualification Card

	



	Participant:
	     
	Technical Qualification Program
“TQP”
Functional Area Qualification Standard
Safeguards and Security
Qualification Card
	Qualification
Card
Issue Date:
	     

	Projected Completion Date:
	     
	
	Standard
Issue Date:
	December 2003

	Office/Division:
	     
	
	Revision:
	


Note: When regulations, Department of Energy Directives, or other industry standards are referenced in the Qualification Standard, the most recent version should be used.

	No.
	Required Competencies
	CompetencyLevel
	Learning Method
	EvaluationMethod
	Incumbent Initials & Date
	Qualifying Official Signature
	Date
	Remarks

	PHYSICAL SECURITY

	1. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of physical protection systems.
	
	
	
	
	
	
	

	2. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of protective force operation.
	
	
	
	
	
	
	

	3. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of protection program operations as described in DOE Order 5632.1C, Protection and Control of Safeguards and Security Interests, and DOE M5632.1C-1, Manual for Protection and Control of Safeguards and Security Interests, and DOE M 471.2-1, Classified Matter Protection and Control Manual.
	
	
	
	
	
	
	

	4. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of the protection of special nuclear material as described in DOE Order 5632.1C, Protection and Control of Safeguards and Security Interests, and DOE M5632.1C - 1, Manual for Protection and Control of Safeguards and Security Interests.
	
	
	
	
	
	
	

	5. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of the protection of special nuclear material as described in DOE Order 5632.1C, Protection and Control of Safeguards and Security Interests, and DOE M5632.1C - 1, Manual for Protection and Control of Safeguards and Security Interests.
	
	
	
	
	
	
	

	6. 
	Safeguards and security personnel acting in physical security shall demonstrate a working level knowledge of security areas as described in DOE Order 473.2, Protective Force Programs.
	
	
	
	
	
	
	

	7. 
	Safeguards and security personnel acting in physical security shall demonstrate the ability to review the contractor’s protection program for approval as described in DOE O 470.1, Chapter III, Performance Assurance Program.
	
	
	
	
	
	
	

	8. 
	Safeguards and security personnel acting in physical security shall demonstrate the ability to assess the contractor’s protection program operations in accordance with DOE Order 473.2, Protective Force Programs.
	
	
	
	
	
	
	

	PERSONNEL SECURITY

	9. 
	Safeguards and security personnel acting in personnel security shall demonstrate a working level knowledge of the access authorization (security clearance) process.
	
	
	
	
	
	
	

	10. 
	Safeguards and security personnel acting in personnel security shall demonstrate a familiarity level knowledge of security awareness activities.
	
	
	
	
	
	
	

	11. 
	Safeguards and security personnel acting in personnel security shall demonstrate a familiarity level knowledge of classified visit activities.
	
	
	
	
	
	
	

	12. 
	Safeguards and security personnel acting in personnel security shall demonstrate a working level knowledge of the programs described in the following DOE orders and manual:

· DOE O 470.1, Chapter IV, Safeguards and Security Awareness Program

· DOE O 470.1, Chapter VIII, Control of Classified Visits Program

· DOE O 472.1C, Personnel Security Activities

· DOE M 472.1-1B, Personnel Security Program Manual
	
	
	
	
	
	
	

	13. 
	Safeguards and security personnel acting in personnel security shall demonstrate the ability to assess the personnel security program as described in the following DOE orders and manual:

· DOE O 470.1, Chapter IV, Safeguards and Security Awareness Program

· DOE O 470.1, Chapter VIII, Control of Classified Visits Program

· DOE O 472.1C, Personnel Security Activities

· DOE M 472.1-1B, Personnel Security Program Manual
	
	
	
	
	
	
	


	MATERIAL CONTROL AND ACCOUNTABILITY

	14. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of nuclear materials within the Department of Energy.
	
	
	
	
	
	
	

	15. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of nuclear material accountability practices.
	
	
	
	
	
	
	

	16. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of nuclear materials control within the DOE.
	
	
	
	
	
	
	

	17. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of the basic requirements of Material Control and Accountability as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	18. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of materials accounting, as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	19. 
	Safeguards and security personnel acting in material control and accountability personnel shall demonstrate a working level knowledge of the material control processes as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	20. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate an expert level knowledge of the administrative controls required to ensure the integrity and quality of Material Control and Accountability systems and procedures as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	21. 
	Safeguards and security personnel acting in material control and accountability shall demonstrate a working level knowledge of the documentation and reporting requirements for the national database as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials and DOE M 474.1-2, Manual for Nuclear Materials Management and Safeguards System Reporting and Data Submission.
	
	
	
	
	
	
	

	22. 
	Safeguards and security personnel acting in materials control and accountability shall demonstrate the ability to assess a program as described in DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	INFORMATION SECURITY

	23. 
	Safeguards and security personnel acting in information security shall demonstrate a working level knowledge of information security systems.
	
	
	
	
	
	
	

	24. 
	Safeguards and security personnel acting in information security shall demonstrate a working level knowledge of the classified computer security program as described in the DOE directives:

· DOE O 471.2A, Information Security Program

· DOE M 471.2-2, Classified Information Security Systems Manual
	
	
	
	
	
	
	

	25. 
	Safeguards and security personnel acting in information security shall demonstrate a familiarity level knowledge of the requirements for information security as described in Department of Energy (DOE) Order 5639.8A, Security of Foreign Intelligence Information and Sensitive Compartmented Information.
	
	
	
	
	
	
	

	26. 
	Safeguards and security personnel acting in information security shall demonstrate an expert level knowledge of the requirements for control of Top Secret, Secret, and Confidential documents as described in the DOE orders listed below.

· DOE Order 471.2A, Information Security Program

· DOE M 471.2-C, Classified Matter Protection and Control Manual
	
	
	
	
	
	
	

	27. 
	Safeguards and security personnel acting in information security shall demonstrate a familiarity level knowledge of the program described in DOE O 471.2A, Information Security Program.
	
	
	
	
	
	
	

	28. 
	Safeguards and security personnel acting in information security shall demonstrate a familiarity level knowledge of the program outlined in DOE O 471.2A, Chapter II, Operations Security Program.
	
	
	
	
	
	
	

	29. 
	Safeguards and security personnel acting in information security shall demonstrate an expert level knowledge of Department of Energy (DOE) Manual 475.1-1A, Identifying Classified Information.
	
	
	
	
	
	
	

	30. 
	Safeguards and security personnel acting in information security shall demonstrate the ability to assess the contractor's classified computer security programs in accordance with DOE Order 471.2A, Chapter III, Classified Information Systems Security, and DOE Manual 471.2-2, Manual of Security Requirements for the Classified Information System Security Program.
	
	
	
	
	
	
	

	31. 
	Safeguards and security personnel acting in information security shall demonstrate the ability to assess the effectiveness and efficiency of the local organization's management program in meeting security objectives for information security.
	
	
	
	
	
	
	

	32. 
	Safeguards and security personnel acting in information security shall demonstrate the ability to assess the contractor's control of Top Secret, Secret, and Confidential documents in accordance with Department of Energy (DOE) Order 5632.1C, Protection and Control of Safeguards and Security Interests, and DOE M 5632.1C -1, Manual for Protection and Control of Safeguards and Security Interests.
	
	
	
	
	
	
	

	ALL SAFEGUARDS AND SECURITY PERSONNEL

	33. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the DOE Safeguards and Security program
	
	
	
	
	
	
	

	34. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of threat awareness.
	
	
	
	
	
	
	

	35. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the Design Basis Threat Policy for the DOE Programs and Facilities.
	
	
	
	
	
	
	

	36. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the planning process described in DOE O 470.1, Safeguards and Security Program.
	
	
	
	
	
	
	

	37. 
	Safeguards and security personnel shall demonstrate a working level knowledge of DOE O 470.1, Safeguards and Security Program.
	
	
	
	
	
	
	

	38. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of DOE O 470.1, Safeguards and Security Program and DOE G 470.1-2, Safeguards and Security Self-Assessment Guide.
	
	
	
	
	
	
	

	39. 
	Safeguards and security personnel shall demonstrate a familiarity level of knowledge of the programs outlined in DOE O 471.2A, Chapter II, Operations Security Program.
	
	
	
	
	
	
	

	40. 
	Safeguards and security personnel shall demonstrate a familiarity level of knowledge of the classified computer security program as described in the following DOE directives:

· DOE O 471.2A, Information Security, Chapter III, Classified Information Systems Security

· DOE M 471.2-2, Classified Information Systems Security Manual
	
	
	
	
	
	
	

	41. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of DOE O 474.1, Control and Accountability of Nuclear Materials and DOE M 474.1-1A, Manual for Control and Accountability of Nuclear Materials.
	
	
	
	
	
	
	

	42. 
	Safeguards and security personnel shall demonstrate a working level knowledge of DOE M 475.1-1A, Identifying Classified Information.
	
	
	
	
	
	
	

	43. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the requirements for control of Top Secret, Secret, and Confidential documents as described in the DOE directives listed below:

· DOE Order 5632.1C, Protection and Control of Safeguards and Security Interests

· DOE M 5632.1C-1, Manual for Protection and Control of Safeguards and Security Interests
	
	
	
	
	
	
	

	44. 
	Safeguards and security personnel shall demonstrate a working level knowledge of DOE Order 471.2A, Information Security Program.
	
	
	
	
	
	
	

	45. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of DOE O 470.1, Safeguards and Security Program.
	
	
	
	
	
	
	

	46. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the Safeguards and Security-related aspects of DOE Order 420.1A, Facility Safety.
	
	
	
	
	
	
	

	47. 
	Safeguards and security personnel shall demonstrate a working level knowledge of methods to maintain communication with Headquarters, Field elements, regulatory agencies, the public, and other stakeholders.
	
	
	
	
	
	
	

	48. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of contract management and administration sufficient to appraise contractor organizations participating in the safeguards and security programs.
	
	
	
	
	
	
	

	49. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of financial management to meet commitments to quality, cost, and schedule for safeguards and security.
	
	
	
	
	
	
	

	50. 
	Safeguards and security personnel shall demonstrate a working level knowledge of assessment techniques (such as planning and use of observations, interviews, and document reviews) to assess facility performance, report results of assessments, and follow-up on actions taken as the result of assessments.
	
	
	
	
	
	
	

	51. 
	Safeguards and security personnel shall demonstrate a working knowledge of problem analysis and techniques necessary to identify problems, determine potential causes of problems, and identify corrective action.
	
	
	
	
	
	
	

	52. 
	Safeguards and security personnel shall demonstrate the ability to apply problem analysis techniques necessary to identify problems, determine potential causes of problems, and identify corrective action.
	
	
	
	
	
	
	

	53. 
	 Safeguards and security personnel shall demonstrate the ability to trend contractor performance related to safeguards and security in accordance with the following Department of Energy directives:

· DOE O 210.1, Performance Indicator and Analysis of Operations Information

· DOE O 231.1, Environmental, Safety, and Health Reporting

· DOE M 231.1-1, Environmental, Safety, and Health Reporting Manual
	
	
	
	
	
	
	

	54. 
	Safeguards and security personnel shall demonstrate the ability to assess the contractor's ability to develop program plans in accordance with DOE O 470.1, Safeguards and Security Program.
	
	
	
	
	
	
	

	55. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of approvals and surveys in accordance with DOE Order 470.1, Chapter IX, Survey Program.
	
	
	
	
	
	
	

	56. 
	Safeguards and security personnel shall demonstrate a familiarity level knowledge of the general principles of project management as described in DOE Order 4700.1, Project Management System.
	
	
	
	
	
	
	

	57. 
	Safeguards and security personnel shall demonstrate a working level knowledge of effective negotiation skills.
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	Competency Levels:
	DA = Demonstrate the Ability, E = Expert, F = Familiarity, NA = Not Applicable, W = Working

	Learning Methods:
	CBT = Computer-Based Training, CR = Classroom, DA = Detail Assignment, DJA = Developmental Job Assignment, OJT = On-the-Job Training, SA = Shadow Assignment, 
SS = Self-Study, WT = Walk-Through

	Evaluation Methods:
	EQ = Evaluation of Equivalencies, EX = Exempt, OE = Oral Evaluation, OP = Observation of Performance, WE = Written Exam
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