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EXECUTIVE SUMMARY

Applicable Risk Acceptance Criteria have been identified and developed, and are
recommended to be used as part of the TWRS waste characterization Data Quality Objectives
(DQO) process. The proposed Risk Acceptance Criteria were developed in response to
Implementation Plan Commitment 1.20, TWRS Risk Acceptance Criteria, of the Defense Nuclear
Facilities Safety Board (DNFSB) Recommendation 93-5. The Risk Acceptance Criteria are
intended to provide the basis for development of a relationship between acceptable risk and the

required precision and accuracy of Hanford waste characterization data.

The recommended risk acceptance criteria for radiological and toxicological hazards for
both the public and workers are based on existing Westinghouse Hanford Company
documentation. These criteria have been reviewed and used over the past several years and are
being used by several Department of Energy Management and Operating Contractors. The
recommended risk acceptance criteria for environmental risk and programmatic risk were

developed by this effort.

The recommended environmental risk acceptance criterion has been developed by relating
the environmental impact to the cost of cleaning up environmental contamination. The criterion is
expressed in terms of the probability of exceeding specific cleanup costs. The potential costs of
cleanup were developed by considering information available relative to the cost of cleaning up
Environmental Protection Agency Superfund sites. The criterion was compared to the probability

of property loss from industrial fires and North Atlantic tropical storms and hurricanes.

The programmatic risk acceptance criterion is expressed in terms of the cost impact from
an unwanted programmatic event. The criterion is intended to represent a bounding cost impact
and is expressed in terms of the probability of exceeding a specified cost. The criterion was
developed by considering programmatic risks in terms of the likelthood of success. The criterion

was also compared to other property loss data.
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1.0 INTRODUCTION

A major effort of the Hanford Tank Waste Remediation System (TWRS) program is the
timely characterization of waste within the Hanford waste tanks. On July 19, 1993, the Defense
Nuclear Facilities Safety Board (DNFSB) provided to the Secretary of Energy its
Recommendation 93-5 (DNFSB 1993), which commented on the Hanford Tank Waste
Characterization effort.

In response to the DNFSB’s recommendation, the Department of Energy (DOE) and its
prime contractor, Westinghouse Hanford Company, prepared an Implementation Plan (DOE-RL
1994a) that identified an improved waste characterization approach. The approach focused, in
part, on obtaining historical information on each high-level waste tank, evaluating the sampling
needs of each tank for a short list of key safety-related analytes, utilizing sampling data to enhance
and expand statistical models, and revising the sampling needs and capabilities based on
completed safety screening, safety resolution and risk acceptance criteria.

The Implementation Plan was arranged into seven task initiatives. Associated with each
task initiative were specific elements and corresponding commitments. One particular area of the
first initiative centered on providing a sound technical basis for waste sampling and analyses. The
focus was how much sampling data are actually needed, how accurate must the data be, and how
many samples must be collected to establish an acceptable level of risk.

This report addresses one of these commitments, Commitment 1.20 of the Implementation
Plan. This commitment states:

Commitment 1.20, TWRS Risk Acceptance Criteria
This will provide an analysis of variables that must be considered and how
they affect the outcome of the decisions (e.g., does it affect risk of
employee exposure or is it a cost/schedule issue, and how sensitive is the
resultant decision to the data). DOE will determine its level of acceptable
risk within two months of acceptance of the WHC generated document.”

The Implementation Plan noted that without a sound technical basis one cannot determine
the sampling accuracy requirements of the TWRS program objectives. Thus, in order to establish
the technical basis, it is important to determine the following information: (1) the risk that is
acceptable if less than complete information is known about the tank contents; and (2) the
definition of the accuracy, precision, detection limit, and action limit for each analyte that has been
identified as being important relative to making decisions.

The types of risk may vary with each program element or performance measure. For
example, the risk to the waste disposal or pretreatment programs may be cost and schedule
impacts if the data gathered by the characterization program are inadequate. On the other hand,
not having sufficient characterization information may mean one does not have a sufficient
understanding regarding potential risks to the public or workers.



The TWRS Characterization Program is helping programs to identify critical data
requirements by using the Environmental Protection Agency’s Data Quality Objectives (DQO)
process. These data requirements include required analyses, their precision and accuracy,
detection levels of interest, action levels of interest and acceptable risk. Data collected from the
waste tanks will form a database that will be used in preparing further DQOs. An important
element of the TWRS characterization process is to establish the level of risk that the data users,
or programs, are willing to accept. If the acceptable risk is large, then the need for precise data
may decrease. If the acceptable risk is narrowly defined, then there may be a greater need for
more precise data. Thus, there is a direct correlation between acceptable risk and the precision or
uncertainty that is required in the characterization data. This relationship between acceptable risk
and the accuracy, uncertainty or detection levels of required characterization data is to be
developed by the application of Risk Acceptance Criteria within the DQO process.

2.0 OBJECTIVES

The objective of this effort is to identify, develop, and document applicable Risk
Acceptance Criteria to be used in the TWRS waste characterization DQO process. Following the
development of the Risk Acceptance Criteria, the methodology will be developed to relate the
Risk Acceptance Criteria to the TWRS waste characterization process. This methodology will
provide the relationship between acceptable risk, as described by the Risk Acceptance Criteria,
and the precision, uncertainty, detection levels or action levels of required data.

3.0 CONCEPT OF RISK

Risk is a quantitative or qualitative expression of possible loss which considers both the
probability that a hazard will cause harm to a receptor and the consequences of that event. In
practice, risk is usually defined in terms of the frequency or likelihood of an undesirable event
(events per year) rather than probability (unitless ranging from zero to one).

Risk is often discussed in terms of the health and safety of the public, workers, and
environment in the event of an accident. However, in a broader context one can define other
undesirable events, such as missing an important milestone, over-running a project cost, or
violating a law. The consequences and likelihood (or frequency) of this type of undesirable event
can be evaluated and included in what is commonly termed ‘programmatic risk.”

There are several elements of risk that can be considered. Some of the more common
ones are outlined as follows:

. Health and Safety Risk to the public and workers;

. Environmental Risk; and

L Programmatic Risk, including cost risk, schedule risk, risks associated with technical
requirements, regulatory compliance risk, and political risk.



This discussion will address the health and safety risk to both the public and workers.
Environmental risk will be addressed in terms of the cost of cleaning up environmental
contamination from an unintentional release. Programmatic risk will be addressed in terms of cost
and schedule impacts. Regulatory compliance risk, technical requirements risk and political risk
are considered only to the extent that they may affect cost and schedule.

The likelihood (or frequency) of an undesirable event occurring is never zero, but may be
small (i.e, on the order of 1 chance of occurring in 10,000 years, or 1 x 10™*/year). Thus, the
corresponding risk of an undesirable event may also be small, but not zero. The question often
arises, “How much risk am I willing to accept?” The answer to this question is usually specified
in a risk criterion or threshold above which the risk is not acceptable, and something must be done
to either decrease the consequences from the event and/or decrease the likelihood that the event
might occur. The specific actions to reduce the risk are considered in a cost-benefit analysis, in
which the benefit is reduced risk and the most cost effective manner to achieve the risk reduction
is determined.

In theory, risk acceptance criteria could be applied to all of the values and objectives of
the TWRS program. In practice, those specifically addressed here provide a practical set of
criteria that represent the major values that have been voiced by stakeholders (Armacost et al,
1994). Specifically, the health and safety risk criterion addresses the stakeholder value of
protecting the public and workers. The environmental risk criterion addresses the stakeholder
concem for the environment, and the programmatic risk addresses the effectiveness of the
program in achieving stakeholder goals.

4.0 RISK ACCEPTANCE CRITERIA

Risk acceptance criteria specify the range of adverse consequences involved with an
endeavor, together with the range of frequencies for which the consequences are considered
acceptable. Risk acceptance criteria are intended to provide a measure of the risk that is
acceptable, or conversely, a measure of risk that is not acceptable and for which some preventive
and/or mitigative action must be taken.

General risk acceptance criteria will be qualitatively discussed for each of the risk elements
identified above. How the risk acceptance criteria are to be used and the relationship of risk
acceptance criteria to cost-benefit analysis will also be briefly described. A more detailed
presentation of the application methodology will be provided in a subsequent document.



4.1 HEALTH AND SAFETY RISK TO PUBLIC AND WORKERS

The DOE Nuclear Safety Policy(DOE 1991) estarlished a public safety goal relative to the
operation of DOE facilities. The nuclear safety policy specified prompt and latent fatality safety
goals for members of the public near a DOE facility. Hey et al. (Hey 1992) discussed the
application of the DOE Nuclear Safety Policy relative to the assessment and management of risk
due to accidental radiological releases from Hanford facilities. The document identified a
guideline in terms of frequency and consequence that was demonstrated to be a sufficient
condition for meeting the DOE Nuclear Safety Goal. That is, if all frequency-consequence pairs
associated with identified accident conditions are below the guideline, then the total risk will be
less than the safety goal.

The quantitative radiological risk acceptance guideline for the public was defined in terms
of the radiological dose consequences to a maximally exposed individual at the site boundary in
the direction of the worst-case meteorology. This hypothetical person located at the site
boundary in the direction of the contamination plume is defined to be the off-site individual. This
radiological risk acceptance guideline for the public is documented in the Westinghouse Hanford
Company Nonreactor Nuclear Facility Safety Analysis Manual (WHC 1993). The guideline has
been thoroughly reviewed over the past several years by many individuals, including the
Department of Energy, and is being used by several Department of Energy Management and
Operating Contractors. The risk acceptance guideline from the Nonreactor Nuclear Facility
Safety Analysis Manual, shown in Figure 1, is proposed as the public nuclear health and safety
risk criterion.

Craig et al. (Craig 1993) developed a risk acceptance guideline for the release of toxic
hazardous materials. This toxicological risk acceptance guideline is also part of the Westinghouse
Hanford Company Nonreactor Nuclear Facility Safety Analysis Manual. This toxicological risk
acceptance guideline, shown in Figure 2, is proposed as the toxicological risk acceptance
criterion. The risk acceptance guideline in Figure 2 was first developed for the Westinghouse
Management and Operating Contractors by a subsommittee of the Westinghouse Nuclear Facility
Committee. Its development was further considered and endorsed by a wider range of
Department of Energy contractors associated with the Energy Facility Contractors Group
(EFCOG) Safety Analysis Working Group. Review and consideration of the above guidelines
includes many organizations including the DOE-EH. The guidelines provide the best
consideration of carcinogenic and toxic hazardous materials relative to both the public and
workers from a risk perspective.

The studies discussed above also considered radiological and toxicological risk acceptance
guidelines for on-site workers. On-site workers are defined to be individuals in the vicinity of a
facility with an evaluation distance from the facility of 100 meters in the direction of the worst-
case meteorology. These guidelines are also presented in the Westinghouse Hanford Company
Nonreactor Nuclear Facility Safety Analysis Manual. Their review and acceptance has been as



complete as the public guidelines. It is proposed that they be adopted for the criterion appropriate
to the health and safety of workers (see Figure 2, On-site, and Figure 3).
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Figure 2. Nonradiological Risk Acceptance Criterion
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Figure 3. On-Site Radiological Risk Acceptance Criterion

42 ENVIRONMENTAL RISK

Risk to the environment can come from the release of radioactive or hazardous materials
into the atmosphere or the ground. Environmental risk may be in the form of an impact to natural
resources, usable land masses, surface water and/or ground water. Environmental contamination
could be expressed in terms of the contamination per unit area of ground surface (ie,, Ci/m?), or
the concentration of contamination in either surface water, ground water, or soil (i.e., CVm’).

An important consideration relative to environmental contamination is the cost that would
be required to cleanup the contamination and restore the environment. Therefore a more uniform
measure of environmental contamination will be the total cleanup costs. The cleanup costs could
be expressed in terms of the cost per unit of ground surface area remediated, the cost per volume
of soil remediated, or the cost per volume of water remediated. However, it appears that for a
high-level criterion, the total cleanup cost may be more uniform and a better measure of the
impact or insult to the environment.



An environmental risk acceptance criterion has been developed by relating the
environmental impact to the cost of cleanup. The criterion is expressed in terms of the probability
of exceeding a given cleanup cost. The criterion shown in Figure 4 provides the probability and
frequency of exceeding a specific cleanup cost if an event that spread contamination should occur.
The curves in Figure 4 were developed from information regarding cleanup of the Environmental
Protection Agency Superfund sites and a review of the Record of Decision (EPA 1993) for 149
Superfund sites (see Appendix A for details). The Environmental Protection Agency (EPA 1994)
estimates that of the more than 1300 Superfund sites on the National Priorities List the average
total cost per site is $22.5 million dollars, excluding the remedial investigation and feasibility study
and operation and maintenance costs.

An environmental contamination complementary cumulative distribution function (CCDF)
was developed by using a statistical distribution to represent the consequences (cleanup costs)
from unintentional releases that would result in environmental contamination. See Appendix A,
Section A.1 for the definition of a complementary cumulative distribution function. The area
under a CCDF is equal to the total risk. Therefore, the area under the CCDF curve was
normalized to be equal to the average Superfund site cleanup costs ($23 million).

An exceedance frequency curve was developed from the CCDF by normalizing the
average cleanup costs over a ten year period (i.e., $2.3 million per year). Even though the event
frequency and the exceedance frequency are fundamentally different, they are related (see
Appendix A, Equation A-5); and for small values they are nearly the same. Therefore, for the
purposes of this criterion, the exceedance frequency in Figure 4 can be considered as nearly equal
to an event frequency. Thus, the criterion in Figure 4 can be used as an event frequency versus
consequences (cleanup costs) space that can be used to assess acceptable risk due to events that
could lead to environmental contamination.

Data for property losses from natural events were obtained, evaluated and compared to
the information in Figure 4 (see Appendix A, Figure A-4). Two categories of events chosen for
comparison were industry and utility fires and North Atlantic tropical storms and hurricanes. The
number of events and property loss per event were evaluated in terms of a statistical distribution.
This process provided the opportunity to compare the data with the proposed environmental
contamination criterion (Figure 4) in the form of common CCDFs.

The environmental contamination CCDF has features that seem reasonable based on the
data. First, the CCDF agreed very well with cleanup costs from 149 Superfund sites (EPA 1993).
Second, the CCDF is rather flat from 1 million to 10 million dollars indicative that actions are
taken to prevent possible events that could lead to contamination of the environment. Third, the
flat curve is also indicative of the rather large costs involved in cleaning up environmental
contamination. For example, cleaning up any environmental contamination would be expensive so
that the probability of exceeding 1 million dollars in cleanup costs is not much different than the
probability of exceeding 10 million dollars. Fourth, the CCDF appears not to be limited by any
physical boundary such as is the case for industrial fires where the cost of property loss is limited



by the cost of industrial buildings. Rather, more like tropical storms, the cost of environmental
cleanup will only be limited by the area that is contaminated. Although there was not a perfect
match over the entire data set, the comparison suggests that the proposed environmental
contamination criterion is reasonable. Appendix A discusses the development of the data and
comparisons.
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43 PROGRAMMATIC RISK

Programmatic risk must be considered from a different perspective than health and safety
risks to the public and environmental risk. Programmatic risk is related to the likelihood of
success or failure and is based on an evaluation of several competing objectives with different
levels of importance depending on the values of the decision maker. Programmatic risk can be
related to many different performance measures. However, in the analysis that follows the
discussion will be focused on programmatic risk related to cost.



The cumulative distribution function (CDF) of a statistical distribution (see Appendix A,
Section A.1) is used in considering programmatic risk evaluations. It is assumed that all variables
involved in evaluating or determining cost estimates are represented by distributions. Therefore,
the cost estimate is also a distribution with a mean and standard deviation. The cumulative
distribution function of the cost estimate specifies the probability that the cost estimate will be less
than or equal to a specified value, or specifies the confidence level of the cost estimate. A general
programmatic success goal was defined for the purposes of this report as a 70 to 80% probability
that actual costs will be less than a value x. Risk management is then the process of identifying
and managing those elements that are major contributors to the cost.

A general cumulative distribution function was developed and then scaled based on a
portion of the Tank Waste Remediation Systems (TWRS) annual budget (on the order of
hundreds of millions of dollars per year). A typical program on the order of 100 million dollars
total (over approximately 10 years) was considered together with the general programmatic goal
of a 70% to 80% confidence level. These results lead to the development a specific cumulative
distribution function with a probability between 70% to 80% that the program costs would be less
than or equal to $100 million dollars. The complementary cumulative distribution function
(CCDF) was then generated. The CCDF curve shown in Figure 5 is the proposed programmatic
risk acceptance criterion. This criterion is intended to represent an upper bound to indicate that
if the potential exists in a program for dollar losses outside of the bounds of the CCDF, then
additional management effort is required to reduce the likelihood (probability) of occurrence.
Cost-benefit analysis should be used to determine the most cost effective way to further reduce
programmatic cost risk.

Even though this CCDF represents an upper bound, it does not imply that results falling
below the curve should not trigger any management attention. The level of management action
that is appropriate for results below, but reasonably close to the criterion curve should also be
determined by conducting cost-benefit analysis. The TWRS system engineering effort is defining
specific performance measures and methods for using these performance measures to make and
document programmatic cost-benefit decisions. The system engineering methods provide
guidance regarding how decisions, including those addressing risk, should be made to minimize
costs and maximize benefits.

The programmatic risk criterion of Figure 5 was also compared to the CCDFs for
industrial fires, tropical storms, Superfund cleanup costs, average Superfund cleanup costs, and
environmental contamination (see Appendix A, Figure A-8). The programmatic cost CCDF
resembles the shape of the CCDF for property loss from industrial fires in that the steep
asymptote near 200 million dollars is indicative of limited available funds. However, the flatness
of the programmatic costs CCDF from 1 to 60 million dollars is strictly a result of the fact that
once budgeted, there is a high probability that the funds will be spent. The comparison was
intended to show that in the vicinity from 10 to 100 million dollars the shape and magnitude of the
programmatic cost criterion are reasonable.

10
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4.4 USE OF RISK ACCEPTANCE CRITERIA

In evaluating alternatives and making decisions, there are often competing objectives that
must be considered. Specific criteria are usually associated with each objective and the
importance given to each objective and criteria is directly related to the values of the decision
makers. Often there must be a trade-off evaluation because each objective cannot be satisfied
exactly. The trade-off evaluations are usually in the form of cost versus the benefit.

In the context of risk, reduced risk is the benefit. Important questions are, “How much is
the reduction in risk worth?” and, “When is the risk acceptable?” Risk acceptance criteria can be
very helpful in evaluating acceptable risk and determining when and if something more must be
done to further reduce the risk. It must be emphasized, however, that a reduction in risk alone is
not the only input is making an important decision. The objectives noted above and their
importance to the decision maker must also be considered.

11



Any of the data from Figures 1, 2, 3, or 4 could be used to illustrate the use of risk
acceptance criteria. Since the criteria for radiological, toxicological and environmental risk
(Figures 1, 2, and 3) are related to the potential release of radioactive or hazardous materials from
accident conditions, the criterion in Figure 1 will be used as an example. It should be remembered
that the final objective of this effort is to eventually relate acceptable risk to the accuracy,
uncertainty or detection levels of required characterization data. A more detailed methodology to
relate the risk acceptance criteria to the TWRS waste characterization process will be developed
and documented in a subsequent report.

Consider the following example where the potential exists for an accident to occur that
would result in harm to the public. Suppose that the potential consequences from the event and
the likelihood of the event have been qualitatively evaluated and are represented by the four States
A, B, C, and D in Figure 6. The data in Figure 6 demonstrate by the error bars associated with
each data point that there is uncertainty in both the determination of the consequences and the
determination of the frequency of postulated events. These uncertainties must be considered in
any action that may be contemplated. From a public risk perspective, based on the nsk
acceptance criterion, no further action would be required for the situation illustrated by State B;
the risk to the public is acceptable. Clearly the situation illustrated by State A would require some
preventative or mitigative action (barrier) to be taken to reduce the consequence of the event
and/or the likelihood of the event.

The situations illustrated by State C and State D are not so straight forward. For these
States no action may be required. State C has higher potential consequences, but lower likelihood
of occurring, while State D has lower potential consequences, but higher likelihood. Considering
the uncertainty in the data it may be prudent to use cost-benefit analysis to consider the most cost
effective approach to reduce the consequences and/or the frequency of the events for these two
states.

Another example of using Risk Acceptance Criteria is illustrated in Figure 7 where an
initial state and four potential end states are graphed as a function of the costs required to reduce
the risk from the initial state to the end state. Cost-benefit (reduced risk) analysis is used to
determine the most cost effective way to achieve a reduction in risk. Note that in the example all
of the illustrated end states are below the risk acceptance criteria. Therefore, from a risk
perspective one would choose the action that achieved acceptable risk for the smallest cost (State
A). However, from the perspective of a decision maker who must consider all competing
objectives, one may choose, for example, State B because State B also satisfies other important
objectives. This example illustrates that all objectives must be considered and all benefits
evaluated as a function of cost before a specific decision can be made. However, with the risk
acceptance criteria one has a method of judging acceptable risks.

12
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5.0 CONCLUSION

The five figures presented in Section 4 of this report are the proposed TWRS Risk
Acceptance Criteria. These criteria satisfy Commitment 1.20 of the TWRS Implementation Plan
(DOE-RL 1994a).
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APPENDIX A

DISCUSSION OF RISK PERSPECTIVES AND
DEVELOPMENT OF RISK ACCEPTANCE CRITERIA

A.1  DISCUSSION OF RISK PERSPECTIVES

The definition of risk provided in Section 3.0 is a quantitative or qualitative expression of
possible loss or harm that considers both the probability that a hazard will cause harm to a
receptor and the consequences of that event. As noted, risk is usually defined in terms of the
frequency or likelihood of an undesirable event rather than the probability.

There are two ways that risk can be considered. First, risk can be considered in terms of a
group of events each with a consequence and frequency of occurrence. The product of the
frequency and consequence for an event can be thought of as the individual event risk. The total
risk is then taken to be the sum of the frequency - consequence pairs summed over the complete
group of events. Mathematically, the total risk is given by;

N
R, = j}; p,C [A-1]

where C; is the consequence, £ is the frequency of the jth event, and p, is a normalizing constant
used so that risk has a consistent set of units.

The Risk Acceptance Criteria of Figure 1, in the main text, are then interpreted as
follows. Ifthe likelihood of an event is large (i.e., of the order of one chance in one to ten years;
1/year to 1 x 10" /year) then to be acceptable the consequence of the event must be small. If the
likelihood of an event is small (i.e., of the order of one chance in 10,000 years to 1,000,000 years;
1 x 10*/year to 1 x 10%/year) then a much larger consequence would be acceptable. The different
slope in Figure 1 for frequencies smaller than 1 x 10"*/year expresses our being averse to large
consequence events even though the likelihood of occurrence may be small (risk aversion). In
Figure 1 the frequency is more correctly defined to be the event frequency, that is, how often
might the event occur.

The other way that risk can be considered is in terms of a distribution of events each with
a different consequence. The consequences represent 2 statistical distribution that can be
represented by g(x;). If the statistical distribution is normalized to unity, then the cumulative
distribution function (CDF) is defined by,
k

PriX<x] =Y g(x), [A-2]

J=



and, the complementary cumulative distribution function (CCDF) is defined by;

N
Prix>x] =Y gx) . [A-3]
ok
The cumulative distribution function is defined to be the probability that the consequence of an
event will be less than x,, while the complementary cumulative distribution function is defined to
be the probability that the consequence of an event will be larger than x, if an event occurs.

Figure A-1 shows an example of a cumulative distribution function and a complementary
cumulative distribution function.

| — CDF ==+~ CCDF '

1.0
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Figure A-1. Example of a Cumulative Distribution Function (CDF) and a Complementary
Cumulative Distribution Function (CCDF).

Sometimes the statistical distribution function is not normalized to unity, but normalized
to the average number of events per year (N/T). In this case, the complementary cumulative
distribution function is defined by:



N
FiX>x] = ¥ gx) = _’}_Pr[x >x] . [A-4]
J=k
Here the complementary cumulative distribution function is defined to be the frequency per year
that the consequence of an event will be larger than x,. This complementary cumulative
distribution function has been defined as the_exceedance frequency. For small exceedance
frequencies, the exceedance frequency and probability become nearly the same value.

There is a fundamental difference between the event frequency in terms of single events
and the exceedance frequency. The event frequency is the likelihood that an event will occur (in
events per year) with any consequence, while the exceedance frequency is the likelihood that an
event will occur with consequences larger than some specified value. However, the two
frequencies are related. If the consequences are rank ordered from the smallest consequence to
the largest consequence, then the exceedance frequency, F,, and event frequency, f, are related by
the following expressions.

N
szzf;

j=k [A-5]
Se=Fy-Fy, .

In this context, the total risk from all of the events is the area under the exceedance
frequency curve. That is, the total risk is given by;

AY
RT=Eijj[F:’-FI']]

=l
[A-6]

A2 ENVIRONMENTAL RISK CRITERION

Figures 1 and 3, of the main text, are good representations of risk acceptance criteria for
events that may affect the health and safety of the public and workers. Those accident sequences
that release contamination via the airborne pathway that cause harm to the public and the workers
would also result in contamination of the environment. If the accident sequence did not release
contamination via the airborne pathway but to the soil or ground, then in the near term the public
and workers would not be affected, only the environment would be contaminated.

For environmental contamination, a similar criterion as shown in Figures 1 and 3 of the
main text could be used if the consequences were represented in terms of the resulting
contamination per unit area, However, if the total cleanup costs are used as a measure of the
impact to the environment, then the concept of an exceedance frequency appears to be more
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appropriate. In this case the CCDF expresses the concept that if an event should occur what is

~ the likelihood that the consequences (total cleanup costs) would exceed some specified value. In
this case one does not have to determine the likelihood that an event would occur and
contaminate the environment, but if an event did occur what is the likelihood that the cleanup
costs would be larger than a specified value.

In order to evaluate the potential cost of cleaning up environmental contamination,
information regarding cleanup of the Environmental Protection Agency Superfund sites was
reviewed. The Environmental Protection Agency (EPA 1994, 40 CFR Part 300) estimates that
the average total cost per site to cleanup Superfund sites on the National Priorities List is 22.5
million dollars, excluding the remedial investigation and feasibility study and operation and
maintenance costs. In 1989 the estimated cost was 10 million dollars per site (Acton 1989). In a
report to the U. S. Government, cleanup of the estimated 1300 Superfund sites was estimated at
58 million dollars (US 1994). Also, one hundred forty nine (149) Record of Decision (ROD)
summary tables were reviewed (EPA 1993) and the site cleanup costs were analyzed as a
statistical distribution.

To develop an environmental contamination CCDF, it was assumed that the
consequences (cleanup costs) from accidents that would result in environmental contamination
could be represented by a statistical distribution. A normal distribution was assumed to simplify
the analysis, however, the results are not dependent on the form of the distribution chosen. From
the consequence distribution, a CDF and a CCDF were developed. Recall that the area under an
exceedance frequency curve is equal to the total risk, in units of consequences per year.
Likewise, the area under a CCDF curve is equal to the total risk in units of consequences
(probability is unitless). The area under the CCDF curve was, therefore, normalized to be equal
to the average Superfund site cleanup costs ($23 million). The developed CCDF was compared
to the CCDF determined for the 149 Superfund cleanup costs noted above. The results are
presented in Figure A-2. Note that the average Superfund cleanup cost, shown in Figure A-2
with appropriate error bars, is the average cleanup cost for an estimated 1300 Superfund sites,
while the data points represents the cleanup cost distribution for only 149 Superfund sites. The
results shown in Figure A-2 suggest that the proposed environmental contamination CCDF
criteria is reasonable.

An exceedance frequency was then developed from the CCDF by normalizing the average
cleanup costs over a ten year period (i.e., $2.3 million per year). The proposed environmental
contamination CCDF and exceedance frequency curve are shown together in Figure A-3 (the
CCDF in Figure A-2 and Figure A-3 are the same). Even though the event frequency and the
exceedance frequency are fundamentally different, they are related (Equation A-5) and for small
values they are nearly the same. Therefore, for the purposes of this criterion the exceedance
frequency curve in Figure A-3 can be considered as an event frequency. Thus, the criterion in
Figure A-3 can be used as an event frequency versus consequences (cleanup costs) criterion to
access acceptable risk due to events that could lead to environmental contamination.
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Figure A-2.  Proposed Environmental Contamination CCDF Compared to the CCDF
Developed from Superfund Cleanup Costs and the Average Superfund Cleanup
Cost.

Other information was considered in order to support development of an environmental
contamination criterion. For example, the consequences from several natural disasters were
evaluated. Although any number of naturally occurring events could have been considered, two
were chosen for examples. They were property loss from industry and utility fires, and property
loss from North Atlantic tropical storms and hurricanes. The data were obtained from the 114th
Edition of the Statistical Abstract of the United States 1994 (DOC 1994).

Both the number of events occurring each year and the total property loss each year were
listed and used to provide a value of the property loss per event per year. The data were available
for four years for industry and utility fires, and ten years for tropical storms and hurricanes. These
data were rank ordered from the lowest to largest average property loss per event. A
complementary cumulative distribution function was determined for each set of data. In order to
extrapolate the data to lower probabilities, the rank-ordered data were represented by a
continuous distribution function.
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Figure A-3. Proposed Environmental Contamination CCDF and Exceedance Frequency Curve

The combined CCDFs for tropical storms, industrial fires, the cost to cleanup Superfund
sites, the average Superfund cleanup cost, and the proposed environmental contamination
criterion are presented in Figure A-4. The data in this figure illustrate the range of potential dollar
loss for various events analyzed. There are several important observations from the data in Figure
A-4 that need to be highlighted.

First, as one would expect, the probability of sustaining a large property loss from tropical
storms and hurricanes is larger than the probability of sustaining a similar loss from industry fires.
The property loss from industrial fires is limited by the cost of the industrial buildings. This fact is
indicated by the steep slope of the curve from 50 million to 100 million dollars, and the steep
asymptote beyond 100 million dollars. The CCDF for industrial fires is rather flat from 1 million
to 20 million dollars principally because of fire prevention devises used in industrial buildings to
prevent property loss.
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Figure A-4.  CCDF Curves for Industrial Fires, Tropical Storms, Superfund Cleanup Costs,
Average Superfund Cleanup Cost and Environmental Contamination.

Second, property loss from tropical storms is not limited by any physical boundary, but is
widely varying due to the large area a tropical storm may cover. This is illustrated by the rather
flat CCDF in Figure A-4. The probability of exceeding 10 million dollar loss is 0.9 while the
probability of exceedance 100 million dollar loss is 0.6.

Third, the proposed environmental contamination CCDF has features that seem reasonable
based on other data. (1) The curve is rather flat from 1 million to 10 million dollars. The flat
curve is indicative of actions taken to prevent possible events that could lead to contamination of
the environment. (2) The flat curve is also indicative of the costs involved in cleaning up
environmental contamination. The probability of exceeding 1 million dollars in cleanup costs is
not much different than the probability of exceeding 10 million dollars. (3) The environmental
contamination CCDF appears not to be limited by a ceiling, such as is the case for industrial fires,
but would depend on the total area of the contamination (much like damage from tropical

storms).

From the above discussion, the proposed Environmental Risk Acceptance Criterion in
Figure A-3 for environmental contamination based on cleanup costs seems reasonable.



A3 PROGRAMMATIC RISK CRITERION

Programmatic risk must be considered from a different perspective than health and safety
risks to the public and workers and environmental risk. Programmatic risk relates to the
likelihood of success or failure and is based on an evaluation of several competing objectives with
different levels of importance depending on the values of the decision maker. Programmatic risk
can be related to many different performance measures. In the analysis that follows the discussion
will be focused on programmatic risk related to cost and schedule. It will also be assumed that
any schedule impacts can be directly related to an impact on cost.

The cumulative distribution function (CDF) is usually used in relation to programmatic
risk evaluations. The basic assumption is that all variables involved in evaluating or determining a
cost are represented by distributions, and therefore the end product cost is also a distribution
about a mean with a standard deviation and a variance. The CDF of the cost distribution then
represents the probability (or likelihood) that the actual costs will be less than a specified value.
Sometimes the results of a CDF cost distribution are stated as the confidence level of the costs.
In this analysis a programmatic goal was defined as a 70% to 80% probability that actual costs
will be less than a value x. Stated differently, there should be a 70% to 80% confidence level that
the actual costs will be less than a value x. The objective then is to identify those elements that
contribute to the cost, and specifically those elements that have the largest impact on the total
costs. These elements are then managed such that their impact on the total cost is minimized (i.e.,
their distribution is well defined with a minimum standard deviation). This effort is termed risk
management.

An example cost CDF is shown in Figure A-5. The programmatic goal is illustrated by the
horizontal lines between 70% and 80% with a dashed line at 75%. Figure A-5 defines the
programmatic goal as a 70% to 80% probability that actual costs will be less than a value x, or a
70% to 80% confidence level of maintaining actual costs less than a value x. Although the
programmatic goal is quite general, a specific upper bound in terms of cost impacts will next be
determined.

The Tank Waste Remediation Systems (TWRS) annual budget is on the order of hundreds
of millions of dollars per year and consists of several major programs. Assume that a typical
program of interest is on the order of 100 million dollars. The programmatic goal is applied as
follows. The program should be managed such that there is a 70% to 80% probability that actual
costs over the lifetime of a project or activity will be less than or equal to the budgeted costs of
100 million dollars. Thus, the results of Figure A-5 are scaled such that the specific value for x is
100 million dollars. These results are shown in Figure A-6.

The complement of the CDF in Figure A-6 is graphed in Figure A-7 as the probability of
exceeding x million dollar loss. The curve in Figure A-7 is only intended to present an upper
bound to indicate that if the potential exists in a project or activity for dollar losses on the order of
100 million dollars then additional management effort is required to reduce the likelihood
(probability) of occurrence. In all cases dealing with programmatic risks, the source of the risk
needs to be identified and managed using cost-benefit analysis.
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APPLICABLE
SECTION

Table 2;: Evaluation of Mam (234-5Z, 236-Z and 242-7Z) Buildings and 2736-2
Starage Complex (2736-Z, 2736-ZA and 2736-2B) for Conformance with the
Ventilation Requirements of DOE Order 6430.1A and Invoked Consensus Standards

(Sheet 17 ot 24 )

ITEM NUMBER/CRITERIA CONFORMANCE
MAIN STORAGE
BUILDINGS COMPLEX

shall be installed outside the cell and scaled in an acceptable enclosure
lor dircct maintenance.

All exhaust systems shall have monitors that provide an alarm if the No
concentration of the hazardous material in the exhaust exceeds specilicd
lnits.

In facilitics where plutonium or enriched uranium is processed, the following
additional requirements shall be met:

Wherever possible, the designer shall provide enclosures for confining Yes
the process work on plutonium and cariched uranium.  Design criteria

lor enclosures of radioactive and other hazardous materials arc

provided in Section 1161, Enclostres.

When these confinement enclosures are specificd and designed, N/A
consideration shall be given to whether room veatilation air can be

recirculated. If a recirculation ventilation system is provided, the

design shall provide a suitable means for switching from the

recirculation modc to a ance-through ventilation system.

A salety analysis under DOE direction shall establish the minimum Yes
acceptable performance requirements for the ventilation system and the
responsc requiremients of system components, instrumentation, and

controls under normal operations, anticipated operational occurrences,
and DBA conditions.

The safety analysis shall detennine systems requircments such as the Yes
nced for redundant components, emergency power for fans, dampers,
special filters, and fail-safe valve/damper positions.

The safcty analysis and the guidelines provided by the cogmzant DOE Yes
awthority shall determine the type of exhaust filtration required for any

arca of the facility during normal operations, anticipated operational

occurrences, and DBA conditions.

If advantageous to operations, maintenance, or emergency personnel, Yes
the ventilation system shatl have provisions tor independent shutdown,

N/A

Yces

Ycs

Yes

Yes

Yes
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Figure A-7. Complementary Cumulative Distribution Function for Programmatic Costs

In Figure A-8 the programmatic risk criterion of Figure A-7 is added to the data graphed
in Figure A-4. The results in Figure A-8 compare the CCDFs for industrial fires, tropical storms,
Superfund cleanup costs, average Superfund cleanup costs, environmental contamination and
programmatic costs. The programmatic cost CCDF resembles the shape of the CCDF for
property loss from industrial fires. Just as the property loss from industrial fires is limited by the
total cost of industrial buildings, programmatic costs are limited by the scarcity of available funds.
Limited available funding is the reason for the steep asymptote near 200 million dollars.
However, the flatness of the programmatic costs CCDF from 1 to 60 million dollars is strictly a
result of the fact that once budgeted, there is a high probability that the funds will be spent. The
comparison in Figure A-8 is intended to show that in the vicinity of 10 to 100 million dollars the
shape and magnitude of the programmatic cost criterion are reasonable.
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Department of Energy

Richiand Operations Office
P.0. Box 550
Richland, Washington 99352

SEP 28 1388

95-TSD-123

The Honorable John T. Conway

Chairman

Defense Nuclear Facilities Safety Board
Suite 700

625 Indiana Avenue, NW
Washington, D.C. 20004

Dear Mr. Conway:

TRANSMITTAL DOCUMENTATION FOR CLOSURE OF DEFENSE NUCLEAR FACILITY SAFETY BOARD
(DNFSB) 93-5 COMMITMENTS 1.21.8 AND 2.1

This letter is to advise the DNFSB that the U. S. Department of Energy,
Richland Operations Office (RL), has accepted the attached Data Quality
Objectives (DQO) document. This document is transmitted to close the
following two DNFSB 93-5 Commitments:

1.21.8, "In tank Generic Vapor DQO," (Attachment 1: Data Quality
Objectives for Generic In-Tank Health and Safety Yapor I[ssue

Resolution); and

2.01, "DQOs for all Six Safety Issues," (NOTE: The six safety issues include:
ferrocyanide, organic, vapor, flammability, criticality, and safety screening. The need for a
Criticality 0DQ0 was removed when the Criticality USQ was closed. However analysis for fissile
content is included in the previously transmitted Safety Screening 0Q0. The 0Q0s for the
ferrocyanide, organic, and flammability issues were also transmitted to the DNFSB on September 12,

1995) The enclosed Vapor 0Q0 claoses the one remaining conmitment 2.1 item.

The DQO is approved for use at this time. This approval is contingent upon
the incorporation of DOE "Hold Point" comments as agreed to by the contractor
in the attachments. As per regulatory guidance, the DQO process is designed
to be dynamic. This DQO document may be revised in the near-future to
accommodate the evolution of the program.



Honorable John T. Cénway -2- IR =
95-TSD-123 SEP 251933

~ If you have any questidns, please contact me on (509) 376-4550.

Sincerely,

hos) 5N v

Mary F7 Jarvis, Progéct Director
TSD:MFJ Tank Safety Analysis Division

Attachments

cc w/o attachs:

. P. Grumbly, EM-1, HQ

Hunemuller, EM-38, HQ
. S. 0'Dell, EM-37, HQ
. P. Cowan, EM-30, HQ

. V. Antizzo, EM-37, HQ
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DATA QUALITY OBJECTIVES FOR GENERIC TANK VAPOR ISSUE RESOLUTION

EXECUTIVE SUMMARY

Data Quality Objectives (DQOs) for generic tank vapor and gas sampling were
developed in a series of four facilitated meetings and one stakeholder review
session, using the most recent U. S. Environmental Protection Agency (USEPA)
DQO guidelines. These meetings elicited DQOs for two major vapor problem
areas: flammability and toxicity. What follows is a summary of the outputs
of the planning team for each of the seven steps of the DQO process. More
details regarding the rationale for each of the DQO planning outputs are
contained in the DQO document that follows this summary.

Step 1. Problem Statement

Two problems were: 1) potential flammability of gases and vapors in waste
storage tanks and 2) potential worker health and safety hazards associated
with the toxicity of constituents in any fugitive vapor emissions from
these tanks. Previous work reports the presence of a fog in some tanks,
and the fuel content of the tank gases and vapors may be too high to permit
work in these tanks. Numerous reports of adverse health effects associated
with vapor exposures in and around tank farms have been made by workers.
Confirmed symptoms from these exposure incidents include headaches, burning
sensations in nose and throat, nausea, and impaired pulmonary function.

Data are needed to identify and quantify constituents of the tank
headspaces to address potential vapor toxicity. If any compounds of
toxicological interest are identified in the tank headspace, industrial
hygienists can use this information to assess "worst-case" worker exposure
levels and focus their industrial hygiene monitoring strategy on these
target compounds. Final recommendations on the required level of personal
protective equipment will be based on the worker breathing zone levels of
these chemicals. The ultimate goal is to provide a safe and healthful
workplace in the tank farms complex.

Resolution of these problems involves a sequence of sampling events. The
first sampling event assesses flammability of the volatile organic vapor,
ammonia, methane, and other flammable gases present in the tank headspace.
If the flammability assessment results are acceptable then special vapor
sampling equipment will be installed in the tank. This equipment will be
used in subsequent sampling events to: 1) establish concentrations of all
flammable headspace constituents; 2) identify compounds of toxicological
concern; and 3) quantify compounds of toxicological concern.
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Step 2. Decision Statements

A. Flammability Decision

If the total fuel content of the headspace is > 20 % of the lower

flammability 1imit (LFL), then work must stop until further authorization

is given by management.

B. Toxicity Decision

If any compounds with toxicological properties exceed their recommended

levels inside the tank headspace, then advise Health and Safety. Guideline

Tevels are:

. 10% of the appropriate Consensus Exposure Standard (CES)*

concentration for known or suspected human carcinogens, teratogens
and mutagens

e 50% of the appropriate CES concentration for non-carcinogens, non-
teratogens and non-mutagens, or simple irritants.

Step 3. Inputs to the Decision

. Identification and quantification of flammable constituents in the
headspace

o Temperature of the headspace

o Identification and quantification of compounds of toxicological
importance

o Understanding of the toxicological effects of these compounds and the
CES for each constituent of concern.

Step 4. Boundaries of the Study

The spatial boundaries of the vapor and gas sampling events are defined by
the waste surface, walls and dome of the waste tank itself. Sampling
events will be scheduled to address diurnal, seasonal, and long-term
changes in the vapor and gas concentrations.

*
See 3.2 second paragraph for definition

vi



WHC-SD-WM-DQO-002, Rev. 1

Step 2. Decision Statements
A. Flammability Decision

If the total fuel content of the headspace is > 20 % of the lower
flammability 1imit (LFL), then work must stop until further authorization
is given by management.

B. Toxicity Decision

If any compounds with toxicological properties exceed their recommended
levels inside the tank headspace, then advise Health and Safety. Guideline
levels are:

e 10% of the appropriate Consensus Exposure Standard (CES)'
concentration for known or suspected human carcinogens, teratogens
and mutagens

e 50% of the appropriate CES concentration for non-carcinogens, non-
teratogens and non-mutagens, or simple irritants.

Step 3. ]nputs to the Decision

e Identification and quantification of flammable constituents in the
headspace

o Temperature of the headspace

o« Identification and quantification of compounds of toxicological
importance

o Understanding of the toxicological effects of these compounds and the
CES for each constituent of concern.

Step 4. Boundaries of the Study

The spatial boundaries of the vapor and gas sampling events are defined by
the waste surface, walls and dome of the waste tank itself. Sampling
events will be scheduled to address diurnal, seasonal, and long-term
changes in the vapor and gas concentrations.

*
See 3.2 second paragraph for definition

Vi






WHC-SD-WM-DQ0-002, Rev. 1

Step 5. Decision Rules
A. Flammability Decision Rule

If the total fuel content of the headspace equals or exceeds 20% of the LFL
for the observed mixture, then stop work and take appropriate actions
before resuming sampling or other work on the tank.

B. Toxicity Decision Rule

The DQO team established decision rules organizing potentially toxic
substances by type to include carcinogens, teratogens and mutagens,
systemic toxins, and irritants. The toxicity decision rules were specified
as follows:

« If the average concentration of any confirmed or suspected human
carcinogen, teratogen, or mutagen in a tank headspace is greater than
one-tenth of its CES, then advise the industrial hygiene group that a
compound(s) of toxicological concern is present in the tank headspace
so that appropriate worker protection actions can be taken.

« If the average concentration of any systemic toxin in a tank
headspace is greater than one-half its CES, then advise the
industrial hygiene group that a compound(s) of toxicological concern
is present in the tank headspace so that appropriate worker
protection actions can be taken.

. If the average concentration of any irritants in a tank headspace is
greater than one-half of its CES, then advise the industrial hygiene
group that a compound(s) of toxicological concern is present in the
tank headspace so that appropriate worker protection actions can be
taken.

Step 6. Limits on Decision Errors

A. Flammability Decision Errors

One type of decision error would occur if data incorrectly indicate LFL,,,
> 20%.

A second kind of decision error would occur if data incorrectly indicate
LFLy;y < 20%.

vii
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B. Toxicity Decision Errors

One type of decision error would occur if data incorrectly indicate that
the prescribed toxicity 1imits have been exceeded, when in fact they
haven't.

A second type of decision error would occur if data incorrectly indicate
that the prescribed toxicity 1imits have not been exceeded, when in fact
they have.

The relative consequence of the second type of decision error (failure to

find a true problem) was determined to be roughly 2.5 times greater than
the other type of decision error.

Step 7. Develop and Optimize the Design for Collecting Data

The Westinghouse Hanford Company (WHC) strategy to resolve the flammability
and toxicity issues was approved by the U.S. Department of Energy (DOE)
reviewers prior to initiation of this DQO (Gerton, 0'Dell 1992). The DQO
process was consequently limited by constraints imposed by these designs.
Therefore, Step 7 addresses the expected performance of the flammability
assessment sampling, and the proposed sampling strategy for determining
headspace vapor and gas toxicity.

* * %

In conclusion, the DQO process for generic vapor sampling has been an
examination of the strategy used to generate the data needed to adequately
characterize the headspace of these tanks. It has proven beneficial because
it has offered the stakeholders an opportunity to assess the goals and
objectives of the experimental design and comment on the adequacy of the data
to support their need. This re-affirmation of the "correctness" of the
approach and ultimate data output enhances overall confidence in the data and
ultimately in the safety decisions made from these data.

viii
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DATA QUALITY OBJECTIVES FOR GENERIC TANK VAPOR ISSUE RESOLUTION
1.0 INTRODUCTION

This document describes the Data Quality Objectives developed for the generic
problem of tank vapor characterization. The DQO and sampling and analysis
plan previously developed for the pilot tank vapor sampling effort in tank
241-C-103 (known hereafter as C-103) (Osborne 1992) were heavily relied upon
for this generic vapor planning effort. The pilot DQOs and vapor sampling and
analysis plan were developed prior to these generic vapor DQOs for several
reasons. First, tank C-103 represents the worst case for heavy volatile
organic vapors and is the greatest challenge for the development of
appropriate sampling and analytical methods. Second, it has unique flammable
components in its vapor headspace and has been involved in the majority of the
vapor exposure incidents at Hanford. Third, a generic DGO was needed to
specifically address "lesser" vapor headspace problems in other storage tanks.
Fourth, there are 9 other "organic Watch List tanks" which may have similar
headspace constituents but in dramatically lesser concentrations. Fifth,
there are 20 FeCN class Watch List tanks which may be potential HCN producers.
And lastly, 9 other tanks in BX/BY/C farms have a history of vapor incidents
associated with them.

These collective 38 tanks comprise the "Suspect Tank List", which is the
primary emphasis of the generic DQO. Additionally, the balance of the 177
Hanford tanks need some degree of signature characterization to determine if
they meet "suspect tank criteria."” The methods determined to be most
successful in tank C-103 will be selected for sampling the other Suspect List
tanks covered by the generic vapor DQOs contained in this document.

The DQO process starts by describing the problem. In this case, the generic
problems associated with vapors in the tank farms were considered. The DQO
process was used to lead the planning team through a structured set of steps
that help to describe why data are needed, from where and when should data be
collected, how data will be summarized and used in support of a decision, and
how much uncertainty in that decision can be tolerated. The products of each
step of the process are the generic DQOs. These DQOs will be considered on a
tank-by-tank basis and used to develop an appropriate sampling and analysis
plan designed to generate the right amount and quality of data for decision
making. As better estimates of method performance and spatial and temporal
variability of vapor constituents become available, the DQOs will facilitate
the statistical design and analysis of all vapor data collection efforts that
will take place. By specifying DQOs, an important set of criteria are
documented that will enable future data users to determine data adequacy and
lTimitations to support decision making.
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The primary expectations of the DQO planning team were to build on the
previous DQOs and determine the number and types of samples and analyses
needed to resolve vapor safety problems for the other Suspect List tanks, and
the tank farms in general. It is expected that these generic vapor DQOs will
evolve and change with time. As data becomes available from the pilot project
vapor sampling system (VSS) sampling event, as subsequent studies address
spatial and temporal variability, and as samples are taken from other Suspect
List tanks, a better set of historical data will be generated that may affect
understanding of the problem and the types and number of samples needed to
address the problem. Prior to each new vapor sampling event, these DQOs will
be reviewed by the Vapor Program Manager, and any significant changes will be
discussed with the appropriate stakeholders to e