OPSEC Process

The operations security process involves five steps: identification of critical information, analysis
of threats, analysis of vulnerabilities, assessment of risks, and application of appropriate
countermeasures. The process begins with an examination of the totality of an activity to
determine what exploitable but unclassified evidence of classified activity could be acquired in
light of the known collection capabilities of potential adversaries. Such evidence usually derives
from openly available data. Certain indicators may be pieced together or interpreted to discern
critical information. Indicators most often stem from the routine administrative, physical, or
technical actions taken to prepare for or execute a plan or activity. Onceidentified, they are
anayzed against the threat to determine the extent to which they may reveal critical information.
Commanders and managers then use these threat and vulnerability analysesin risk assessments
to assist in the selection and adoption of countermeasures.

OPSEC thusis a systematic and proved process by which the U.S. Government and its
supporting contractors can deny to potential adversaries information about capabilities and
intentions by identifying, controlling, and protecting generally unclassified evidence of the
planning and execution of sensitive Government activities.



