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DISCLAIMER 
 
This Handbook is a guide and does 
not supersede the requirements of 
DOE Order 470.4, Safeguards and 
Security Program, DOE Order 
475.2, Identifying Classified 
Information, DOE Manual  
470.4-1, Safeguards and Security 
Program Planning and 
Management, or DOE Manual  
475.1-1B, Manual for Identifying 
Classified Information. 

TRAINING 
 
FOCI, Facility Clearance, and   
Facility Security Officer training 
is available at the DOE National 
Training Center, Albuquerque,  
New Mexico. 
 
Facility Clearance Workshop is  
available by contacting James  
Isoda at 301-903-8068. 
 
INFORMATION RESOURCES: 
http://www.directives.doe.gov 
http://www.ntc.doe.gov 
https://foci.td.anl.gov 
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            CERTIFICATE OF  
           NON-POSSESSION 
                  FORMAT 
 
Completed by contractor  
Facility Security Officer or  
Project Manager, COR/PRO &  
HSO. 
 
AVAILABLE BY CONTACTING 
James Isoda at  
james.isoda@hq.doe.gov 
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POINT OF CONTACT 
 
James Isoda  
Facility Clearance & Approval 
FOCI/SSIMS Manager for HQ 
 
Office of Headquarters Security 

Operations (HS-1.31) 
Office of Security Operations 
Office of Health, Safety and Security 
 
james.isoda@hq.doe.gov 
301-903-8068 
Fax 301-903-4601 
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ANYONE 

21.  General Comments 
 
 
 
 

Final CSCS – DOE F 470.1    Block 21 
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Final CSCS – DOE F 470.1  Block 20 

20.  Required Distribution 
 

 Contractor 
 Subcontractor   
 Cognizant Security Office 
 Administering       

         Contracting Officer 
Surveying Office If 

         Different Than 
         Cognizant Security 
         Office 

Other 
 
 

HS-1.312 
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INTENDED AUDIENCE 
 
•    Contracting Officers 
 
•    Contracting Specialists 
 
 
DOE POLICY 
 
• DOE Policy for Facility Clearance & 

Foreign Ownership, Control or 
Influence (FOCI): 

 
 DOE Order 470.4 – Safeguards and 
 Security Program 
 
 DOE Manual 470.4-1 – Safeguards 
 and Security Program Planning 
 and Management 
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PURPOSE 
 
This handbook provides guidance 
and procedures regarding facility  
clearance and FOCI for  
contractors bidding on contracts 
that require access to classified  
matter.  For the purposes of this  
topic, the terms “contractor,”  
“bidder,” and “offeror” apply to  
any prime contractor, any tier  
subcontractor, or any tier 
consulting firm, which bills as an  
organization, not as an  
individual, and to any tier parent  
of these entities. 

APPLICABILITY 
 
Any contractor that is being  
considered for award of a  
contract that requires access to  
classified matter or access 
authorizations, must either hold 
a facility clearance or be  
eligible to receive a facility 
clearance.  This eligibility starts 
with a FOCI determination.   
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Final CSCS – DOE F 470.1  Block 19 
 

19a.  Typed Name of Local DOE  Security Officer 
          Signature ____________________ 
          James R. Isoda 
                                Date  ________________ 
 
      b.  Responsible Office:  HS-1.312 

HS-1.312 
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Final CSCS – DOE F 470.1 Block 18 
 

SKIP 
This  

Block 
 

Page 7 

Department of Energy Acquisition 
Regulation (DEAR) 

 
Required for all contracts that  
require access to classified matter  
and access authorizations (Q or L  
clearances). 
 
Applicable DEAR Clauses: 
 
DEAR 952.204-2 Security  
DEAR 952.204-73 Facility Clearance 
DEAR 952.204-70 Classification 
  Declassification  

Types of Contractor Facilities: 
 
•     Non-Possessing - Has employees holding 

access authorizations only. 
 
•     Possessing - Approved to possess 

classified matter as well as have 
employees holding access 
authorizations. 

 
•     Excluded Parent – A tier parent that was 

required to report FOCI but will not be 
accessing classified matter. 
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PROCEDURE: 
 
•     Procurement Request Originator 

initiates Procurement Request 
Authorization form – DOE F 4200.33 

 
•     Are access authorizations required ? – 

See item 41 on DOE F 4200.33  NOTE:  
DOE F 5634.2 is now DOE F 470.1, 
Contract Security Classification 
Specification (CSCS)  form. 

 
•     Procurement Request Originator 

completes a draft CSCS form and 
submits to Headquarters Procurement 
with Procurement Request Form. 

 
•     When Contracting Officer/Specialist 

has determined the best and final 
bidder, requests information about 
prime and subcontractor(s) facility 
clearance status from HS-1.312. 
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Final CSCS – DOE F 470.1  Block 16 

PRO/COR 

16.  Certification and Signature.  Security requirements stated herein are 
complete and adequate for  safeguarding the classified information to be 
released or generated under this contract.  All questions shall be referred to 
the official named below: 
 
 
__________________________________________________________________ 
a.  Typed Name of PRO/COR            b.  Title and Organization               c.  Telephone  
 
 
 
_________________________________________________________________ 
d.  Address (include Zip Code)                     e.  Signature __________________________ 
                                                                     Date __________________ 
 
HSO Can Sign HEREHSO Can Sign HERE  

Contracting Officer/Specialist 

17.  Typed Name of Contracting Official   
  
                          Signature ______________________ 
 
                          Date ______________ 

Final CSCS – DOE F 470.1  Block 17 
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Final CSCS – DOE F 470.1 Blocks 9, 
10, 11, 12, 13, 14,  and 15 

SKIP  
These 
Blocks 
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PROCEDURE:  (cont.) 
 

•     HS-1.31 checks Safeguards and 
Security Information Management 
System (SSIMS - DOE’s database of 
facilities) and the Department of 
Defense database to determine facility 
clearance status. 

 
• If company not found in either 

database, that means it does not have 
an approved facility clearance and a 
FOCI submission is required. 

Procedure for Obtaining FOCI  
Review from HS-1.312: 
      
• The FOCI package is submitted either 

electronically directly to HS-1.312 or 
by paper to the Contracting Officer 
who then submits it to HS-1.312. 

 
NOTE:  Website for Submission of 
Electronic FOCI package is: 
https://foci.td.anl.gov. 
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Procedure for Obtaining FOCI 
Review from HS-1.312: (cont.) 
 
• Contents of a complete FOCI  
     package should include: 
 
     1.  SF 328, Certificate Pertaining to     
  Foreign Interests 
 
     2.  Key Managers List 
 
     3.  Summary FOCI Data Sheet 
 
     4.  Audited Financial Report or Annual     
          Report 
 
     5.  Articles of Incorporation & By-Laws 
 
• HS-1.312 conducts the FOCI review 

and notifies Contracting Officer/ 
Specialist of FOCI determination. 

•   If the FOCI determination is 
     favorable, the contract may now   
     be awarded. 
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Final CSCS – DOE F 470.1  Block 8 
 

Did you identify a Subcontractor in Block 7?  
If so, here (Block 8) is where you identify the 
Prime Contractor. 
 

8.   Prime Contractor (Complete          
      if registering or soliciting a  
      subcontract.) 

a. Facility 
    Code 

b. Name, Address, and Zip 
    Code 

c. Cognizant Security Office    
    (Name, Address And Zip Code) 

PRO/COR/Contracting Officer/ 
Specialist 

HS-1.312 
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Final CSCS – DOE F 470.1   Block 7 
 

c. Cognizant Security Office    
    (Name, Address And Zip Code) 

b. Name, Address, and Zip 
    Code 

a. Facility 
    Code 

7.  Contractor 

PRO/COR/Contracting Officer/ 
Specialist 

HS-1.312 

Page 11 

Submitting the DOE F 470.1, CSCS: 
 
• Contracting Officer or Specialist  

notifies Procurement Request 
Originator that contract is ready for 
award and submits completed CSCS to 
HS-1.312. 

 
NOTE:  Instructions for completing CSCS  
forms follows. 

CSCS Form Legend: 

 
 

 

 

 

Completed by HS-1.312 

Completed by the Procurement 
Request Originator/Contracting 
Officer’s Representative/Headquarters 
Security Officer (PRO/COR/HSO) 

Classification Representative or 
Headquarters Classification Officer 

Contracting Officer/Contracting 
Specialist 

Completed by the Procurement 
Request Originator/Contracting 
Officer’s Representative/Contracting 
Officer/Contracting Specialist (PRO/
COR/CO/CS) 



Page 12 

CSCS – DOE F 470.1  Blocks 3a. & b. 

PRO/COR/Contracting 
Officer/Specialist  

3a. Reason for Action: (Check One)                            Add Terminate Change 

CSCS – DOE F 470.1  Blocks 1&2 
 

HS-1.312 

1. CSCS No. 

PRO/COR/HSO 

2. Previous CSCS No. 

HS-1.312 

*More than one arrow pointing to a box means that HS-1.312 will 
complete if the information is not available to the PRO/COR/HSO/
CO/CS 

* * 
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Final CSCS – DOE F 470.1  Block 6 

SKIP 
This  

Block 
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Final CSCS – DOE F 470.1  Block 5. 

5.  Specification Is:  (Complete as Applicable)     
_________________________________________________________   
a.  Original (Complete data in all cases)                                Date 
_________________________________________________________ 
b.  Revised (Supersedes all previous specifications)              Date 
_________________________________________________________ 
c.  Certificate of Possession                                 Date 
 
Retention of Classified Matter is Authorized Until  Date     
_________________________________________________________ 
d.  Final                                                   Date 

 
Certificate of Non-Possession or Equivalent                             Date       

 

Provide the date of the preparation  
of the Final DOE F 470.1 and the  
date that the contractor signed the 
Certificate of Non-Possession. 

PRO/COR/Contracting Officer/
Specialist 

Page 13 

CSCS – DOE F 470.1  Block 4 
 

3b.  Item Numbers Modified:  (HS-1.312 
will complete) 

HS-1.312 

4.  This Specification is For: (Complete as Applicable) 
______________________________________________ 
(Check One) 
a.       Contract or Other Number           Solicitation 
            Contract Type:  ___________________ 
 
b.  Contract Number: _____________End Date:  _____ 
                    (Estimated) 
c.  Contract Number of Prime:________  End Date:____ 
                                                                      (Estimated) 
 
(Complete if registering or soliciting a subcontract.) 

PRO/COR/Contracting 
Officer/Specialist  

CSCS – DOE F 470.1  Blocks 3a. & b 
(cont.) 
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CSCS – DOE F 470.1  Block 5 
 

5.  Specification Is:  (Complete as Applicable)     
_______________________________________________   
a.  Original (Complete data in all cases)                 Date 
_______________________________________________ 
b.  Revised (Supersedes all previous specifications)  Date                  
                                                                                        
______________________________________________ 
c.  Certificate of Possession                               Date

  
 
Retention of Classified Matter is Authorized Until    Date     
_______________________________________________ 
Final                                   Date 
 
Certificate of Non-Possession or Equivalent                Date       
 

PRO/COR/Contracting 
Officer/Specialist  

Final CSCS – DOE F 470.1  Block 4 
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4.  This Specification is For: (Complete as Applicable) 
______________________________________________ 
(Check One) 
a.       Contract or Other Number           Solicitation 
            Contract Type:  ___________________ 
 
b.  Contract Number: _____________End Date:  _____ 
                     (Estimated) 
c.  Contract Number of Prime:________  End Date:____ 
                                                                  (Estimated) 
 
(Complete if registering or soliciting a subcontract.) 

PRO/COR/Contracting 
Officer/Specialist  



Final CSCS – DOE F 470.1  Block 3a. & b. 

PRO/COR/Contracting 
Officer/Specialist  

3b.  Item Numbers Modified:  (HS-1.312 
will complete) 

Page 34 

3a. Reason for Action: (Check One)                            Add Terminate Change 

HS-1.312 
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CSCS – DOE F 470.1  Block 6 

6.  General  
     Identification of this   
     Procurement 
 
 
 
 

PRO/COR/Contracting 
Officer/Specialist  



c. Cognizant Security Office    
    (Name, Address And Zip Code) 

b. Name, Address, and Zip 
    Code 

a. Facility 
    Code 

Page 16 

CSCS – DOE F 470.1   Block 7 
 

7.  Contractor 

 HS-1.312 

PRO/COR/Contracting Officer/ 
Specialist 

Page 33 

Final CSCS – DOE F 470.1  Blocks 1&2 

1. CSCS No. 

PRO/COR/HSO 

2. Previous CSCS No. 
*More than one arrow pointing to a box means that HS-1.312 will 
complete if the information is not available to the PRO/COR/HSO/
CO/CS 

CSCS Form Legend: 

 

Completed by HS-1.312 

Completed by the Procurement Request 
Originator/Contracting Officer’s Representative/
Headquarters Security Officer (PRO/COR/HSO) 

Contracting Officer/Contracting Specialist 

Completed by the Procurement Request 
Originator/Contracting Officer’s Representative/
Contracting Officer/Contracting Specialist (PRO/
COR/CO/CS) 

 
 

 
 Classification Representative or Headquarters 

Classification Officer 

HS-1.312 

HS-1.312 
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END OF CONTRACT 
 
JUST AS IMPORTANT AS 
REGISTRATION! 
 
• Final CSCS required. 
 
• Certificate of Non-Possession 
    required. 
 
• Must be completed, submitted 
    to HS-1.312 for closure in   
    SSIMS and copy provided back  
    to HQ Procurement for  
    submission to close-out area.   
    Copy of final CSCS suffices for  
    Security’s signature on  
    contract close-out worksheet. 
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CSCS – DOE F 470.1  Block 8 

Did you register a Subcontractor in Block 7?  
If so, here (Block 8) is where you register the 
Prime Contractor. 
 

8. Prime Contractor (Complete if  
    registering or soliciting a  
    subcontract.) 

a. Facility 
    Code 

b. Name, Address, and Zip 
    Code 

c. Cognizant Security Office    
    (Name, Address And Zip Code) 

PRO/COR/Contracting Officer/ 
Specialist 

 HS-1.312 



c. Cognizant Security Office    
    (Name, Address And Zip Code) 

b. Name, Address, and Zip 
    Code 

a. Facility 
    Code 
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CSCS – DOE F 470.1  Block 9 

9. Actual Place of Performance (DOE    
     Facilities.)  (Attach additional entries as     
     necessary on  page 3.)  

NOTE:  Place of Performance means 
where the contractor will actually be 
required to occupy space within a 
security area or perform classified duties 
in that area.  NOT just visit. 

  PRO/COR/HSO 

HS-1.312 
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OTHER REPORTING REQUIREMENTS 
 
Additional CSCS forms (DOE F 470.1) 
are required for each subcontract that 
requires access to classified matter. 
 
Revised CSCS forms (DOE F 470.1) are 
required whenever the security 
requirements of the contract are 
upgraded or downgraded. 
 
Extensions to the ending date can be 
reported to HS-1.312 by sending an  
e-mail to: james.isoda@hq.doe.gov. The  
e-mail must come from either the 
Contracting Officer/Specialist or the 
Contracting Officer’s Representative. 
 
Bridge contracts must be registered 
with new CSCS form(s). 
 
NOTE:  Ending dates on CSCS form (block 
4b&c) should be for the full term of the 
contract.  The full term will include all option 
years.  This in no way indicates any 
commitment by the Federal government for 
the full term of the contract.  Terms and 
conditions of the contract still rule. 
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WHAT HAPPENS NEXT? 
 
Now that the contract is awarded  
and the CSCS form has been 
submitted to HS-1.312, the contract/ 
subcontract(s) will be registered in 
SSIMS.  Then the PRO/COR can 
work with the Headquarters  
Security Officer to submit “Q” or  
“L” clearance packages to the 
Office of Headquarters Personnel  
Security Operations (HS-1.32) 
to either transfer active clearances or 
acquire new ones and to obtain 
badges for the contractor employees. 
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c. Cognizant Security Office    
    (Name, Address And Zip Code) 

b. Name, Address, and Zip 
    Code 

a.  ID Code 
 

CSCS – DOE F 470.1  Block 9 (cont.) 

9.  Actual Place of Performance (NON-DOE 
     Facilities)    (Attach additional entries as       
     necessary.)  

NOTE:  Place of Performance means 
where the contractor will actually be 
required to occupy space within a 
security area or perform classified duties 
in that area.  NOT just visit. 

   PRO/COR/HSO 

HS-1.312 
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CSCS – DOE F 470.1  Block 10 

PRO/COR/HSO 

10. Clearance and Storage (enter level and category) 
                                                                                  
 
 
 
 
 
                                                                           
                                                                          

 

 
 
          

TSRD  
CRD 

TSFRD  
CFRD  

TSNSI  
CNSI  

SRD 
U 

SFRD   SNSI 

TSRD   
CRD  

TSFRD  
CFRD   

TSNSI     
CNSI  

SRD 
U 

SFRD  SNSI 

TSRD  TSFRD  TSNSI  

c.  Level of Storage for this Contract: 

SRD SFRD  SNSI 
CRD  CFRD   CNSI      U 

a.  Classification of Matter to be Accessed: 

b. Level of Storage Required at Contractor 

d.  Access Authorization:         Q          L 

Page 29 

CSCS – DOE F 470.1    Block 21 

ANYONE 

21.  General Comments 
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CSCS – DOE F 470.1  Block 20 
 

20.  Required Distribution 
 

 Contractor 
 Subcontractor   
 Cognizant Security Office 
 Administering       

         Contracting Officer 
Surveying Office If 

         Different Than 
         Cognizant Security 
         Office 

Other 

HS-1.312 
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CSCS – DOE F 470.1  Block 11 
 

11.  This Contract Will Require    
       Access To: 
 

SCI 
OTHER DCI CAVEATS 
COMSEC 
FGI 
NATO 
WD/SIGMAS:____________   
OTHER:_________________   

 

PRO/COR/HSO 
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CSCS – DOE F 470.1   Block 12 

12.  In Performing this Contract, the Contractor  will: 
_________________________________________ 
       

 Have Access to Classified Information  Only at Another 
        Contractor’s Facility or  a Government Activity  
                                       

 Generate Classified Matter   
                                  

  Perform Services That Require Unescorted  Access to 
          Security Areas                                       
       

  Have Access to U.S. Classified Information Outside the 
         U.S., Puerto Rico, U.S.  Possessions and Trust Territories                        

       
  Other (Specify) 
       
  Receive Classified Matter 
       
  Fabricate, Modify, or Store Classified Items  (e.g. 

          Hardware or Substances) 
       

  Be Authorized to Use the Services of the Office of Science & 
         Technical Information to Receive Classified Mater 

       
  Require a COMSEC Account 
          
  Be Authorized to Use the Defense Courier Service 

 

Indicates requirement for contractor to possess classified at their 
corporate office (see Block 10b). 

PRO/COR/HSO 
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18.  Typed Name of Classification Officer  (Approval of Block 13)      
 
                                      Signature___________________ 
 
                                                       Date _______________ 

CSCS – DOE F 470.1  Block 18 

CSCS – DOE F 470.1  Block 19 

19a.  Typed Name of Local DOE  Security Officer 
          Signature ____________________ 
          James R. Isoda 
                                Date  ________________ 
 
      b.  Responsible Office:  HS-1.312 

Classification Representative or 
Headquarters Classification Officer 

NOTE:  A Classification Representative or the 
Headquarters Classification Officer certifies that block 13 
is completed correctly and that the box for DEAR 
952.204-70 in block 14 is checked by signing block 18.  A 
Classification Representative or the Headquarters 
Classification Officer may delegate this authority in 
writing to someone who is knowledgeable about the 
classified aspects of the work to be performed. 

HS-1.312 
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CSCS – DOE F 470.1  Block 16 

PRO/COR 

16.  Certification and Signature.  Security requirements stated herein are 
complete and adequate for  safeguarding the classified information to be 
released or generated under this contract.  All questions shall be referred to 
the official named below: 
 
 
__________________________________________________________________ 
a.  Typed Name of PRO/COR            b.  Title and Organization               c.  Telephone  
 
 
 
_________________________________________________________________ 
d.  Address (include Zip Code)                     e.  Signature __________________________ 
                                                                     Date __________________ 
 
HSO Can Sign HEREHSO Can Sign HERE  

CSCS – DOE F 470.1  Block 17 

Contracting Officer/Specialist 

17.  Typed Name of Contracting Official   
  
                          Signature ______________________ 
 
                          Date ______________ 

Page 23 

CSCS – DOE F 470.1  Block 13 

13.  Classification Guidance  (The  
classification guidance needed for this 
classified effort is identified below.  Note:   
Guidance which is in itself classified 
should be referenced here and provided 
under separate cover.) 

NOTE:  Block 13 must be completed on all CSCS 
forms.  
 
If classification guidance is needed, block 13 either lists 
the specific guidance needed or states: 
 
List of guidance needed for work under this contract is 
maintained by the Classification Representative/
Headquarters Classification Officer identified in block 
18 below. 
 
If classification guidance is not needed, block 13 must 
reasonably explain why it is not needed.  For example: 
 
All written material will be reviewed by a Federal 
Derivative Classifier; 
                                                or 
The contract will only generate written material 
consisting of routine administrative documents (such as 
time cards) that are extremely unlikely to contain 
classified information. 

Classification Representative or 
Headquarters Classification Officer 



Must be checked on all CSCS forms. 
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CSCS – DOE F 470.1  Block 14 

CONTRACTING OFFICER/ 
SPECIALIST - ONLYONLY  

14.  Security Requirements 
       Security requirements are established for 
       this contract and are identified in the  
       following contracts/solicitation clauses. 
 

DEAR 952.204-2  Security Requirements            
 

DEAR 952.204-73 Facility Clearance  
                                           (Solicitation)  
 

DEAR 951.204-70 Classification/ 
                              Declassification      
 

 DEAR 970.5204.1 Counterintelligence 

Required in all management contracts to 
include Prime contracts. 
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CSCS – DOE F 470.1  Block 15 

15.  Surveys 
 
DOE Surveying Office is _________________ 
 
Elements of this contract are outside the survey 
responsibility of the Cognizant Security Office and/or 
the Surveying Office. 
 
_____No         ____  Yes (Identify specific areas and 
                                   provide explanation/justification     
                                   for each) 

HS-1.312 


	United States Department of Energy

	October 2008
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