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PURPOSE

The purpose of this reference guide is to provide a document that contains the information
required for a Department of Energy (DOE)/National Nuclear Security Administration (NNSA)
technical employee to successfully complete the Senior Technical Safety Manager (STSM)
Functional Area Qualification Standard (FAQS). Information essential to meeting the
qualification requirements is provided; however, some competency statements require extensive
knowledge or skill development. Reproducing all the required information for those statements
in this document is not practical. In those instances, references are included to guide the
candidate to additional resources.

SCOPE

This reference guide addresses the competency statements in the October 2006 edition of DOE-
STD-1175-2006 Senior Technical Safety Manager Functional Area Qualification Standard. The
qualification standard for STSM contains 22 competency statements.

Please direct your questions or comments related to this document to the Talent and Leadership
Development Division.

PREFACE

Competency statements and supporting knowledge and/or skill statements from the qualification
standard are shown in contrasting bold type, while the corresponding information associated with
each statement is provided below it.

A comprehensive list of acronyms is provided at the beginning of this document. It is
recommended that the candidate review the list prior to proceeding with the competencies, as the
acronyms, abbreviations, and symbols may not be further defined within the text unless special
emphasis is required.

The competencies and supporting knowledge, skill, and ability (KSA) statements are taken
directly from the FAQS. Most corrections to spelling, punctuation, and grammar have been made
without remark. Only significant corrections to errors in the technical content of the discussion
text source material are identified. Editorial changes that do not affect the technical content (e.qg.,
grammatical or spelling corrections, and changes to style) appear without remark. When they are
needed for clarification, explanations are enclosed in brackets.

Every effort has been made to provide the most current information and references available as
of January 2012. However, the candidate is advised to verify the applicability of the information
provided. It is recognized that some personnel may oversee facilities that utilize predecessor
documents to those identified. In those cases, such documents should be included in local
qualification standards via the Technical Qualification Program (TQP).

In the cases where information about an FAQS topic in a competency or KSA statement is not
available in the newest edition of a standard (consensus or industry), an older version is
referenced. These references are noted in the text and in the bibliography.




TECHNICAL COMPETENCIES

1. An STSM must demonstrate the ability to effectively communicate technical safety
expectations and issues, both orally and in writing.

a. Discuss the means of developing and/or enhancing alliances with external groups
(e.g., other agencies and Governments, Congress, and clientele groups).

This is a site-specific KSA. The Qualifying Official will evaluate its completion.

b. Represent and speak for the organizational unit on safety management issues
(e.g., presenting, explaining, selling, defending, and negotiating) to those within
and outside the Department.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

c. Discuss the benefits to safety management of promoting effective communication
and exchange across the Department, including:
*» Focused sharing of information;
= |nteraction and resolution of issues; and
= Use of lessons learned.

The following is taken from DOE-STD-7501-99.

The application of lessons learned plays a key role in maintaining integrated safety
management systems (ISMSs) and in improving DOE and contractor programs, processes,
and practices integral to ISMSs.

At the local level, contractor managers are expected to describe lessons learned programs as
part of their safety management system (SMS) descriptions. These descriptions should
express the local management expectations for the development, communication, and use of
lessons learned. They should also describe, in whole or by reference, the infrastructure
mechanisms that support development, sharing, and use of lessons learned.

The Department established integrated safety management (ISM) as a Department-wide
approach for managing and performing work safely. ISM defines five work-cycle functions:
identifying the work, analyzing the hazards, defining the controls, performing the work, and
feedback and continuous improvement. It also describes three basic levels of work within
which these functions are performed: the institutional, site, and activity levels. It is expected
that lessons learned will be identified, shared, and used within each function, for inter-
relationships among functions, and within and among the three organizational levels of work
planning and performance.

The use of lessons learned is a principal component of an organizational culture committed to
continuous improvement. The methods used to instill lessons learned as part of the culture
vary, as do the mechanisms for identifying, sharing, and using lessons learned.

The nature of the work and the complexity of the organization are prime determinants of
cultural and infrastructure support for lessons learned. Cultural methods often include setting
expectations, providing support and incentives, conducting monitoring and providing




feedback, and continuous improvement. Infrastructure mechanisms typically include the
clear definition of resources, processes, and procedures by which personnel are supported to
identify, share, and use lessons learned. The infrastructure mechanisms are often referred to
as lessons learned programs.

Lessons learned programs include two basic processes. The first is a development process
that includes identification, documentation, validation, and dissemination of a lesson learned.
The second is a utilization and incorporation process that includes identification of applicable
lessons learned, distribution to appropriate personnel, identification of actions that will be
taken as a result of the lessons learned, and follow-up to ensure that appropriate actions were
taken. In addition to these elements, lessons learned programs contain processes to measure
operational performance improvement and program effectiveness.

d. Describe how the following expectations are effectively communicated within an

organization to build a continuous improvement culture:

= Development and exploration of new ideas are encouraged;

= Process quality and safety responsibilities within the organization are
understood,;

= |ndividuals know how their work contributes to safety objectives and strategic
goals;

» Unsafe practices, nonconforming items, and potential areas for improvement
are readily identified; and

= Enhanced product and process safety and reliability are emphasized.

The following is taken from DOE G 450.4-1C.

ISM core function 5 is to “provide feedback and continuous improvement.” Feedback
information on the adequacy of controls is gathered; opportunities for improving the
definition and planning of work are identified and implemented.

The concept of continuous improvement implies that line management establishes formalized
mechanisms and processes for identifying and capturing environment, safety, and health
(ES&H)-related deficiencies, as well as for tracking the implementation and effectiveness of
associated corrective actions. The process of ensuring that corrective actions are timely,
complete, and effective is founded on firm technical basis and clearly identified
responsibility for timely implementation. To avoid recurrence of events having ES&H
implications, line management establishes a process for disseminating lessons learned to
affected personnel, both internally and across the DOE complex. The basic attributes of ISM
core function 5 are as follows:
= Feedback on the effectiveness of the ISM and the adequacy of controls is gathered.
= Extent-of-condition reviews are conducted using a graded approach.
= Opportunities for improving work execution and planning are identified and
implemented.
= Line and independent oversight is conducted.
= |f necessary, regulatory enforcement actions occur.
= Line and independent oversight or assessment is conducted at all levels by DOE and
the contractor.
= Qversight and assessment activities verify that work is performed within adequate
and agreed-upon controls.




2.

= Performance measures or indicators and performance objectives are developed in
coordination with DOE.

= Line managers use performance measures and indicators as part of the self-
assessment process.

= Feedback (including worker input) and lessons learned are managed to improve
safety and work performance.

= Qversight or assessment results are managed to ensure that lessons are learned and
applied throughout the site.

= |ssues are identified (including worker input) and managed to resolution.

= Fundamental causes are determined, and effective corrective action plans are
developed and implemented.

= Corrective action effectiveness reviews are conducted using a graded approach.

= Regulatory compliance and enforcement as required by rules, laws, and permits, such
as the Price-Anderson Amendments Act (PAAA), National Environmental Policy Act
(NEPA), Resource Conservation and Recovery Act (RCRA), the Comprehensive
Environmental Response, Compensation, and Liability Act (CERCLA), the Federal
Facility Compliance Act (FFCA), and 10 CFR 851 “Worker Safety and Health
Program,” are ensured.

e. Prepare and present a briefing to senior management or stakeholders on the state
of safety for a given facility or site.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

An STSM must have a working level knowledge of the policies and procedures used
to recruit, select, train, and qualify employees to establish and maintain
technical competency.

a. Discuss planning, recruitment, and selection processes that can be used to
acquire atechnically competent workforce with the necessary knowledge, skills,
abilities, and/or potential to accomplish the goals of the organization.

The following is taken from DOE O 426.1, chg 1.

The purpose of DOE O 426.1, Federal Technical Capability, is to define requirements and
responsibilities for meeting the DOE commitment to recruiting, deploying, developing, and
retaining a technically competent workforce that will accomplish DOE missions in a safe and
efficient manner through the Federal technical capability program.

b. Discuss the parameters of the Excepted Service Authority(ies), the circumstance
which would dictate use of an Excepted Service Authority, and the process and
procedures for using an Excepted Service Authority to recruit and hire.

The information for KSAs b and c is taken from the DOE Administrative Flexibilities Guide.

The DOE has two excepted service appointment authorities that are available as important
tools for headquarters (HQ) and field organizations to recruit and retain high-quality
technical staff. Use of the excepted service authorities can expedite the hiring process and
provide pay flexibilities to enhance recruitment and retention of key technical staff.




The first, authority to fill up to 200 scientific, engineering, and technical positions
performing activities relating to the safety of the Department’s defense nuclear facilities and
operations was included in the National Defense Authorization Act (NDAA) for 1995. This
authority is no longer available.

The second is the excepted service appointment authority found in section 621(d) of the DOE
Organization Act, which is available for use in hiring up to 200 high-quality individuals that
may otherwise be difficult to attract and retain under current competitive service rules and
procedures. Although primarily intended for scientific, engineering, and technical positions,
this authority may also be used for professional and administrative positions, as well as for
positions in operations not related to defense nuclear facilities safety.

Pay under this excepted service personnel authority may be established up to an amount
provided for by executive level 11l. Pay administration in the excepted service is governed by
broad salary bands in contrast to setting pay under the more traditional general service (GS),
senior level, or senior executive service systems. This authority may be particularly useful to
organizations undergoing restructuring and associated skills mix concerns.

Further guidance on the appropriate use of this authority may be obtained from the individual
facility servicing personnel offices or the division of executive and technical resources at
HQ. Actions to fill positions under these authorities are subject to review and approval by the
Department’s executive resources board.

c. Discuss ways to motivate, reward, recognize, and retain excellent employees or
recognize a major contribution to the organization using local rewards programs
or the programs described in the Departmental Administrative Flexibilities Guide.

The following is taken from the NNSA demonstration project website.

On March 16, 2008 NNSA implemented its pay banding and performance-based pay
adjustments demonstration project. This project will modify the general schedule (GS)
classification and pay system by identifying several broad career paths, establishing pay
bands which may cover more than one grade in each career path, eliminating longevity-based
step progression, and providing for annual pay adjustments based on performance. The
proposed project will test:
= The effectiveness of multi-grade pay bands in recruiting, advancing, and retaining
employees, and in reducing the processing time and paperwork traditionally
associated with classifying positions at multiple grade levels
= The application of meaningful distinctions in levels of performance to the allocation
of annual pay increases

The following is taken from the DOE Administrative Flexibilities Guide.

There are a variety of monetary and non-monetary awards that can be used as tools to
motivate, reward, or recognize technically excellent employees. These should be used in a
progressive manner commensurate with the nature of the contribution or continuous
contributions to increase employee responsiveness and mission accomplishment. Following
is a brief summary of some of the major awards.




Monetary Awards
Special Act or Service Award

This is a monetary award granted to an employee or group of employees for a contribution or
accomplishment in the public interest that is a nonrecurring contribution either within or
outside of established job responsibilities, a scientific achievement, or an act of heroism.
Awards of up to 7,500 dollars per person may be approved by the head of the departmental
element.

On-the-Spot Monetary Recognition Award

This is a monetary award granted to an employee or group of employees for performing,
usually short-term, tasks or assignments with exceptional and unanticipated speed and quality
under difficult or unusual circumstances Award amounts range from 25 dollars to 300 dollars
for an individual and 25 dollars to 2,500 dollars for a group (maximum of 300 dollars for an
individual in the group).

Performance Management System Award

This award recognizes and rewards high-level performance based on an employee’s current
appraisal period rating of record for one full year. (Awards granted for a lesser period maybe
prorated.) Each departmental element establishes an award/scale method to be used for these
awards. Scale/methods may be uniform or variable, and may be expressed as a percentage of
salary or as dollar amounts.

Quality Step Increase

This award may be granted to general schedule employees with a current rating at the highest
level for continuing high-quality performance, usually extending over more than one rating
period.

Non-Monetary Awards
Time-Off Award

Additional time off may be granted, without loss of pay or charge to leave, in recognition of
superior accomplishment or other personal effort that contributes to the quality, efficiency, or
economy of government operations. Full-time employees may be granted up to 40 hours of
time off from duty for any single contribution, and receive a maximum of 80 hours of time
off per year.

Exceptional Service Award

This bronze medal, rosette and plaque may be granted for outstanding service or an
established record of achievement in the conduct or improvement of departmental programs
or operations, accomplishment of assigned responsibilities in an exemplary manner, the
demonstration of unusual initiative in contributing to efficiency or improved management;
outstanding executive or technical ability; unusual devotion to duty under adverse conditions;
or for any other equally notable achievement deemed worthy of this level of recognition.

Non-Monetary Superior Accomplishment Awards

Other non-monetary awards may be granted for superior accomplishment of assigned tasks to
provide recognition for more exceptional accomplishments and creative endeavors that may




result in significant benefits to the Department or the parent organization. These awards
include the superior achievement award, award for achievement in equal employment
opportunity, and certificates of appreciation.

d. Discuss the roles and responsibilities of the FTCP Panel and Panel Agents in the
recruitment, selection, training, and retention of technical personnel.

The following is taken from DOE O 426.1 chg 1.

Federal Technical Capability Program (FTCP) Panel Responsibilities
The FTCP panel must

review and approve FAQS;

develop and maintain an annual operational plan that clearly identifies major issues
related to needed technical competencies and the Department’s TQPs and activities
necessary to resolve these issues in a timely manner;

prepare periodic reports to the Secretary of Energy, based in part on the summary
workforce analysis and staffing plans described in DOE O 426.1 chg. 1. The report
will summarize actions taken to address the Department’s hiring and deployment
needs and identify future actions to preserve critical technical capabilities to ensure
safe operations of defense nuclear facilities. The report must be submitted at least on
a biennial basis;

assess the effectiveness of its functions at least every four years. These assessments
must be conducted in accordance with the requirements of DOE O 226.1B,
Implementation of Department of Energy Oversight Policy, and the current objectives
and criteria approved by the FTCP chair and posted on the FTCP website.

Federal Technical Capability Program Agent Responsibilities
The FTCP agents

coordinate development of the annual workforce analysis and staffing plans for their
organizations;

oversee implementation of the TQP for their organizations, and ensure that the
qualification process is relevant, and aligned with mission priorities;

assist field element managers (FEMs), program secretarial officers (PSOs)/lead PSOs
in establishing or maintaining formal STSM programs for their organizations;
facilitate recruitment to fill open STSM positions with technically competent
individuals;

concur with STSM vacancy announcements to ensure the inclusion of adequate
selection criteria;

concur with competitive selections for STSM positions where the individual has not
previously qualified as an STSM;

lead, participate in, or oversee FTCP assessments and TQP assessments within their
organizations;

solicit information and feedback from people in their organizations regarding the
improvement of technical capability of the Department’s workforce;

keep people in their organizations informed of the progress/problems associated with
execution of the FTCP, and seek support from senior officials regarding successful
implementation; and

assist with the development of the FTCP action plans.




e. Describe methods used to assess an employee’s unique developmental needs
and why providing developmental opportunities to employees could contribute to
the achievement of organizational goals.

The following is taken from DOE O 360.1C.

All DOE employees must have individual development plans (IDPs) in place within 60 days
of joining DOE, changing positions (reassignments, promotions, and/or details), or the
beginning of a new performance cycle, except when supervisors and employees jointly
determine and record that individual development planning would result in little or no benefit to
DOE because of an employee’s position, expertise, career status, performance level, or personal
circumstances.

Managers and supervisors must

= ensure that employees comply with applicable workforce training requirements and
agreements

= participate in performance and training needs assessments to identify training
opportunities for themselves and their employees

= participate in the development and maintenance of IDPs for themselves and their
employees

= ensure that selected training and development is mission-oriented, appropriate, and
cost-effective

Employees must
= assume responsibility to collaborate with their supervisors in planning for their
continued professional development
= maintain their IDP
= attend and complete required/assigned training

f. Describe in general the training and qualification requirements for contractors
specified in DOE Order 5480.20A, Personnel Selection, Qualification, and Training
Requirements for DOE Nuclear Facilities.

[Note: DOE Order 5480.20A was canceled by DOE O 426.2.]
The following is taken from DOE O 426.2, attachment 1.

Training

The operating contractor must establish one or more organizations to be responsible for the
training of all applicable personnel. This organization(s) must be held accountable for
providing the support necessary to ensure that personnel are qualified to safely and
effectively meet job requirements. The responsibilities, qualifications, and authority of
training organization personnel must be documented, and managerial roles, responsibilities,
authority, and accountability clearly defined.




Initial Training

A training program must be established for operations, maintenance, and technical staff
personnel utilizing the systematic approach to training process. The basic elements of a
systematic approach to training include the following:

A systematic analysis of the jobs to be performed

Learning objectives derived from the analysis of the job that describe desired
performance after training

Training design, development, and implementation based on the learning objectives
Evaluation of trainee mastery of the objectives during training

Evaluation and revision of the training based on the performance of trained personnel
in the job setting

General Training

General employee training. All persons employed either full- or part-time in DOE
hazard category 1, 2, and 3 nuclear facilities must be trained commensurate with their
job duties. General employee training programs must include training on the
following areas as they relate to individual jobs:

0 General description of facilities

0 Job related policies, procedures, and instructions

o0 Radiological health and safety program (training program content in accordance
with 10 CFR 835, “Occupational Radiation Protection”)

Facility emergency plans

Industrial safety/hygiene program

Fire protection program

Security program

Quiality assurance program (QAP)

Criticality safety (training program content in accordance with American National
Standards Institute (ANSI)/ANS 8.20-1991, Criticality Safety Training)

O O0O0O0OO0OO0

Probabilistic risk assessment (PRA) training. At those nuclear facilities for which a
PRA has been performed and is applicable, initial and continuing training programs
for operations and technical staff personnel must include training on the principal
results of the PRA.

Technician and maintenance personnel training. All technicians and maintenance
personnel must be qualified to perform the tasks associated with their specialty, or
work under the direct supervision of personnel qualified to perform the activity or
task.

Technical staff training. Technical staff personnel are typically involved in
surveillance, testing, analysis of facility data, planning modifications, program
review, and technical problem resolution in their area of expertise (e.g., electrical,
mechanical, instrumentation and control, chemistry, radiation protection, safety, QA,
facility engineering).

Management and supervisory training. Supervisory skills and management training
need not be subject to examination as part of initial training, nor is it necessary to
include training on these topics in the continuing training program. It may, however,
be appropriate to include additional topics such as these as part of the ongoing
professional development program for managers and supervisors.




Continuing Training

Continuing training programs must be established to maintain and enhance the knowledge
and skills of operating contractor personnel who perform functions associated with
engineered safety features as identified in the facility documented safety analysis (DSA). The
guidance in DOE-HDBK-1118-99, Guide to Good Practices for Continuing Training, should
be used to develop continuing training programs.

Qualification

Qualification is defined in terms of education, experience, training, examination, and any
special requirements necessary for performance of assigned responsibilities. The
requirements in this CRD are intended to provide reasonable assurance that personnel at
DOE hazard category 1, 2, and 3 nuclear facilities possess qualifications to operate and
maintain the facility safely and reliably under all conditions.

General

The program leading to qualification must be governed by written procedures that include
requirements for documented assessment of the person’s qualifications through examinations
and performance demonstrations. The contractor must define qualification requirements for
personnel in each functional level or area based on the criteria contained in this CRD. The
contractor must have a method for formally indicating that a person is qualified and when the
qualifications expire.

Subcontractor Personnel

Subcontractor personnel must meet the qualification requirements for the job function to be
performed. In addition, the operating contractor must ensure that subcontractor and
temporary personnel who perform specialized activities (e.g., radiation protection,
maintenance, in-service inspection, radiography, and welding) are qualified to perform their
assigned tasks.

Managers and Technical Staff

Even though applied broadly to personnel in the operating organization, the term
qualification has a different application for managers and technical staff personnel. These
personnel may be considered qualified by virtue of meeting the education and experience
requirements associated with the position and by completing applicable position-specific
training. A comprehensive examination need not be administered to determine qualification.
Continuing training and professional development programs should be established to meet
the needs of the individual and the position. Satisfactory performance of assigned duties and
assessment of individual performance such as that which is typically included in personal
performance appraisals may be used to document continued satisfactory performance.

Technicians and Maintenance Personnel

Technician and maintenance personnel qualification must include demonstrated performance
capabilities (performance demonstrations) to ascertain the ability to adequately perform
assigned tasks. Written examinations should be administered to personnel in these positions
as applicable. However, a comprehensive final examination need not be administered to
ascertain formal qualification of technicians and maintenance personnel (with the exclusion
of radiological control technicians, who must comply with the requirements of 10 CFR 835).




Satisfactory completion of the continuing training program, performance of assigned duties,
and assessment of individual performance such as that which is typically included in personal
performance appraisals may be used to document continued satisfactory performance.

Operators and Supervisors

Qualification of operators and their immediate supervisors must include examinations
(written, oral, operational evaluations, performance demonstrations) as applicable to the
position.

Requalification

Personnel (including operations, maintenance, and technical support personnel) may be
requalified by contractor management upon completion of the continuing training program,
including requisite examinations (written, oral, and operational/performance). Personnel and
their immediate supervisors must not be allowed to continue to function in qualified or
certified positions if they have not completed all of the requalification or recertification
program elements within the two-year continuing training cycle. The contractor must indicate
by signature that the person has successfully completed the requalification program and is
formally requalified.

g. Discuss the responsibilities of DOE elements in meeting the requirements for the
Technical Qualification Program as described in DOE M 360.1-1B.

[Note: DOE M 360.1-1B, Federal Employee Training Manual, was cancelled by DOE O
360.1C, which does not address the TQP.]

The following is taken from DOE O 426.1 chg 1.

Each HQ and field element with defense nuclear facilities responsibility must establish a
TQP for its organization. Although the programs may be designed to meet the unique needs
and responsibilities of each organization, the following principles must be used as the basis
for all TQPs:
= Demonstration of competence. The program must clearly identify and document the
process used to demonstrate employee technical competence (e.g., professional
certifications, qualification cards, background, and experience).
= Competency levels. The competency levels within the program must be clearly
defined and consistent with applicable industry standards for similar occupations.
= Plans and procedures. Plans and procedures must be developed and implemented to
govern the administration of the program.
= Qualification tailored to work activities. The program must clearly identify unique
Department and position-specific work activities and the knowledge and skills
necessary to accomplish the work. A process must be developed to determine needed
additional office/site/facility-specific technical competencies for the individual
positions.
= Credit for existing TQPs. The program must be structured to allow credit, where
appropriate, for other TQP accomplishments to date.
= Transportable. Competency requirements identified as having Department-wide
applicability must be transferable. For ease of transportability of qualifications
between DOE elements, the DOE General Technical Base Qualification Standard and




the various DOE FAQSs must be used without modification or additions. Each DOE
HQ, field or organizational element determines whether office/site/facility-specific
qualification standards technical competencies are needed for TQP participants.
Measurable. The program must contain sufficient rigor to demonstrate compliance
with the TQP.

Each organization must document its TQP requirements in a TQP plan. Organizations across
the Department must use the FAQS as written in developing their TQP plans. The plans must
be approved by the head of the element and include processes and requirements for the
following:

Identifying employees and/or positions required to participate in the TQP.

Identifying employees and/or positions participating in the TQP responsible for
oversight of safety management programs as identified in the respective facility DSA.
Identifying employees and/or positions who can serve as qualifying officials to verify
and certify qualifications.

Identifying, developing, approving, revising, and updating individual qualification
requirements, as appropriate.

Establishing and/or updating IDPs, training plans, or qualification-related records; for
example, qualification plans, qualification cards, supporting documentation, and other
records needed to support how the qualification was attained. The TQP plans must
reference the TQP in IDPs and performance standards.

Evaluating employees against FAQS, determining when to use oral review boards
(protocol, questioning procedures, pass/not pass criteria, quorum requirements,
reexamination requirements, etc.), and documenting the approval of equivalencies for
required competencies.

Determining final qualification requirements, such as comprehensive written
examination, oral examination, site/facility walkthrough, or some combination
thereof.

Addressing oral or written examination failures or other qualification failures,
establishing reexamination requirements, and making work area or position
reassignments.

Establishing interim limitations or compensatory measures to support field office or
program requirements for candidates who have not achieved full qualification or
requalification, as applicable.

Implementing continuing professional development and requalification programs.
Maintaining training and qualification records. Personnel records/official personnel
files are maintained separately by each HQ, field and organizational element.
Granting of equivalencies and criteria for extensions.

Involving the FTCP agent in TQP vacancy announcements to ensure that
qualification requirements of TQP are incorporated into the selection criteria for
covered positions.

Each organizational element must use FAQS or other appropriate means to document
technical qualification requirements for the position. These requirements must be established
using the systematic approach to training methodology and include the following:




Basic technical knowledge about topics such as radiation protection, occupational
safety, chemical safety, nuclear safety, and environmental regulations. This area is
covered through completion of the DOE general technical base qualification.
Technical discipline competency (e.g., mechanical engineering or chemical
engineering), which can be demonstrated by education, professional certification, or
examination. In addition to meeting Office of Personnel Management requirements
for the position, current expertise and DOE-specific competencies are demonstrated
through completion of the respective FAQS.

Position knowledge, skills, and abilities specific to the position, facility, program,
and/or office.

h. Describe the Federal Technical Capability Program as defined in DOE M 426.1-1A,
Federal Technical Capability Program Manual, and discuss that application of the
program in your organization.

[Note: DOE M 426.1-1A was cancelled by DOE O 426.1 chg 1.]

The following is taken is taken from DOE O 426.1 chg 1.

The purpose of the FTCP is to define requirements and responsibilities for meeting the DOE
commitment to recruiting, deploying, developing, and retaining a technically competent
workforce that will accomplish DOE missions in a safe and efficient manner through the
FTCP. The Department will strive to recruit and hire technically capable people;
continuously develop the technical expertise of its existing workforce; and, within the
limitations of executive policy and Federal law, retain critical technical capabilities within
the Department at all times. The FTCP principles are as follows:

As described in the Department’s ISM guiding principles, Federal personnel possess
the experience, knowledge, skills, and abilities that are necessary to discharge their
safety responsibilities.

Line managers are accountable and have the responsibility, authority, and flexibility
to achieve and maintain organizational technical excellence.

Supporting organizations (personnel, training, contracts, finance, etc.) recognize line
managers as customers and effectively support them in achieving and maintaining
technical capabilities.

An integrated corporate approach is required to ensure that necessary technical
capabilities and resources are available to meet the overall needs of the Department’s
defense nuclear facility missions.

The second half of this KSA is performance-based and organization specific. The Qualifying
Official will evaluate its completion.

Describe the following three types of mentoring relationships and discuss the

types of goals that an organizationally sponsored mentoring program is intended
to meet:

Supervisor;
Informal; and
Structured-facilitated




Supervisor

The following is taken from the National Aeronautics and Space Administration (NASA)
Mentoring Program Handbook, A Guide for Human Resources Professionals at NASA.

Supervisory mentors share valuable information about the organization and provide
meaningful work and developmental learning opportunities. They expose employees to the
values of the organization (i.e., who and what gets rewarded or punished) and they help
employees position themselves with the skills necessary for success.

Informal

The information for informal and structured-facilitated mentoring relationships is taken from
the Association of Professional Engineers, Geologists, and Geophysicists of Alberta
(APEGGA), Strategies for Success in Mentoring, A Handbook for Mentors and Protégés.

Informal mentoring relationships are unplanned relationships. These mentoring relationships
grow out of a chance connection between two people and are further built into a relationship
in which there is transference of skills and knowledge. There is no contract or list of goals.
The relationship may move from professional to personal and may last a lifetime. These
mentoring relationships are unquestionably valuable, but “just happen” as opposed to being
actively developed.

Informal mentoring can be enhanced if the participants in the relationship take the time to
have formal discussions and establish specific goals for the transference of certain skills and
knowledge within set time periods.

Structured-Facilitated

Facilitated mentoring is a structured program that involves a coordinator who assigns
mentoring pairs based on character, skills, need and other criteria. The matching process is
time-consuming and requires considerable human and capital resources. Facilitated
mentoring also helps design contracts, creates reasonable lists of goals and tracks the
mentoring pairs to see if the relationship is working and if not, helps facilitate the
relationship. Although this may be the best kind of mentoring program, the cost is often
prohibitive.

DOE offers structured programs that are designed to train and develop employees in specific
disciplines. Two examples are the NNSA future leaders program (FLP—described below),
and the facility representative (FR) mentoring program.

The following is taken from the NNSA Future Leaders Program website.

The objective of the NNSA FLP is to recruit and develop technically competent professionals
to eventually manage programs and projects, including managing energy-related and national
defense weapons-related programs at nuclear and non-nuclear facilities or reacting to threats
of nuclear terrorism. The program provides experiences that will build and strengthen
technical knowledge and oversee the application of theory to real-world problems in actual
work situations.




The FLP is a two-year program that is designed to develop technical competencies as well as
leadership skills. During the two years, participants receive orientation and leadership
training as well as discipline-specific training. Participants are also required to serve on two
rotational assignments during the two years, one for 60 days and one for 30 days at other
NNSA sites located around the United States. The FLP provides opportunities that build and
strengthen the participants’ technical and leadership knowledge base.

j- Discuss the benefits to the Department and individual organizational units which
could be realized through use of the following:
= Mentoring program; and
= Special assignment/detail

Mentoring Program

The following is taken from DOE Oak Ridge Operations Office, Mentoring Program
Description.

The mentoring program is a one-year program designed to foster career and leadership
development, expand employees’ knowledge, skills, and abilities, and broaden understanding
of DOE and its programs. It also aims to develop a workforce that is capable of adapting to
the rapidly changing workplace environment. The program features employees at the senior
executive service, as well as GS-13 to GS-15 level employees, serving as mentors to all DOE
Federal employees who have strong leadership potential.

The mentoring relationship is the result of a deliberate pairing of a more skilled and/or
experienced person with a lesser skilled and/or experienced person who has demonstrated
potential. The benefits to the Department include

= cost-effective leadership development

= improved recruitment and retention of a talented and diverse workforce

= increased organizational communication and understanding

= improved succession planning

= increased employee motivation

= increased management ownership and engagement

Future Leaders Program
The following is taken from the NNSA Future Leaders Program website.

The NNSA manages the FLP to develop recent college graduates to fill critical positions that
will be opening within the agency in the next several years. The training and developmental
assignments offered by this program will provide program participants with the opportunity
to assume leadership positions.

Those selected will receive a two-year excepted service appointment in the Federal
government, which will either be continued in the excepted service after two years for those
in technical positions, or converted to a career-conditional or career appointment after two
years for those in positions other than technical positions. Participants are in a trial period
during the full two years of the program. Specifics on the program are found in KSA i of this
competency.




Special Assignment/Detail

Special assignment or details provide employees with opportunities to diversify their skills,
increase their knowledge, and enhance their abilities.

k. Describe the process to obtain technical assistance and the types of assets
available.

Although there are currently no directives that drive the process for obtaining technical
assistance, information for nonnuclear operations is available from the Office of Worker
Safety and Health Assistance. Nuclear facilities may secure assistance through the Office of
Nuclear Safety and Environmental Assistance. Assets include subject matter experts (SMES),
other technical staff, and resources such as the DOE website. The departmental issues
management process is one vehicle that may be utilized to ensure the proper assistance is
directed to the request.

I. Describe the process for enrolling or participating in the Department’s technical
assistance units.

As with the previous KSA, there are currently no directives that drive the process for
enrolling or participating in the Department’s technical assistance units. To participate in the
technical assistance units, contact the Director of the Office of Health and Safety for
nonnuclear operations and the Director of the Office of Nuclear and Facility Safety Policy for
nuclear operations.

m. Describe the process for obtaining the technical assistance of an individual from
another office on atemporary or detail basis.

Refer to KSA k above for information on how to obtain technical assistance.

n. Describe other Departmental capabilities/resources that could be utilized to solve
short-term technical safety issues.

Refer to KSA k above for information on how to obtain technical assistance. Other STSM
personnel may also be contacted for assistance, and depending on the nature of the issue,

personnel referrals to other facilities with the expertise needed to resolve technical safety

issues may be provided.

0. Conduct aworkforce analysis to determine the gap in needed critical technical
competencies for a given facility or site.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

The following information provides guidance to be considered by program offices in
developing workforce plans. It should be noted that with respect to integrating diversity into
plans, organizations need to create a performance culture that respects diversity, and that can
be reinforced through the performance system by incorporating a diversity element for
supervisors and monitored by the use of survey results.




Workforce Analysis

The following is taken from the Guide to Workforce Planning at the Department of Energy,
from which a large amount of additional information is available.

Four information sources provide key workforce information needs. They are 1) organization
direction; 2) environmental factors (demand analysis); 3) internal; and 4) external labor
(supply analysis). Suggested methods of collecting this information are listed in the guide.
Analyze the supply (current workforce profile) against the demand (future workforce
profile), and identify the discrepancies between supply and demand analyses.

Forecasting is considering the future needs of the organization. One of the most useful
outcomes of this effort is the identification of potential problems or issues facing the
organization. This analysis will be based on the data collected from the information sources
in the analysis effort. The results of this effort will help develop gap analysis and emergent
strategies to manage the future. It involves the identification of any predicted changes and/or
developments that may result from the demand/supply analysis. Business elements may have
varying issues identified based on needs of their organizations. The aim is to create necessary
resources/strategies to optimize the future position of the organization. There are four steps in
the forecasting process: identifying key workforce assumptions; validating assumptions;
utilizing assumptions for scenario building; and performing gap analysis. There are three
questions that need to be addressed in the forecasting process. They are as follows:

1. Where does the business element want to be? (utilizing assumptions information to

suggest future demand)
2. Where is the organization now? (based on the workforce analysis)
3. What are the gaps in meeting this demand? (demand versus supply analysis)

The first step is to identify key workforce assumptions/issues for the elements, based on the
data/information collected from the information sources during the analyzing effort. Ensure
that all of these forecasting assumptions describe the potential impact on the business
element, any inherent risks, and any likelihood of occurrence based on element culture.

The second step is to validate these assumptions by utilizing focus groups or administering
questionnaires/interviews to various leaders in the organization. The feedback provided will
ensure that gathered assumptions are valid and based on the best data available. Additionally,
feedback should provide insight into the reasoning behind the assumptions.

The third step is utilizing these assumptions in scenario building. Scenarios are a way to
develop alternative futures based on different combinations of assumptions, facts, and trends
that will help in meeting the forecasting goals. Scenarios are generally a descriptive
statement, presenting a particular picture of the future that includes comments on the
probability of certain events occurring. Moreover, scenarios are usually accompanied by
qualitative or quantitative information. Scenario building may clarify options. The following
scenarios should be outlined based on the assumptions:

= Best-case scenario—any warning indicators (metrics) in the narrative description

= Worst-case-scenario—any warning indicators (metrics) in the narrative description

= Most likely-scenario—any warning indicators (metrics) in the narrative description




The next step after outlining best, worst and most likely scenarios is to create a preferred
scenario detailing what the organization wants as an outcome taking into account the
assumptions previously identified. Additionally, include the information from any warning
indicators above which should be used to monitor changes consistent with the preferred
outcome.

It is useful to apply a strength, weakness, opportunities, and threats (SWOT) analysis.
Strengths and weaknesses are internal factors. Opportunities and threats are external factors.
It is a simple technique that uses four perspectives for decision-making and summarization.
Identify the strengths, weaknesses, opportunities, and potential threats for each scenario
suggesting the best, worst, and most likely outcomes. A PESTLE (political, economic,
sociological, technological, legal, and environmental) analysis is essentially the same
technique but is useful for examining the external factors affecting a problem.

The above tools (SWOT and PESTLE) are useful for handling qualitative data. Either tool
will help to organize and promote thinking about issues or problems that are facing business
elements. It will help to clarify/identify future trends and to apply those trends to the
organization to help explicitly identify any underlying assumptions and to set priorities. For
example, in using the SWOT analysis, step one is to identify the assumption(s) and utilize a
matrix using the demands and supply information obtained in the analysis effort. Step two is
to identify assumptions/key workforce issues from step 1 and take into account the potential
impact on business elements, potential impact of assumption, risk inherent in the assumption,
and the likelihood of its occurrence.

The final phase of forecasting is performing gap analysis. After completing the preferred
scenario, look back at the current workforce and future demands to identify any gaps in
skills, people needed to meet preferred scenarios, etc. Demand is based on the preferred
scenario and competencies/skills needed to meet demand requirements. The gap analysis
should indicate the skills gap, surplus, any recruitment issues, and retention issues to meet
the demand, etc. This would continue until suggested strategies, initiatives, and/or actions to
deal with the preferred outcomes to meet the organization’s needs are developed. To help in
the gap analysis, these questions must be addressed:

= What will be the potential sources of new staff that will be required?

= What attrition and retirement can be expected over the next five years?

= Will attrition make it easier or harder to achieve workforce objectives?

= What kind of positions will need to be filled?

= How can training/re-training help?

= Succession planning implications?

= Competitive sourcing solutions?

= Impact of budget decisions on any mission-critical occupations?

= Any redeployment concerns or issues with current staff?

= Are new hires going to be required, and if so are they going to replace current

employees or go into newly established positions?




p. Participate as member of an oral examination board for qualification in a TQP
functional area.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information is provided to assist a candidate participating in a TQP
functional area oral examination board.

DOE-HDBK-1080-97, Guide to Good Practices for Oral Examinations, defines “oral board”
as an oral examination covering a broad area of knowledge (at the job level vs. task or duty
area) involving the questioning of one trainee/job candidate by one or more examiners. Its
purpose is to determine if a trainee has achieved the level of knowledge required for
qualification as a facility operator, supervisor, etc. An oral board may be used as the final
check of qualification, or it may be combined with an operational evaluation/plant
walkthrough. Oral boards usually cover all facets of facility or process operation. This
includes

= facility components

= system interrelationships

= normal/abnormal situations involving systems and interrelated systems and components

Oral examinations should probe the trainee’s understanding of fundamental principles and
his or her ability to apply these principles to practical situations, equipment and system
operation, and normal and abnormal operating procedures. Examinations should be based on
knowledge of information within the scope of the learning objectives. Special emphasis
should be placed on the trainee’s ability to apply this knowledge to facility operations.

To prepare for the board, each board member should prepare questions (with answers) to be asked
during the board. Questions should represent a cross section of the material contained in the
learning objectives. Follow-up questions (with answers) should also be prepared prior to the board.

Board members should bring copies of their prepared questions and answers to share with the
other board members. This practice helps prevent grading differences between board members.

Each board member should independently grade each question that the board member is
qualified to grade. The grades should be recorded on a standard form by each board member,
and the board chair should assign the overall board grade. These forms, completed and
signed by each board member, should become a part of the trainee’s training record.

g. Review and evaluate the succession plan for a given facility or site.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

The following is taken from the Office of Personnel Management (OPM), “A Guide to the
Strategic Leadership Succession Management (SLSM) Model,” which was developed to
assist agencies in planning, designing, implementing, and evaluating succession management
programs. The SLSM model is a part of implementing the human capital assessment and
accountability framework, and provides guidance for human capital practitioners,
supervisors, managers, and senior leaders who play a leadership role in identifying and
addressing potential gaps in effective leadership.




Succession management is a systematic approach for
= shaping the leadership culture;
= building a leadership pipeline/talent pool to ensure leadership continuity;
= developing potential successors whose strengths will best fit with the agency’s needs;
= identifying the best candidates for categories of positions; and
= concentrating resources on the talent development process, yielding a greater return
on investment.

Succession management identifies those jobs considered to be the organization’s lifeblood
and too critical to be left vacant or filled by any but the best qualified persons. Succession
management is critical to mission success and creates an effective process for recognizing,
developing, and retaining top leadership talent.

Figure 1 is a graphical depiction of the SLSM model showing the five phases in the
succession management process and related activities. Consult the OPM guide referenced
above for a detailed explanation of each phase.
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Model”

Figure 1. The five phases of the succession management process




3.

r. Lead or participate in a self-assessment of the implementation of an
organization’s implementation of the technical qualification program in
accordance with DOE M 426.1-1A.

[Note: DOE M 426.1-1A was cancelled by DOE O 426.1 chg 1.]

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

The following is taken from DOE O 426.1 chg 1.

Headquarters and field elements must conduct self-assessments of TQP and FTCP
implementation within their organization at least every four years. These assessments must
be conducted in accordance with the requirements of DOE O 226.1B, and the current
objectives and criteria approved by the FTCP chair and posted on the FTCP website.

Briefly, the seven TQP objectives are as follows:

=  TQP-1, Demonstration of Competence. The program clearly identifies and documents
the process used to demonstrate employee technical competence.

= TQP-2, Competency Levels. Competency requirements are clearly defined and
consistent with applicable industry standards for similar occupations.

= TQP-3, Plans and Procedures. Plans and/or procedures are developed and
implemented to govern administration of the program.

=  TQP-4, Qualification Tailored to Work Activities. The program identifies unique
Department- and position-specific work activities, and specifies the knowledge and
skills necessary to accomplish that work.

=  TQP-5, Credit for Existing TQPs. The program is structured to allow credit, where
appropriate, for other TQP accomplishments.

=  TQP-6, Transportability. Competency requirements identified as applying throughout
the Department are transferable.

= TQP-7, Measurable. The program contains sufficient rigor to demonstrate compliance
with the principles.

An STSM must have a working level knowledge of the INPO Principles for a Strong
Nuclear Safety Culture and their application to DOE.

a. Compare, contrast, and describe organizational culture, safety culture, and safety
conscious work environment as they relate to nuclear missions in DOE.

The following definitions are taken from The Institute of Nuclear Power Operations (INPO),
Principles for a Strong Nuclear Safety Culture.

Organizational culture: the shared basic assumptions that are developed in an organization as
it learns and copes with problems. The basic assumptions that have worked well enough to be
considered valid are taught to new members of the organization as the correct way to
perceive, think, and feel. Culture is the sum total of a group’s learning. Culture is for the
group what character and personality are for the individual.




Safety culture: an organization’s values and behaviors—modeled by its leaders and
internalized by its members—that serve to make nuclear safety the overriding priority.

Safety-conscious work environment: a work environment with freedom to raise concerns
without fear of retribution.

The following is taken from DOE G 450.4-1C.

A positive safety culture is an integral aspect of an effective ISMS. DOE’s commitment to a
positive safety culture is expressed in DOE P 450.4A, Integrated Safety Management Policy,
which states “...the Department expects all organizations to embrace a strong safety culture
where safe performance of work and involvement of workers in all aspects of work
performance are core values of managers and workers. The Department encourages a
questioning attitude by all employees and a work environment that fosters such attitude.”

In addition, DOE O 450.2, Integrated Safety Management, assigns to DOE line management,
including the ISM Champions Council, the responsibilities for evaluating and developing
strategies for improving DOE’s safety culture.

DOE and the Energy Facility Contractors Group (EFCOG) have collaborated to develop
guidance for achieving a strong safety culture.

That guidance also includes the following three key safety culture focus areas and their
associated attributes:

= Leadership

= Employee/worker engagement

= QOrganizational learning

These safety culture focus areas and associated attributes are elaborated upon in attachment
10 of DOE G 450.4-1C, Safety Culture Focus Areas and Associated Attributes. This
attachment discusses the three safety culture focus areas presented above, and several
attributes associated with each one that are useful for attaining a strong safety culture that
supports achieving excellence in both safety and mission performance.

DOE G 450.4-1C, attachment 12, Changing Behaviors and Values, provides an overview of
ways to effect change in values and behavior within an organization. Figure 2 depicts the
process of changing behaviors to achieve the desired culture changes.
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Figure 2. Process for changing behaviors to change culture

b. Identify and discuss the safety culture lessons learned from the Columbia Space
Shuttle Accident and their applicability to DOE.

In July 2005, DOE issued a combined action plan for lessons learned from the Columbia
Space Shuttle Accident and the Davis-Besse reactor vessel head corrosion incident. Details
are in KSA c of this competency statement.

c. lIdentify and discuss the safety culture lessons learned from the Davis-Besse
Reactor Vessel Head Degradation Incident and their applicability to DOE.

The following is taken from the Department of Energy Action Plan, Lessons Learned from
the Columbia Space Shuttle Accident and Davis-Besse Reactor Pressure-Vessel Head
Corrosion Event.

Ten lessons learned identified from these events have applicability to DOE:
1. Operating experience (OE). People and organizations need to learn valuable lessons
from internal and external OE to avoid repeating mistakes and to improve operations.




2. Mission and external influences. To prevent unsound program decisions, budget and
schedule pressures must not override safety considerations.

3. Normalizing deviations. Routine deviations from an established standard can
desensitize awareness of prescribed operating requirements and allow a low-
probability event to occur.

4. Technical inquisitiveness. To ensure safety, managers need to encourage employees
to freely communicate safety concerns and DPOs (differing professional opinions).

5. Focus on planning and prevention. Safety efforts should focus more on planning and
preventive actions rather than on investigations and corrective actions resulting from
accidents or events.

6. Organizational structure. An effective organizational structure with clear roles and
responsibilities and appropriate checks and balances is essential.

7. Self-assessment and oversight. Successful operations require critical self-assessment
and oversight to find problems.

8. Organization staffing and qualification. Robust technical capability, enhanced
through ongoing technical and leadership training, is essential for complex
operations.

9. Corrective action programs. Corrective actions that address the underlying causes of
problems must be managed to resolution and verified to be effective.

10. Complacency. Management must guard against complacency brought on by good
performance metrics and past successes.

The following discussion describes how each of these issues applies to DOE.

1. Operating Experience

DOE uses many standard program requirements across the complex, such as the radiological
control and QAPs prescribed in DOE directives, that lead to common causes, practices, and
lessons learned. However, DOE must also deal with a myriad of operations that involve
differing technologies and unique organizations applicable to that project or technology.
Accordingly, a problem may manifest itself in one site or plant (e.g., mixed oxide fuel
production), but it is not readily apparent how the problem and its solution apply to other
DOE activities (e.g., cleanout of K-Basin or operation of a Defense Waste Processing
Facility). Accordingly, DOE needs to implement a stronger OE program that is able to
examine underlying technical, organizational, or safety culture issues to enhance feedback and
continuous improvement for all DOE operations.

DOE must pay attention to its own “weak signals” (e.g., near misses, equipment failures,
minor conduct of operations problems) that can be precursors to more significant events if
the underlying causes are not identified and corrected. Benchmarking should be encouraged
as a way to evaluate the lessons of good work practices from other organizations so that these
practices can be applied to improve operations.

2. Mission and External Influences

The Department, like other government agencies, has extensive program activities in support
of national requirements and desires. It is also bound to a congressional budget process that
attempts to balance funds across broad priorities. Efforts to improve the productivity of
operations must be carefully weighed against changes to the infrastructure and processes that




have prevented a high-consequence event in the complex for decades. This is not to say that
enhancements are not possible, but that safety must be the top priority. DOE has long
recognized the potential for cost and schedule pressures to have an undesirable impact on the
safe conduct of work. Line organizations have the responsibility for ensuring there are
adequate resources to conduct work safely.

The language in two of the Department of Energy Acquisition Regulation (DEAR) contract
clauses—48 CFR 970.5223-1, “Integration of Environment, Safety, and Health (ES&H) into
Work Planning and Execution,” and 48 CFR 970.5215-3, “Conditional Payment of Fee,
Profit, and Other Incentives”—was drafted to ensure that all contractors are applying the
appropriate resources to accomplish work safely with adequate ES&H funding. However, all
DOE contracting officers may not have effectively used the budget-related provisions of the
annual update process, or the conditional payment of fee, profit and other incentives clause,
in levying award fee penalties.

Many line programs have established processes to manage ES&H funding requirements in
their budgets and work plans. Some of these processes are formalized, like the Office of
Environmental Management’s integrated planning and budgeting system. However, not all
programs are equally effective in managing ES&H resource requirements.

Even where there is effective DOE management of resources necessary to conduct work
safely, organizational pressures to meet performance deadlines (e.g., qualify for award fee)
can result in workers using shortcuts or performing unsafe acts to complete work faster.
Management must be aware that their actions speak louder than words; if they are stressing
the schedule rather than safety and reliability, the work force will deliver on-time no matter
the cost in terms of safety.

3. Normalizing Deviations

Appendix 3 to the NNSA Columbia Accident Investigation Board (CAIB) Lessons Learned
Report (2004), Minority Opinion, states in part, “We have at least one major contractor who
does not have an approved Quality Assurance Plan to comply with a nuclear safety rule (10
CFR 830) promulgated in 1994.” Other discrete examples exist of facilities within the DOE
complex where requirements are not fully implemented or routinely followed. Effort is
needed to identify these noncompliances and resolve them. The working group is not certain
to what extent “normalization of deviations” is an issue for other DOE operations. However,
an action to establish a safety exemption baseline is included in this plan.

4. Technical Inquisitiveness

In organizations as large as the DOE complex, voices can be missed. Efforts must be taken to
encourage personnel to speak out and ensure that paths are readily available to communicate
safety issues. Managers must take any safety concerns seriously and, if necessary, take action
to address them prior to allowing operations to continue. In addition, DOE has no formal
DPO process; one is required.

When NNSA reviewed the CAIB report, it found situations in DOE where some line
managers presume operations are safe unless proven otherwise. As such, the onus is
frequently placed on safety professionals to prove that operations are unsafe, rather than
requiring line managers to demonstrate that they are safe. Early identification of evolving




problems is necessary not only to resolve the issue as soon as possible, but also to re-
establish a stable and safe nuclear configuration.

5. Focus on Planning and Prevention

The Department is an organization that performs complex, high-hazard operations. The
prevention of high-consequence events in this type of organization, known as a high-
reliability organization, has been an area of much research over the past fifteen years. INPO
has been a key participant in this effort and has developed several relevant publications. For
the past year, the Office of Environment, Safety and Health has offered voluntary training on
INPQO’s Excellence in Human Performance. This human performance initiative (HPI) is
intended to promote behaviors throughout an organization that support safe and reliable
operation. Progress toward excellent human performance requires a work environment in
which individuals and leaders routinely exhibit desired behaviors. Such behaviors must be
clearly described, communicated, and—most importantly—reinforced. Peer pressure, open
communication, and positive reinforcement can establish a culture in which individuals,
leaders, and organizational processes eliminate obstacles to excellent human performance.
This culture will reduce or even eliminate events due to human error.

6. Organizational Structure

The DOE has the responsibility to ensure that operations at its facilities are conducted safely.
The DOE Safety Management Functions, Responsibilities, and Authorities Policy, DOE

P 411.1, defines the DOE safety management functions, responsibilities, and authorities
(FRAS) to ensure that work is performed safely and efficiently, and it succinctly defines
DOE’s expectation regarding its employees’ responsibilities for safety management.

7. Self-Assessment and Oversight

Like NASA, DOE contracts for its operations. Like the Nuclear Regulatory Commission
(NRC), DOE establishes the standards and regulates these operations. DOE’s oversight
guidance must establish clear guidelines and an unambiguous framework (i.e., frequency,
technical focus and bases, reporting, synthesizing findings, and communications) for
oversight of ES&H topics. The DOE nuclear safety rule, 10 CFR 830, “Nuclear Safety
Management,” identifies management processes required for nuclear safety. These processes
include configuration control, maintenance (including system surveillances), lessons-learned
programs, and use of lessons learned in training and qualification. These programs are not
uniformly implemented and should be monitored in an operations environment.

8. Organization Staffing and Qualification

DOE has undergone a number of organizational changes, most notably the creation of NNSA
and their stand-up of the NNSA Service Center (NNSA Albuquerque Complex). A
significant percentage of DOE personnel are eligible for retirement in the next few years.
Ensuring the proper number and qualification of DOE staff is essential to fulfill the complete
spectrum of Department responsibilities. DOE operates complex and hazardous facilities.
DOE personnel responsible for monitoring contractor performance and observing work in
progress are required to have, at a minimum, a level of technical competency that reflects a
working knowledge of engineering and scientific fundamentals. Managers, supervisors, and
field personnel must be technically competent, be technically aware of plant conditions, and




possess sufficient practical experience and skills to demonstrate requisite technical
inquisitiveness to oversee operations and pursue anomalous conditions.

9. Corrective Action Programs

Organizations at every level within the DOE complex have one or more systems for tracking
corrective actions, yet internal and independent assessments routinely report recurring
deficiencies that have been ineffectively addressed. The ISM function of feedback and
improvement is not uniformly and effectively implemented throughout the Department.

10. Complacency

Since the Rocky Flats fire in 1969, the Department has not experienced a catastrophic
accident near the magnitude of the Columbia incident. This decades-long success record
might lead one to a level of comfort with DOE operations. The Department must actively
work to enhance safety to prevent a degradation of acceptable safety performance and an
unacceptable high-consequence event.

The language in the contract clause, 48 CFR 970.5223-1, establishes the contractual
requirement for ISM and the governing requirements for contractor programs. In addition,
the DEAR clause, 48 CFR 970.5215-3, provides DOE contracting officers with a tool to
avoid complacency. The clause requires the DOE contracting officer to reduce a contractor’s
fee payment should the contractor not meet their agreed-upon annual ES&H program
requirements, established as a result of the annual update process of 48 CFR 970.5223-1 (e),
or if the contractor experiences significant adverse events.

d. Given a scenario, analyze, identify, and describe potential signs of a strong or
weak safety culture within an organization.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

The following is taken from International Atomic Energy Agency, IAEA-TECDOC-1329,
Safety Culture in Nuclear Installations, Guidance for use in the Enhancement of Safety
Culture.

For a nuclear organization, safety culture is the dominant aspect of the organizational culture.

Three stages of development seem to occur. Each stage involves a different awareness of the
effect on safety of human behavior and attitude. The characteristics of each stage are
described below. These characteristics may be used by an organization to diagnose which
stage reflects its current state most accurately.

Stage 1—Safety Is Based On Rules and Regulations

At this stage an organization sees safety as an external requirement, and not as an aspect of
conduct that will allow it to succeed. The external requirements are those of government, the
legal framework and the regulatory bodies. There is little awareness of the behavioral and
attitudinal aspects of safety. Safety is seen as a technical issue, to be achieved by compliance
with rules and regulations. Some characteristics of an organization in stage 1 are:

= Problems are not anticipated, and the organization reacts to each one as it occurs.




= Communications between departments and functions is poor.

= Collaboration and shared decision-making is limited.

= People who make mistakes are blamed for their failure to comply with the rules.

= The role of management is seen as enforcing the rules.

= There is not much listening or learning inside or outside the organization, which
generally adopts a defensive position when criticized.

= People are viewed as components of the system—the mechanistic view.

= There is an adversarial relationship between managers and other employees.

= People are rewarded for obedience and results, regardless of long-term consequences.

Stage 2—Safety Becomes an Organizational Goal

An organization at this stage considers safety to be an important organizational goal, even in
the absence of external requirements. Although there is growing awareness of behavioral
issues, this aspect is largely missing from safety management, which generally concentrates
on technical and procedural solutions. Safety is dealt with in terms of targets or goals, with
accountabilities for achieving the goals specified. Organizations at this stage often discover
that after a period of time, when safety trends have improved, a plateau is reached.
Some characteristics of an organization in stage 2 are:
= There is growing awareness of the impact of cultural issues in the workplace,
although it is not understood why added controls and training have not yielded the
expected safety improvements.
= Management encourages interdepartmental and inter-functional communications.
= Management’s response to mistakes is to introduce more controls and procedures, and
to provide more retraining.
= The role of management is to make sure that goals are achieved and that work
objectives are clear to employees.
= The organization is willing to learn from external groups, especially new techniques
and best practices.
= The relationship between employees and management is adversarial, although there
may be more opportunities to discuss common goals.
= People are rewarded for exceeding goals regardless of long-term consequences.
= The interaction of people and technology is considered, but more from the viewpoint
of increasing the efficiency of the technology.
= There is more teamwork.
= The organization remains reactive in relation to problems, although there may be
more anticipation of potential problems in planning.

Stage 3—Safety Can Always Be Improved

An organization in this stage has adopted the idea of continuous improvement and applied
the concept to safety. There is a strong emphasis on communications, training, management
style, and improving efficiency and effectiveness. People within the organization understand
the impact of cultural issues on safety. Some characteristics of an organization in stage 3 are:

= Problems are anticipated and dealt with before they occur.

= Collaboration between departments and functions is good.

= There is no goal conflict between safety and production.

= Almost all mistakes are viewed in terms of process variability with the emphasis

placed on understanding what has happened, rather than finding someone to blame.




= Management’s role is seen as coaching people to improve performance.

= Learning from others, both inside and outside the organization, is valued.

= People are respected and valued for their contribution.

= The relationship between management and employees is mutually supportive.

= People are aware of the impact of cultural issues, and these are considered in
decision-making.

= People are rewarded for improving processes, as well as results.

= People are considered to be an important part of organizational systems with attention
given to satisfying their needs, and not just to achieve technical efficiency.

The time scale required to pass through the various stages cannot be predicted. Much will
depend upon the circumstances of an individual organization, and the commitment and effort
that it is prepared to make in order to bring about change. Sufficient time must be taken at
each stage to allow the benefits from changed practices to be realized and to mature. It
should be remembered that an organization might possess characteristics associated with
each of the three stages. Change in an organization is rarely simultaneous or uniform. A rule-
based approach should not be viewed negatively. There will be activities or circumstances in
organizational life where strict compliance with rules is essential (e.g., emergency response,
or operating with sufficient margin for safety).

e. Explain how INPO Safety Culture Principles are applied for a given organization
and its associated mission in DOE.

This is a site-specific KSA. The Qualifying Official will evaluate its completion. However,
the following information may be helpful.

The INPO document, Principles for a Strong Nuclear Safety Culture, describes the following
safety culture principles:

= Nuclear safety is everyone’s responsibility.

= Leaders demonstrate commitment to safety.

= Trust permeates the organization.

= Decision-making reflects safety first.

= Nuclear technology is recognized as different.

= A questioning approach is cultivated.

= Organizational learning is embraced.

= Nuclear safety undergoes constant examination.

Nuclear Safety is Everyone’s Responsibility

Responsibility and authority for nuclear safety are well defined and clearly understood.
Reporting relationships, positional authority, staffing, and financial resources are
commensurate with and support nuclear safety responsibilities. Corporate policies emphasize
the overriding importance of nuclear safety.

The attributes of this principle are as follows:
= The line of authority and responsibility for nuclear safety is defined from the board of
directors to the individual contributor. Each of these positions has clearly defined
roles, responsibilities, and authorities, designated in writing and understood by the
staff.




People and their professional capabilities, values, and experiences are regarded as the
nuclear organization’s most valuable assets. Staffing levels are consistent with the
demands related to maintaining safety and reliability.

Board members and corporate officers periodically take steps to reinforce nuclear
safety, including conducting site visits to assess management effectiveness first-hand.
The line organization is the primary source of information and the only source of
direction. Other parties, such as oversight organizations and committees, review
boards, or outside advisors that provide management information essential to
effective self-evaluation, are not allowed to dilute or undermine line authority and
accountability.

Relationships among utilities, operating companies, and owners are not allowed to
obscure or diminish the line of responsibility for nuclear safety.

The system of rewards and sanctions is aligned with strong nuclear safety policies
and reinforces the desired behaviors and outcomes.

All personnel understand the importance of adherence to nuclear safety standards.
Healthy accountability is exercised at all levels of the organization for shortfalls in
meeting standards.

Leaders Demonstrate Commitment to Safety

Executive and senior managers are the leading advocates of nuclear safety and demonstrate
their commitment both in word and action. The nuclear safety message is communicated
frequently and consistently, occasionally as a stand-alone theme. Leaders throughout the
plant organization set an example for safety through their direct involvement in training and
field oversight of important plant activities.

The attributes of this principle are as follows:

Managers and supervisors practice visible leadership in the field by placing “eyes on
the problem,” coaching, mentoring, and reinforcing standards. Deviations from
station expectations are corrected promptly.

Continuous oversight is provided during safety-significant tests or evolutions.
Managers and supervisors are personally involved in high-quality training that
consistently reinforces expected worker behaviors.

Leaders recognize that challenging production goals can appear to send mixed signals
on the importance of nuclear safety. Managers are sensitive to detect and avoid these
misunderstandings.

The bases, expected outcomes, potential problems, planned contingencies, and abort
criteria for important operational decisions are communicated promptly to workers.
Informal opinion leaders in the organization are encouraged to model safe behavior
and influence peers to meet high standards.

Trust Permeates the Organization

A high level of trust is established in the organization. There is a free flow of information in
which issues are raised and addressed. Employees are informed of steps taken in response to
their concerns.




The attributes of this principle are as follows:

= A variety of methods are available by which personnel can raise nuclear safety
concerns without fear of retribution.

= Employees are expected and encouraged to offer innovative ideas to help solve
problems.

= Differing opinions are welcomed and respected. When needed, fair and objective
methods are used to resolve conflict and unsettled DPOs.

= Supervisors are skilled in responding to employee questions in an open, honest
manner. They are recognized as an important part of the management team, crucial to
translating safety culture into practical terms.

= Impacts of impending organizational changes (such as those caused by sale or
acquisition, bargaining unit contract renegotiations, and economic restructuring) are
anticipated and managed such that trust in the organization is maintained.

= Complete, accurate, and forthright information is provided to oversight, audit, and
regulatory organizations.

Decision-Making Reflects Safety First

Plant personnel are systematic and rigorous in making decisions that support safe, reliable
plant operation. Operators are vested with the authority and understand the expectation, when
faced with unexpected or uncertain conditions, to place the plant in a safe condition. Senior
leaders support and reinforce conservative decisions.

The attributes of this principle are as follows:

= The organization maintains a knowledgeable workforce to support a broad spectrum
of operational and technical decisions. Outside expertise is employed when necessary.

= Plant personnel apply a rigorous approach to problem solving. Conservative actions
are taken when understanding is incomplete.

= Single-point accountability is maintained for important safety decisions, allowing for
ongoing assessment and feedback as circumstances unfold.

= Managers regularly communicate to the workforce important decisions and their
bases as a way of demonstrating and reinforcing a healthy safety culture.

= Candid dialogue and debate are encouraged when safety issues are being evaluated.
Robust discussion and healthy conflict are recognized as a natural result of diversity
of expertise and experience.

= Decision-making practices reflect the ability to distinguish between “allowable”
choices and prudent choices.

Nuclear Technology is Recognized as Different

The special characteristics of nuclear technology are taken into account in all decisions and
actions. Reactivity control, continuity of core cooling, and safety margin management are
valued as essential, distinguishing attributes of the nuclear station work environment.

The attributes of this principle are as follows:
= Activities that could affect core reactivity are conducted with particular care and
caution.
= Features designed to maintain critical safety functions, such as core cooling, are
recognized as particularly important.




= Design and operating margins are carefully guarded and changed only with great
thought and care. Special attention is placed on maintaining defense-in-depth.

= Equipment is meticulously maintained well within design requirements.

= Insights from probabilistic risk analyses are considered in daily plant activities and
plant change processes.

= Plant activities are governed by comprehensive, high-quality processes and procedures.

= Employee mastery of reactor and power plant fundamentals, as appropriate to the job
position, establishes a solid foundation to support sound decisions and behaviors.

A Questioning Approach is Cultivated

Individuals demonstrate a questioning attitude by challenging assumptions, investigating
anomalies, and considering potential adverse consequences of planned actions. All
employees are watchful for conditions or activities that can have an undesirable effect on
plant safety.

The attributes of this principle are as follows:

=  While individuals expect successful outcomes of daily activities, they recognize the
possibility for mistakes and worst-case scenarios. Contingencies are developed to
deal with these possibilities.

= Anomalies are thoroughly investigated, promptly mitigated, and periodically analyzed
in the aggregate. Personnel do not proceed in the face of uncertainty.

= Workers do not live with conditions or behaviors that have the potential to reduce
operating or design margins. These circumstances are promptly identified and
corrected.

= Group-think is avoided through diversity of thought and intellectual curiosity.
Opposing views are encouraged and considered.

Organizational Learning is Embraced

Operating experience is highly valued, and the capacity to learn from experience is well
developed. Training, benchmarking, and self-assessments are used to stimulate learning and
improve performance.

The attributes of this principle are as follows:

= The organization avoids complacency and cultivates a continuous learning
environment. The attitude that “it can’t happen here” is not allowed in the
organization.

= Training effectively upholds management’s standards and expectations. Beyond
teaching knowledge and skills, trainers are adept at instilling nuclear safety values
and beliefs.

= Individuals are well informed of the underlying lessons learned from significant
industry and station events, and they are committed to not repeating these mistakes.

= Expertise in root cause analysis is applied effectively to examine events and improve
safety focus.

= Processes are established to identify and resolve latent organizational weaknesses that
can aggravate relatively minor events if not corrected.




Nuclear Safety Undergoes Constant Examination

Oversight is used constructively to strengthen safety and improve performance. Nuclear
safety is kept under constant scrutiny through a variety of monitoring techniques, some of
which provide an independent “fresh look.”

The attributes of this principle are as follows:

= A mix of self-assessment and independent oversight reflects an integrated and
balanced approach. This balance is periodically reviewed and adjusted as needed.

= Periodic safety culture assessments are conducted and used as a basis for
improvement.

= The pitfalls of over-focusing on a narrow set of performance indicators are recognized.
The organization is alert to detect and respond to indicators that may signal declining
performance.

= The insights and fresh perspectives provided by QA, assessment, and independent
oversight personnel are valued.

= Senior executives and board members are periodically briefed on results of oversight
group activities to gain insights into station safety performance.

. An STSM must have a working level knowledge of the mechanisms used to develop,
approve, implement, and improve contractor Integrated Safety Management
(ISM) Systems.

a. Describe the overall objective of the Department-wide DOE M 411.1-1C, Safety
Management Functions, Responsibilities, and Authorities Manual, and the similar
lower-tier organization-level manuals developed by Headquarters Offices and
Field elements.

[Note: DOE M 411.1-1C was cancelled by DOE O 450.2.]

The following is taken from NA SD 411.1-1C, the NNSA Safety Management Functions,
Responsibilities and Authorities Manual (FRAM).

The purpose of NA SD 411.1-1C is to define NNSA safety management functions,
responsibilities, and authorities and associated delegations to ensure that work is performed
safely and efficiently in order to hold Federal personnel accountable for their assigned duties.
NNSA’s mission requires a delicate balance between safety and security. While NA SD
411.1-1C meets DOE requirements to define essential safety management functions, it also
provides the functions, responsibilities, and authorities for nuclear security and other major
organizations within NNSA that impact the ability to work safely.

b. Give an example of a circumstance that might make it necessary or reasonable to
deviate from the responsibilities and authorities identified in the Functions,
Responsibilities, and Authorities Manual and describe the exemption process in
DOE M 251.1-1A, Departmental Directives Program Manual.

[Note: DOE M 251.1-1A was canceled by DOE O 251.1C, Departmental Directives
Program.]




The first part of this KSA is performance-based. The Qualifying Official will evaluate its
completion.

Exemption Process
Legacy Exemption Process
The following is a summary of appendix E of DOE O 251.1C.

This appendix is taken from chapter X of DOE M 251.1-1B, Departmental Directives
Program Manual, and will be used for directives published prior to DOE O 251.1C and
requiring central technical authority (CTA) concurrence. However, as these same directives
are revised according to DOE O 251.1C, the new process outlined in DOE O 251.1C will be
used. Note: the terms EH (environmental health) or ES&H used in this appendix refer to the
Office of Health Safety and Security (HSS) and ESE refers to energy, science and
environment.

General provisions

= An exemption under the directives program is a release from one or more
requirements in a DOE Order, notice, or manual that has been granted to a DOE
element or a contractor.

= |f the Order, notice, or manual includes specific provisions for exemptions,
equivalencies, or other forms of relief from the requirements in the document, then
those provisions must be applied.

= |If the document does not include specific provisions for relief, the process in this
chapter applies to granting permanent or temporary relief from the applicable
requirements in those documents.

= This exemption process does not apply to requirements in regulations.

= An approved exemption must be submitted to the office of information resources.

The exemption review and approval process for NNSA facilities and activities is as follows:
= The approval authority must provide copies of the exemption request, appropriate
supporting documentation, and the draft exemption, and with respect to each
exemption request views from the following parties before granting an exemption:
0 The cognizant secretarial officer (CSO)
0 The office of primary interest (OPI)
o HSS
0 The NNSA CTA for requirements listed on the NNSA index of baseline nuclear
safety requirements

= The approval authority may not grant the exemption until
0 the parties have indicated that there is no objection; or
o thirty calendar days have passed without objection after providing the parties the
draft exemption and associated documentation.

= |f one of the parties objects, the approval authority must proceed as follows or deny
the exemption:
0 Work with the objecting party to resolve any issues and withdraw the objection.
o For unresolved objections from NNSA personnel, raise the issue to the NNSA
Administrator or designee for resolution.




(0]

For unresolved objections from parties outside of NNSA, raise the matter through
the NNSA Administrator or designee to the Deputy Secretary for resolution.

= Unless otherwise stated in the directive, approval is as follows:

(0}

Heads of departmental NNSA elements approve exemptions to requirements in
DOE Orders, notices, and manuals for activities and facilities under their direction
except as provided in paragraph 2.a.(2)(b).

For ES&H requirements in Orders, notices, and manuals for hazard category 1
nuclear facilities, the Under Secretary for Nuclear Security approves exemptions.
This authority may be delegated to other heads of departmental NNSA elements.

The exemption concurrence and approval process for ESE facilities and activities is as

follows:

= The approval authority must provide copies of the exemption request, appropriate
supporting documentation, and the draft exemption, and request concurrence on each
exemption from the following parties before granting an exemption:

(0]

O OO

The CSO

The OPI

HSS

The ESE CTA for requirements listed on the ESE index of baseline nuclear safety
requirements

= The approval authority may not grant the exemption until

(0}
o

the parties have concurred; or
thirty (30) calendar days have passed without non-concurrence after providing the
parties the draft exemption and associated documentation.

= |f one of the parties submits non-concurrence, the approval authority must proceed as
follows or deny the exemption:

(0}

(0}

(0}

Work with the nonconcurring party to resolve any issues and withdraw the non-
concurrence.

For non-concurrences from DOE personnel, raise the issue to the Under Secretary
for Energy or the Under Secretary for Science, as appropriate for resolution.

For non-concurrences from parties outside of ESE, raise the matter to the Deputy
Secretary for resolution.

= Unless otherwise stated in the directive approval is as follows:

(0]

Heads of departmental elements (which include operations and field office
managers) approve exemptions from requirements from DOE Orders, notices, and
manuals for activities and facilities under their direction.

For ES&H requirements in Orders, notices, and manuals for hazard category 1
nuclear facilities, the Under Secretary for Energy, Science and Environment
approves exemptions to requirements in DOE Orders, notices, and manuals. This
authority may be delegated to other heads of departmental elements.

Exemption concurrence and approval process for other than NNSA or ESE facilities and
activities is as follows:
= The approval authority must provide copies of the exemption request, appropriate
supporting documentation, and the draft exemption and request concurrence on each
exemption from the following parties before granting an exemption:




The CSO

The OPI

HSS

The Office of the General Counsel

The approval authority may not grant the exemption until

0 the parties have concurred; or

o thirty calendar days have passed without non-concurrence after providing the
parties the draft exemption and associated documentation.

O O0OO0o

If one of the parties submits non-concurrence, the approval authority must proceed as

follows or deny the exemption:

o Work with the nonconcurring party to resolve any issues and withdraw the non-
concurrence.

0 Raise the matter to the Deputy Secretary for resolution.

Unless otherwise stated in the directive, heads of departmental elements approve
exemptions from DOE Orders, notices, and manuals for activities and facilities under
their direction.

Exemption requests must include the following information:

Site or facility for which an exemption is being requested

Reference to the requirements for which exemption is sought

Identification and justification of the acceptance of any additional risks that will be
incurred if the exemption is granted

Benefits to be realized by providing the exemption

Whether the exemption being requested is temporary or permanent and for temporary
exemptions, indication of when compliance will be achieved

Identification of other pertinent data or information used as a basis for obtaining an
exemption

Requests for exemptions to ES&H requirements must also address the following:

A description of any special circumstances that warrant the granting of an exemption,

including whether

o application of the requirement in the particular circumstances would conflict with
another requirement;

o application of the requirement in the particular circumstances would not achieve,
or is not necessary to achieve its underlying purpose;

o application of the requirement in the particular circumstances would not be
justified by any safety and health benefit;

o the exemption would result in a health and safety benefit that compensates for any
detriment that would result from granting the exemption; or

o other material circumstances that exist were not considered when the requirement
was adopted for which it is in the public interest to grant an exemption.

Steps to be taken to provide adequate protection of health, safety, and the
environment, and a statement that adequate protection will be provided.

A description of any alternative or mitigating actions that have or will be taken to
ensure adequate safety and health and protection of the public, the workers, and the
environment for the period the exemption will be effective.




The approval criteria for all exemption decisions are as follows:

The basis for approving the exemption must be documented in the approval and the

approving authority may grant an exemption only if the exemption

0 is not prohibited by law;

o0 would not present an undue risk to public health and safety, the environment,
facility workers, or security; and

o is warranted under the circumstances.

Following is the new DOE O 251.1C, paragraph 6.a.(3)(c) exemption process:

C.

Equivalencies are alternatives to how a requirement in a directive is fulfilled in cases
where the “how” is specified. These represent an alternative approach to achieving
the goal of the directive. Unless specified otherwise in the directive, equivalencies are
granted, in consultation with the OPI, by the PSO or their designee, or in the case of
the NNSA, by the Administrator or designee, and documented for the OPI in a
memorandum.

Exemptions are the release from one or more requirements in a directive. Unless
specified otherwise in the directive, exemptions are granted, in consultation with the
OPI, by the PSO or their designee, or in the case of the NNSA, by the Administrator
or designee, and documented for the OPI in a memorandum. For those directives
listed in attachment 1 of DOE O 410.1, Central Technical Authority Responsibilities
Regarding Nuclear Safety Requirements, CTA concurrences are required prior to the
granting of exemptions.

The basis for approving exemptions and equivalency requests must be documented in
the approval memorandum. Any increase in risk to public health and safety, the
environment, workers, or security must be justified.

Discuss in detail the requirements contained in Department of Energy Acquisition
Regulations (DEAR) Clauses 970.5223-1, Integration of Environment, Safety and
Health into Work Planning and Execution, DEAR 970.5204-2, Laws, Regulations

and DOE Directives, and DEAR 970.5215-3, Conditional Payment of Fee.

48 CFR 970.5223-1
Following is 48 CFR 970.5223-1 in its entirety.

Integration of Environment, Safety, and Health Into Work Planning and
Execution (DEC 2000).

(a) For the purposes of this clause,
(1) safety encompasses environment, safety, and health, including
pollution prevention and waste minimization; and
(2) employees include subcontractor employees.

(b) In performing work under this contract, the contractor should perform
work safely, in a manner that ensures adequate protection for employees,
the public, and the environment, and should be accountable for the safe
performance of work. The contractor should exercise a degree of care
commensurate with the work and the associated hazards. The contractor
should ensure that management of ES&H functions and activities becomes




an integral but visible part of the contractor’s work planning and execution

processes. The contractor should, in the performance of work, ensure that:

(1) Line management is responsible for the protection of employees, the
public, and the environment. Line management includes those contractor
and subcontractor employees managing or supervising employees
performing work.

(2) Clear and unambiguous lines of authority and responsibility for ensuring
ES&H are established and maintained at all organizational levels.

(3) Personnel possess the experience, knowledge, skills, and abilities that are
necessary to discharge their responsibilities.

(4) Resources are effectively allocated to address ES&H, programmatic, and
operational considerations. Protecting employees, the public, and the
environment is a priority whenever activities are planned and performed.

(5) Before work is performed, the associated hazards are evaluated and an
agreed-upon set of ES&H standards and requirements are established
which, if properly implemented, provide adequate assurance that
employees, the public, and the environment are protected from adverse
consequences.

(6) Administrative and engineering controls to prevent and mitigate hazards
are tailored to the work being performed and associated hazards. Emphasis
should be on designing the work and/or controls to reduce or eliminate the
hazards and to prevent accidents and unplanned releases and exposures.

(7) The conditions and requirements to be satisfied for operations to be
initiated and conducted are established and agreed-upon by DOE and the
contractor. These agreed-upon conditions and requirements are
requirements of the contract and binding upon the contractor. The extent
of documentation and level of authority for agreement should be tailored
to the complexity and hazards associated with the work and should be
established in a safety management system.

(c) The contractor should manage and perform work in accordance with a
documented safety management system (System) that fulfills all conditions in
paragraph (b) of this clause at a minimum. Documentation of the system shall
describe how the contractor will:

(1) Define the scope of work;

(2) Identify and analyze hazards associated with the work;

(3) Develop and implement hazard controls;

(4) Perform work within controls; and

(5) Provide feedback on adequacy of controls and continue to improve safety
management.

(d) The system shall describe how the contractor will establish, document, and
implement safety performance objectives, performance measures, and
commitments in response to DOE program and budget execution guidance
while maintaining the integrity of the system. The system should also describe
how the contractor will measure system effectiveness.




(e) The contractor shall submit to the contracting officer documentation of its
System for review and approval. Dates for submittal, discussions, and
revisions to the system will be established by the contracting officer.
Guidance on the preparation, content, review, and approval of the system will
be provided by the contracting officer. On an annual basis, the contractor
should review and update, for DOE approval, its safety performance
objectives, performance measures, and commitments consistent with and in
response to DOE’s program and budget execution guidance and direction.
Resources shall be identified and allocated to meet the safety objectives and
performance commitments as well as maintain the integrity of the entire
system. Accordingly, the system shall be integrated with the contractor’s
business processes for work planning, budgeting, authorization, execution,
and change control.

(F) The contractor shall comply with, and assist DOE in complying with, ES&H
requirements of all applicable laws and regulations, and applicable directives
identified in the clause of this contract entitled “Laws, Regulations, and DOE
Directives.” The contractor should cooperate with Federal and non-Federal
agencies having jurisdiction over ES&H matters under this contract.

(9) The contractor should promptly evaluate and resolve any noncompliance with
applicable ES&H requirements and the system. If the contractor fails to
provide resolution or if, at any time, the contractor’s acts or failure to act
causes substantial harm or an imminent danger to the environment or health
and safety of employees or the public, the contracting officer may issue an
order stopping work in whole or in part. Any stop work order issued by a
contracting officer under this clause (or issued by the contractor to a
subcontractor in accordance with paragraph (i) of this clause) shall be without
prejudice to any other legal or contractual rights of the Government. In the
event that the contracting officer issues a stop work order, an order
authorizing the resumption of the work may be issued at the discretion of the
contracting officer. The contractor shall not be entitled to an extension of time
or additional fee or damages by reason of, or in connection with, any work
stoppage ordered in accordance with this clause.

(h) Regardless of the performer of the work, the contractor is responsible for
compliance with the ES&H requirements applicable to this contract. The
contractor is responsible for flowing down the ES&H requirements applicable
to this contract to subcontracts at any tier to the extent necessary to ensure the
contractor’s compliance with the requirements.

(i) The contractor shall include a clause substantially the same as this clause in
subcontracts involving complex or hazardous work on site at a DOE-owned or
-leased facility. Such subcontracts shall provide for the right to stop work
under the conditions described in paragraph (g) of this clause. Depending on
the complexity and hazards associated with the work, the contractor may
choose not to require the subcontractor to submit a SMS for the contractor’s
review and approval.




48 CFR 970.5204-2
Following is 48 CFR 970.5204-2 in its entirety.

Laws, Regulations, and DOE Directives (DEC 2000).

(@)

In performing work under the contract, the contractor shall comply with
the requirements of applicable Federal, State, and local laws and
regulations (including DOE regulations), unless relief has been granted in
writing by the appropriate regulatory agency. A List of Applicable Laws
and regulations (List A) may be appended to this contract for information
purposes. Omission of any applicable law or regulation from List A does
not affect the obligation of the contractor to comply with such law or
regulation pursuant to this paragraph.

(b) In performing work under this contract, the contractor should comply with

(©)

the requirements of those Department of Energy directives, or parts
thereof, identified in the List of Applicable Directives (List B) appended
to this contract. Except as otherwise provided for in paragraph (d) of this
clause, the contracting officer may, from time to time and at any time,
revise List B by unilateral modification to the contract to add, modify, or
delete specific requirements. Prior to revising List B, the contracting
officer shall notify the contractor in writing of the Department’s intent to
revise List B and provide the contractor with the opportunity to assess the
effect of the contractor’s compliance with the revised list on contract cost
and funding, technical performance, and schedule; and identify any
potential inconsistencies between the revised list and the other terms and
conditions of the contract. Within 30 days after receipt of the contracting
officer’s notice, the contractor shall advise the contracting officer in
writing of the potential impact of the contractor’s compliance with the
revised list. Based on the information provided by the contractor and any
other information available, the contracting officer shall decide whether to
revise List B and so advise the contractor not later than 30 days prior to
the effective date of the revision of List B. The contractor and the
contracting officer shall identify and, if appropriate, agree to any changes
to other contract terms and conditions, including cost and schedule,
associated with the revision of List B pursuant to the clause of the contract
entitled, “Changes.”

Environment, Safety, and Health requirements appropriate for work
conducted under this contract may be determined by a DOE approved
process to evaluate the work and the associated hazards and identify an
appropriately tailored set of standards, practices, and controls, such as a
tailoring process included in a DOE approved system implemented under
the clause entitled “Integration of Environment, Safety, and Health into
Work Planning and Execution.” When such a process is used, the set of
tailored ES&H requirements, as approved by DOE pursuant to the process,
should be incorporated into List B as contract requirements with full force
and effect. These requirements shall supersede, in whole or in part, the




contractual environmental, safety, and health requirements previously
made applicable to the contract by List B. If the tailored set of
requirements identifies an alternative requirement varying from an ES&H
requirement of an applicable law or regulation, the contractor shall request
an exemption or other appropriate regulatory relief specified in the
regulation.

(d) Except as otherwise directed by the contracting officer, the contractor
shall procure all necessary permits or licenses required for the
performance of work under this contract.

(e) Regardless of the performer of the work, the contractor is responsible for
compliance with the requirements of this clause. The contractor is
responsible for flowing down the requirements of this clause to
subcontracts at any tier to the extent necessary to ensure the contractor’s
compliance with the requirements.

48 CFR 970.5215-3

The following is an excerpt of 48 CFR 970.5215-3, which identifies contract requirements
and the types of requirements associated with that contract.

(a) General. (1) The payment of earned fee, fixed fee, profit, or share of cost
savings under the contract is dependent upon:

(i) The contractor’s or contractor employees’ compliance with the terms
and conditions of the contract relating to ES&H that includes worker
safety and health (WS&H), including performance under an approved
ISMS; and

(i1) The contractor’s or contractor employees’ compliance with the terms
and conditions of this contract relating to the safeguarding of restricted
data (RD) and other classified information.

(2) The ES&H performance requirements of this contract are set forth
in its ES&H terms and conditions, including the DOE approved
contractor ISMS or similar document. Financial incentives for
timely mission accomplishment or cost effectiveness shall never
compromise or impede full and effective implementation of the
ISMS and full ES&H compliance.

(3) The performance requirements of this contract relating to the
safeguarding of RD and other classified information are set forth in
the clauses of this contract entitled, “Security,” and “Laws,
Regulations, and DOE Directives,” as well as in other terms and
conditions.

(4) If the contractor does not meet the performance requirements of the
contract relating to ES&H or to the safeguarding of RD and other
classified information during any performance evaluation period
established under the contract pursuant to the clause of the contract
entitled, “Total Available Fee: Base Fee Amount and Performance
Fee Amount,” otherwise earned fee, fixed fee, profit or share of
cost savings may be unilaterally reduced by the contracting officer.




The potential for significant negative monetary consequences, at the discretion of the
contracting officer, is used as an incentive to ensure and promote mission performance.

d. Discuss in detail the process used to review and approve contractor ISM System
Descriptions.

Because attachment 7 of DOE G 450.4-1C provides guidance for development of ISM
system descriptions, it is suggested that it be used as a template against which contractor-
submitted ISM system descriptions may be compared in the review and approval process.

The material for KSAs d through i is taken from DOE G 450.4-1C.

DOE G 450.4-1C, attachment 7 outlines important considerations and suggested approaches
for development of ISM system descriptions intended to meet the applicable requirements of
DOE O 450.2 and the DEAR ISM clause.

In developing these system descriptions, the following should be considered:

= How each organization defines its work activities related to achieving the ISM
objective of safe mission accomplishment

= The implementing mechanisms, processes, and methods by which each organization
implements the ISM guiding principles to create an effective environment for ISM
implementation

= The implementing mechanisms, processes, and methods by which each office
implements the ISM core functions

= How environmental management systems, QAPs, and other management processes
and systems are integrated with the ISM system

= How each organization will measure ISM effectiveness, perform ISM effectiveness
reviews, prepare ISM declarations, and continuously improve the effectiveness of the
ISM system

= How each organization will establish, document, and implement relevant safety goals,
performance objectives, measures, and commitments in response to secretarial and
DOE office direction and budget execution guidance while maintaining the integrity
of the system

= How each organization will maintain its ISM system description so that it is accurate
and up-to-date, and demonstrates continuous ISM improvement in its performance of
safe work activities

Each ISM system description is a primary management system description for the particular
office for accomplishing work in a safe and environmentally sound manner, and should be
integrated with other relevant safety and management systems, such as QA, and
environments management systems. ISM systems are most effective when integrated with the
office business processes for work definition and planning, budgeting, authorization,
execution, financial management and control, change control, performance measurement and
evaluation, incorporation of lessons learned, and continuous improvement. For example, ISM
accountabilities and performance should be reflected in personnel performance objectives
and evaluations. ISM system descriptions may be combined into a single document or a set
of documents.




ISM system descriptions should be reviewed at an appropriate frequency to determine
whether updates are needed. A statement to this effect should be included in a periodic ISM
declaration.

Organizations with safety management responsibilities should establish and maintain
implementing mechanisms, including processes, policies, protocols, procedures,
documentation, and training, to translate ISM system expectations into implementation
activities and desired human behaviors. These mechanisms need to consider all active and
applicable program and facility life-cycle phases, including design, construction, operation,
maintenance, research and development, and deactivation and decommissioning.

The level of rigor in the ISM system descriptions should be consistent with the hazards and
complexity of the applicable facilities and activities.

e. Discuss the implementing mechanisms, including work planning and control,
contained in the contractor’s approved ISM System Description.

All safety control measures, programs, and processes, regardless of the level at which they
are specified, and regardless of whether they are mandatory or voluntary, flow down and
should be implemented at the appropriate work level to achieve adequate safety. Both DOE
and the operating organization should review existing processes and programs to ensure they
are integrated, flow down to the task/activity work level, and adequately address ISM system
requirements. For these reasons, an ISM system should include processes for selecting and
applying site and facility processes or procedures to use in developing work-specific control
measures.

Figure 3 illustrates the layered structure that characterizes an ISM system. Each circle
represents a single organizational level; that is, the institution or site level, the facility level,
and the activity level. Individuals at each level of the organization play a role in work and
safety planning. As illustrated in figure 3, the core safety functions are integrated at each
level.
= The institutional level—the DOE regulatory and program organizations. This level
has responsibility for setting standards and expectations, as well as overseeing the
implementation of ISM by contractors. The institutional level also encompasses
contractor management of the laboratories and production sites. The seven guiding
principles of ISM are basically management requirements for its implementation at
the facility and institutional levels.
= The facility level—the safe and compliant operation of facilities that house hazardous
activities. The primary goal of implementing ISM at the facility level is to provide an
approved safety basis for both production and research activities. Properly applied at
the facility level, ISM is designed to protect workers from system-level accidents (a
facility fire, for example) and the public from the release of hazardous materials and
chemicals (plutonium, for example). The five core functions of ISM provide the
fundamental logic for developing a compliant facility safety basis; the details are
embodied in DOE directives.
= The activity level—the safe execution of hazardous work needed to accomplish
DOE’s national security, environmental cleanup, energy, and science missions. The
five core functions of ISM provide the fundamental logic for developing procedures




and work controls that protect the technologists, scientists, and engineers working
with hazardous materials and energetic processes.
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Figure 3. Major interactions between organizational levels for the five ISM core functions

f. Discuss in detail the DOE mechanisms used to oversee implementation of the
contractor’s ISM System Description.

DOE O 450.2 requires DOE line management to determine the need for, and frequency of,
contractors’ ISM declarations (i.e., the status and effectiveness of ISM system
implementation, including planning and execution of work) for facilities and activities based
on hazards, risks, and contractor performance history and document their decisions
concerning high-consequence activities, such as high-hazard nuclear operations.
Configurations of facilities and activities vary considerably within DOE. Some large, multi-
purpose facilities contain several discrete activities and some large, complex activities take
place in multiple facilities. In making such decisions, DOE line management should consider
various factors including the following:
= Appropriate groupings of facilities and activities that optimize both the effort
expended to prepare the declarations and the continuous improvement benefits
derived therein
= Risks and hazards presented by the facilities/activities covered by the ISM system




Safety performance, including consideration of past events and accidents and results
of past appraisals by the contractor, DOE line management, independent oversight
organizations, external reviewers and DOE’s regulatory enforcement office
Effectiveness of the contractor assurance system and issues management processes
Significant changes in operations for the facilities/activities covered by the ISM
system, such as new facilities, new mission/operational activities, major
modifications to facilities or activities, changes in level of activity (e.g., significant
increase in production or workload), or major changes in procedures controlling
potentially hazardous work

Significant changes in management and organizations for the facilities/activities
covered by the ISM system, such as a new contractor or major subcontractor,
reorganizations or multiple new personnel in key management positions, or large
influxes of new personnel

Significant changes in safety management programs and processes for the
facilities/activities covered by the ISM system, such as a new or significantly revised
contractor ISM system, a major revision to the contractor assurance system, major
revisions to safety bases for nuclear facilities, or other major changes to work
planning and control processes

DOE line management should periodically issue a declaration report on the status of
implementation of ISM within that office both for the DOE office and its contractors,
including applicable site and contractor operations. DOE secretarial offices typically evaluate
applicable DOE HQ and field office activities and applicable contractor activities, and DOE
field offices typically evaluate applicable DOE field office activities and applicable
contractor activities. The report generally includes the following:

A summary of relevant activities and assessments that were completed during the
report period and provide the basis for the determination of overall ISM effectiveness,
such as ISM effectiveness reviews, self-assessments, line oversight reviews, lower-
level ISM reviews (e.g., reviews of specific functional areas, facilities, activities,
processes that provide information about selected safety elements), integrated ISM
reviews (e.g., coordinated or concurrent reviews of multiple ISM elements), pertinent
feedback data from a variety of mechanisms, and corrective or compensatory actions
to address weaknesses and opportunities to enhance ISM effectiveness

A determination of the overall effectiveness of implementation of ISM

A discussion of potential site vulnerabilities to provide an opportunity to develop and
implement risk management options and strategies, including re-scoping activities,
re-allocating funds and resources to address the vulnerabilities, or identifying the
consequences of proceeding without addressing them

Any safety-significant related directive exemptions or changes in the contract during
the report period

DOE regulatory enforcement activities history

g. Discuss the process used to maintain and update the contractor’s approved ISM
System Description.

DOE’s continuing core expectations (CCEs) have proven useful in maintaining ISM systems
and in developing an evaluation of the effectiveness of the ISM system. They can be used to
guide effectiveness reviews or ISM verification reviews.




CCE-1: Organizations update their safety performance goals, objectives, performance
measures, and commitments, in response to DOE senior level direction and guidance,
so that they reflect and promote continual improvement and address major mission
changes, as required. Contractors update their safety performance objectives,
performance measures, and commitments annually as required by the DEAR ISM
clause. The ISM system description is updated and submitted for approval as
scheduled by the contracting officer.

CCE-2: System effectiveness, evaluated as described in the contractor’s ISM system
description, is satisfactory. Safety performance objectives, measures, and
commitments are met or exceeded, and they are revised as appropriate for the next
year.

CCE-3: Work activities reflect effective implementation of the functions of ISM
system. Work scope is clearly defined. Hazards are identified and analyzed. Actions
to prevent or eliminate the hazards are taken. Controls are developed and effectively
translated into work instructions or procedures and implemented. Work is properly
authorized. Work is accomplished within controls. Appropriate worker involvement
IS a priority.

CCE-4: Organizational implementing mechanisms are established and implemented
to provide an effective environment for ISM implementation, as embodied in the ISM
guiding principles and supplemental safety culture elements. Roles and
responsibilities are clear. Line management is responsible for safety. Required
competence is commensurate with responsibilities, and the technical and safety
system knowledge of managers and staff continues to improve.

CCE-5: Contractor and DOE budget processes ensure that priorities are balanced.
Budget development and change control processes ensure that safety is balanced with
production. Facility procedures ensure that production is balanced with safety.
CCE-6: An effective feedback and improvement process, using progressively more
demanding criteria, is functioning at each level of the organization from the worker
and individual activities through the facilities and the site, including the ISM
feedback and improvement process used by and within DOE. The requirements of
DOE O 226.1B are implemented. Issues management is effective so that issues are
identified, evaluated, and closed. Issues identified during ISM effectiveness reviews
and ISM system verifications are effectively addressed.

CCE-7: List Allist B in contracts is reviewed and updated, as necessary, and
concurrent with the budget cycle. The process for effecting changes to the standards
and requirements identified in the contract per DEAR list A and list B (48 CFR
970.5204-2, “Laws, Regulations, and DOE Directives™) is utilized and is effective.
Authorization agreements and authorization basis documents are maintained current.
Changes in agreed-upon standards and requirements are included to reflect mission
changes. An effective, dynamic process to keep standards and requirements current is
apparent.

CCE-8: Relevant performance records reflect an improving ISM system. Records
include routine DOE and contractor self-assessment reports, independent and focused
assessment reports, incident investigations, occurrence reports, DOE enforcement
action reports, reports of enforcement activity conducted by external state and Federal
safety agencies, and other relevant documentation that provides evidence on the status
of implementation, integration, and effectiveness of the ISM system. Feedback,




improvement, and change control processes cited in the contractor ISM system
description are in place and effective.

= CCE-9: DOE ISM system procedures and mechanisms are in place to ensure that
work is formally and appropriately authorized and performed safely in a manner that
protects the public, workers, and the environment. DOE line managers are involved in
the review of safety issues and concerns and have an active role in authorizing
operations.

= CCE-10: DOE ISM system procedures and mechanisms are in place to ensure that
hazards are analyzed, actions to prevent or eliminate the hazards are taken, controls
are developed, and feedback and improvement programs are in place and effective.
DOE line managers use these processes effectively, consistent with the DOE field
office FRA and DOE FRA requirements. DOE ISM system procedures and
mechanisms integrate ISM with QA, environmental management system (EMS), and
other management systems.

h. Describe the approach used to assess the effectiveness of the contractor’s
approved ISM System.

An ISM effectiveness review is a review conducted by an organization for determining
whether its ISM system is in full conformance with the requirements and expectations for
effective implementation. The ISM effectiveness review is a qualitative review that
encompasses multiple elements, including review of self-assessments; oversight review
results; integrated reviews across multiple reporting elements; performance against
established performance objectives, measures, and commitments; and other feedback and
performance information.

The following guidance outlines a suggested approach to performing ISM effectiveness
reviews.

ISM effectiveness reviews are an important tool of ISM implementation that allow for
evaluating implementation and making necessary adjustments. Elements of this review
should be ongoing and culminate in a review report that contributes to a summary evaluation.
The purposes of an ISM effectiveness review are:
= Determine the effectiveness of the implementation of the ISM system in integrating
safety into work performance, in supporting the safe performance of work, and in
improving safety performance.
= |dentify strengths of ISM system implementation for sharing with other DOE
elements to aid improvements at other locations.
= |dentify weaknesses of ISM system implementation to focus attention on corrective
and improvement actions.
= |dentify opportunities for improvement in the efficiency or effectiveness of the ISM
system, and identify actions for continuous improvement.

The following steps are recommended for ISM effectiveness reviews:
1. Review contractor performance and ISM system effectiveness:
0 Review ISM review(s) and summary evaluation(s) if performed by the
contractor(s).




0 Review the safety performance of the contractor(s) against recent safety
performance objectives, measures, and commitments.

0 Review the overall safety performance of the contractor(s), including results from
various streams of feedback and improvement information. Attachment 13 to
DOE G 450.4-1C provides safety performance objectives, measures, and
commitments that are useful for reviewing safety performance.

0 Review results of line oversight of the contractor(s).

0 Review the completeness and accuracy of the ISM system description for the
contractor(s) and the flow down of the site ISM system description to the site and
facility procedures.

0 Determine whether a full ISM verification of the contractor(s) is needed.

o Perform a full ISM verification when needed.

o If afull ISM verification is not needed, document the review and conclusions
regarding effectiveness of the ISM system implementation by the contractor(s),
basis for conclusions, strengths and weaknesses, and areas for improvement.

o If there is more than one contractor, look at ISM system performance across all
the contractors to identify and document any generic or broad-based strengths or
weaknesses or areas for improvement.

2. Review DOE field office performance and ISM system effectiveness:

0 Onthe DOE side, review self-assessment results regarding DOE ISM
performance.

o0 Review DOE field office performance against recent safety performance
objectives, measures, and commitments.

0 Review the completeness and accuracy of the ISM system description for the
DOE field office, and make necessary changes. Determine whether an update is
necessary. If an update is made, prepare a summary of changes.

0 Review integrated DOE/contractor safety performance; include results from
various sources of feedback and improvement information, including external and
independent oversight findings.

3. Determine ISM effectiveness and prepare summary report:

0 Based on all the prior reviews, reach an overall conclusion regarding the state of
ISM effectiveness.

0 Prepare a summary evaluation report that documents the overall review process
and conclusions regarding the effectiveness of the ISM system for the DOE
office, basis for conclusions, strengths and weaknesses, areas for improvement,
and corrective and improvement actions, with schedules for completion.

In judging effectiveness, both process measures and outcome measures should be considered.
Examples of process measures include the following:

= Implementation of each ISM function and each ISM principle

= Integration of ISM with other management systems

= Completion of ISM commitments

= |dentification of weaknesses and improvement activities

= Satisfactory performance on process-based performance measures

= Feedback from oversight reviews.




Examples of outcome measures include satisfactory performance on outcome-based performance
measures, including those related to safe performance of work activities.

In approaching ISM effectiveness reviews, DOE offices need to guard against complacency and
“by rote” compliance. For the ISM effectiveness reviews to add value, DOE offices should
periodically take a fresh approach or use different personnel to perform the review. DOE offices
may want to periodically focus more intensely on a specific area within ISM in their review and
declaration.

It is recommended that DOE field offices determine and provide the criteria they will use to
judge effectiveness to their contractors as early as possible, and preferably well in advance, so
that contractors can effectively focus their resources and efforts to meet expectations. Similarly,
DOE field offices would benefit from early identification of effectiveness criteria in planning
self-assessments and line oversight reviews. The criteria for determining effectiveness should be
included in the ISM system description and updated as needed, if changes are made. Attachment
9 of DOE G 450.4-1C describes criteria that can be used to judge effective implementation of
ISM year after year.

DOE-HDBK-3027-99, Integrated Safety Management Systems Verification Team Leader’s
Handbook, provides additional information relevant to DOE ISM verifications.

i. Discuss the process used to develop and approve contractor annual ISM
performance objectives, measures, and commitments.

DOE 0 450.2 establishes requirements that safety goals for DOE offices and contractors will
be established and monitored by DOE offices to drive performance improvement or maintain
excellent performance. DEAR 970.5223-1(e) states, “On an annual basis, the contractor shall
review and update, for DOE approval, its safety performance objectives, performance
measures, and commitments consistent with and in response to DOE’s program and budget
execution guidance and direction.” Continuing core expectation CCE-2 in DOE G 450.4-1C
addresses continuing safety performance objectives, measures, and commitments.

The purpose of safety performance objectives, measures, and commitments is to drive
improvement in safety performance and ISM system effectiveness.

Performance objectives, measures, and commitments are developed based upon numerous
considerations, including the budget process. This approach to continuous improvement
recognizes the need for investment in improvement. The ISM guiding principle of balanced
priorities should be considered in developing appropriate performance objectives, measures,
and commitments. One of the most effective methods to drive DOE contractor safety
performance is by tying incentive fees to safety performance.

The following are sample performance objectives:
= Achieve zero organizational accidents.
= Perform work so that personnel hazards are anticipated, identified, evaluated, and
controlled.
= Perform work in a manner that does not present a threat of harm to the public or the
environment and that will identify, control, and respond to environmental hazards.




Be recognized for operational excellence.

Be recognized for excellent personnel.

Be recognized for excellent safety culture.

Be recognized for sound environmental management (EM) practices.

Senior leadership commitment to safety is clear and visible.

Establish and sustain a robust safety culture, consistent with ISM principles.

Fully integrate HPI initiatives into ISM systems.

Demonstrate sound stewardship of the site through safe and effective hazardous and
radioactive waste minimization and management through restoration of the site where
degradation has occurred.

The following are sample performance measures:

Exposures of personnel to chemical, physical, and biological hazards are adequately
controlled.

Accident and injury rates, lost workday case rates, and the DOE injury cost index are
adequately controlled. Perform better than comparable industry statistics and exhibit a
downward trend.

Exposures of personnel to ionizing radiation are adequately controlled.

Reportable occurrences are managed with effective corrective actions and are
minimized.

Radioactive material is adequately controlled.

The fire department response time and the rate of completion of required fire
protection actions are adequately controlled and accomplished.

Environmental violations and releases are adequately controlled.

The amount of waste generated and the amount of pollutants emitted are reduced.
Hazardous and radioactive wastes are managed in a manner that meets regulatory
requirements and is cost effective.

Error-likely situations are identified and controlled.

Corrective actions are timely.

Corrective actions are effective at resolving originally identified causes.

The number of repeat occurrences is minimized through effective corrective actions.
Employee concerns are tracked and resolved in a timely manner.

Employee concerns are effectively addressed to resolve the identified concerns.
Self-assessments effectively identify issues raised by independent organizations when
systemic issues are identified.

The quality of safety basis documents, as measured by defects identified by
assessments or occurrences, is excellent.

The assessment and oversight schedule is issued by September 30th.

At least 95 percent of annually planned assessments are completed.

At least 90 percent of identified employee qualifications are completed on time.

A line manager walk-around program is implemented such that line managers spend
at least 100 hours individually in the field each year.

Work scope priorities are defined and communicated to contractors by July 31st of
each year to guide annual work planning.

Corrective actions are reviewed monthly with the contractor for any cost or schedule
variance that is greater than a negative ten percent.

Monthly all-employees meetings are conducted, with an emphasis on safety.




= A DPO procedure is implemented, and employees are trained on it.
= Performance improvement is evident in environmental compliance and pollution
prevention (P2).

Performance measures can also be developed to address various parameters such as:
= Behavioral and process measures such as the number of near-misses, the number of
error reports, the number of behavioral observations, the number of safe acts, etc.
= Events—number of first aid cases, occurrences, near misses
= Safety inspections—number and score
= Employee input—safety concerns and survey responses
» Management assessment results
= Housekeeping inspection results
= Safety-related work package cycle time
= Procedure compliance rates

The following are sample performance commitments:

= Develop performance evaluation standards to ensure greater line management
responsibility and accountability for safety.

= Develop and implement processes for work planning and control that fulfill the
attributes of best practice processes.

= Develop a robust and comprehensive line organization self-assessment program to
assess overall safety performance and ISM effectiveness.

= Achieve P2 and sustainable environmental stewardship goals.

= Implement DOE ISM supplemental safety culture elements.

= [|nitiate two HPI projects.

= Achieve P2 and sustainable environmental stewardship goals.

= Train employees on ISM system revisions.

= Conduct two safety system assessments.

= Maintain voluntary protection program Star status.

= Improve total recordable case rate by implementing DuPont “STOP” program.

= Achieve P2 and sustainable environmental stewardship goals.

Mandatory Performance Activities:

a. Lead or participate in an assessment of a site or facility’s implementation of
Integrated Safety Management.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

DOE-HDBK-3027-99 provides guidance to an ISMS verification team leader and the
verification team in conducting ISMS verifications. This handbook describes the methods
and approaches to
= develop the scope of the phase | and phase Il review processes to be consistent with
the history, hazards, and complexity of the site, facility, or activity;
= develop procedures for the conduct of the phase I review, validating that the ISMS
documentation satisfies the DEAR clause as amplified in DOE P 450.4A, Integrated
Safety Management Policy, and associated guidance and that DOE can effectively




execute responsibilities as described in the FRAM; develop procedures for the
conduct of the phase Il review, validating that the description approved by the
approval authority, following or concurrent with the phase | review, has been
implemented; and

= describe a methodology by which the DOE ISMS verification teams will be advised,
trained, and/or mentored to conduct subsequent ISMS verifications.

This handbook provides proven approaches and methodologies for the review of the ISMS
descriptions provided by contractors.

. An STSM must have a working level knowledge of the DOE Principles of Human
Performance Improvement described in the Human Performance Fundamentals
Course (National Academy for Nuclear Training).

The information for KSAs a and b is taken from volume 1 of DOE-HDBK-1028-2009.

a. Explain the significance of human error in the incidences of occurrences and
events.

About 80 percent of all events are attributed to human error. In some industries, this number
is closer to 90 percent. Roughly 20 percent of events involve equipment failures. When the
80 percent human error is broken down further, it reveals that the majority of errors
associated with events stem from latent organizational weaknesses (perpetrated by humans in
the past that lie dormant in the system), whereas about 30 percent are caused by the
individual worker touching the equipment and systems in the facility. Clearly, focusing
efforts on reducing human error will reduce the likelihood of events.

An analysis of significant events in the commercial nuclear power industry between 1995
and 1999 indicated that 3 of every 4 events were attributed to human error, as reported by
INPO. Additionally, an NRC review of events in which fuel was damaged while in the
reactor showed that human error was a common factor in 21 of 26 (81 percent) events. The
report disclosed that “the risk is in the people—the way they are trained, their level of
professionalism and performance, and the way they are managed.” Human error leading to
adverse consequences can be very costly: it jeopardizes an organization’s ability to protect its
workforce, its physical facility, the public, and the environment from calamity. Human error
also affects the economic bottom line. Very few organizations can sustain the costs
associated with a major accident (such as, product, material and facility damage, tool and
equipment damage, legal costs, emergency supplies, clearing the site, production delays,
overtime work, investigation time, supervisors’ time diverted, cost of panels of inquiry). It
should be noted that costs to operations are also incurred from errors by those performing
security, work control, cost and schedule, procurement, QA, and other essential but non-
safety-related tasks. Human performance remains a significant factor for management
attention, not only from a safety perspective, but also from a financial one.

A traditional belief is that human performance is a worker-focused phenomenon. This belief
promotes the notion that failures are introduced to the system only through the inherent
unreliability of people—once we can rid ourselves of a few bad performers, everything will
be fine. There is nothing wrong with the system. However, experience indicates that
weaknesses in organizational processes and cultural values are involved in the majority of




facility events. Accidents result from a combination of factors, many of which are beyond the
control of the worker. Therefore, the organizational context of human performance is an
important consideration. Event-free performance requires an integrated view of human
performance from those who attempt to achieve it; that is, how well management, staff,
supervisors, and workers function as a team and the degree of alignment of processes and
values in achieving the facility’s economic and safety missions.

b. Name three of the five principles of human performance and provide a workplace
example of each principle in action.

Five simple statements, listed below, are referred to as the principles or underlying truths of
human performance. Excellence in human performance can only be realized when
individuals at all levels of the organization accept these principles and embrace concepts and
practices that support them. These principles are the foundation blocks for the behaviors
described and promoted in this handbook:
1. People are fallible, and even the best people make mistakes.
2. Error-likely situations are predictable, manageable, and preventable.
3. Individual behavior is influenced by organizational processes and values.
4. People achieve high levels of performance because of the encouragement and
reinforcement received from leaders, peers, and subordinates.
5. Events can be avoided through an understanding of the reasons mistakes occur and
application of the lessons learned from past events (or errors).

Specific workplace examples will be evaluated based on merit by the Qualifying Official.

c. Explain how individual behavior affects the frequency and severity of an
occurrence or an event.

The following is taken from volume 1 of DOE-HDBK-1028-20009.

The following unsafe attitudes create danger in the workplace. Awareness of these unsafe,
detrimental attitudes among the workforce is a first step toward applying error-prevention
methods.
= Pride—an excessively high opinion of one’s ability; arrogance. Being self-focused,
pride tends to blind people to the value of what others can provide, hindering
teamwork.
= Heroic—an exaggerated sense of courage and boldness, like that of General George
Armstrong Custer.
= Invulnerability—a sense of immunity to error, failure, or injury. Most people do not
believe they will err in the next few moments: “That can’t happen to me.” Error is
always a surprise when it happens.
= Fatalistic—a defeatist belief that all events are predetermined and inevitable and that
nothing can be done to avert fate: “que sera, serd” (what will be will be) or “let the
chips fall as they may.”
= Bald tire—a belief that past performance is justification for not changing (improving)
existing practices or conditions: “I've got 60,000 miles on this set of tires and haven't
had a flat yet.” A history of success can promote complacency and overconfidence.




= Pollyanna—all is well. People tend to presume that all is normal and perfect in their
immediate surroundings. Humans seek order in their environment, not disorder. They
tend to fill in gaps in perception and to see wholes instead of portions.

The following is taken from DOE-STD-1045-93 CN-1.

Minimizing human performance errors is essential to reducing the frequency and severity of
events. To progress toward excellent human performance, a work environment must exist in
which workers, leaders, and the organization routinely exhibit behaviors that promote event-
free operations. Management establishes and reinforces operational practices to promote
event-free performance. The INPO document Excellence in Human Performance describes
individual, leadership, and organizational behavior characteristics that have proven
successful in promoting excellence in human performance. Examples of practices that may
be beneficial in enhancing operations include the following:
= Convey an attitude of trust and an approach that supports teamwork at all levels.
Actively solicit, listen to, and (if acceptable) act upon workers’ ideas for improving
individual and organizational performance.
= Encourage communication and teamwork among groups that operate, maintain, and
support the facility.
= Establish administrative practices that reinforce desired behaviors.
= Clearly communicate to all personnel the expectations for conducting work and
reporting errors.

d. Given an accident scenario, explain how latent errors in the organization affect the
active errors and mistakes that lead to an accident.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the following information may be helpful.

The INPO document Anatomy of an Event defines latent organizational weakness as hidden
deficiencies in management control processes (e.g., strategy, policies, work control, training,
and resource allocation) or values (shared beliefs, attitudes, norms, and assumptions) creating
workplace conditions that can provoke error (precursors) and degrade the integrity of
defenses (flawed defenses).

Process weakness examples are work control, training, accountability policy, reviews and
approval, equipment design, procedure development, and human resources. Value weakness
examples are priorities, measures and controls, critical incidents, coaching and teamwork,
rewards and sanctions, reinforcement, and promotions and terminations.

DOE G 450.4-1C, in attachment 10, Safety Culture Focus Areas and Associated Attributes,
requires processes to be put in place that identify, examine and communicate latent
organizational weaknesses that can aggravate relatively minor events if not corrected. It also
requires that
= organizational systems and processes are designed to provide layers of defenses,
recognizing that people are fallible;
= lessons learned are shared frequently; prevention and mitigation measures are used to
preclude errors from occurring or propagating;




= error-likely situations are sought out and corrected, and recurrent errors are carefully
examined as indicators of latent organizational weaknesses.

NUREG/CR-6751, The Human Performance Evaluation Process: A Resource for Reviewing
the Identification and Resolution of Human Performance Problems, states that the root cause
of an error is often found in programmatic weaknesses. Programs comprise policies (both
formal and informal), organizational processes, and procedures that define management
expectations for how work is to be performed. If there is a flaw in one of the programs
responsible for maintaining safe operations, that flaw will create conditions that may result in
a vulnerability to events caused by the programmatic flaw. Programmatic weaknesses are
often found to be the cause of negative human performance trends. Programmatic
weaknesses are synonymous with organizational weaknesses.

. An STSM must have a working level knowledge of the content of the safety basis

requirements, as described in 10 Code of Federal Regulations (CFR) 830, Subpart B,
and the related DOE orders, standards, and guides.

a. Discuss the purpose and objectives of the nuclear facility safety basis program.
The following is taken from 10 CFR 830, subpart B.

The contractor responsible for a DOE nuclear facility must analyze the facility, the work to
be performed, and the associated hazards, and identify the conditions, safe boundaries, and
hazard controls necessary to protect workers, the public, and the environment from adverse
consequences. These analyses and hazard controls constitute the safety basis upon which the
contractor and DOE rely to conclude that the facility can be operated safely. Performing
work consistent with the safety basis provides reasonable assurance of adequate protection of
workers, the public, and the environment.

b. Discuss each of the following nuclear safety Orders, standards, Guides, and
handbooks and relate each of them to establishing and maintaining the safety
basis requirements for a given facility:
= DOE O 420.1A, Facility Safety;

[Note: DOE O 420.1A was canceled by DOE O 420.1B chg. 1, Facility Safety.]

» DOE G 421.1-2, Implementation Guide for Use in Developing Documented
Safety Analyses to Meet Subpart B of 10 CFR 830;

= DOE G 423.1-1, Implementation Guide for Use in Developing Technical Safety
Requirements;
[Note: DOE G 423.1-1 was canceled by DOE G 423.1-1A, Implementation Guide
for Use in Developing Technical Safety Requirements.]

= DOE G 424.1-1, Implementation Guide for Use in Addressing Unreviewed
Safety Question Requirements;
[Note: DOE G 424.1-1 was canceled by DOE G 424.1-1B, Implementation Guide
for Use in Addressing Unreviewed Safety Question Requirements.]

= DOE 0 425.1C, Startup and Restart of Nuclear Facilities;
[Note: DOE O 425.1C was canceled by DOE O 425.1D, Verification of Readiness
to Start Up or Restart Nuclear Facilities.]




= DOE O 460.1B, Packaging and Transportation Safety;

[Note: DOE O 460.1B was canceled by DOE O 460.1C, Packaging and
Transportation Safety.]

= DOE G 460.1-1, Implementation Guide for Use with DOE O 460.1A, Packaging
and Transportation Safety;

= DOE-STD-1020-2002, Natural Phenomena Hazards Design and Evaluation
Criteria for Department of Energy Facilities;

= DOE-STD-1021-93, Natural Phenomena Hazards Performance Categorization
Guidelines for Structures, Systems, and Components;

= DOE-STD-1022-94, Natural Phenomena Hazards Characterization Criteria;

= DOE-STD-1027-92, Hazard Categorization and Accident Analysis Techniques
for Compliance with DOE Order 5480.23, Nuclear Safety Analysis Reports;

= DOE-STD-1083-95, Requesting and Granting Exemptions to Nuclear Safety Rules;
[Note: DOE-STD-1083-95 was canceled by DOE-STD-1083-2009, Processing
Exemptions to Nuclear Safety Rules and Approval of Alternative Methods for
Documented Safety Analyses.]

= DOE-STD-1104-96, Review and Approval of Nonreactor Nuclear Facility Safety
Analysis Reports;
[Note: DOE-STD-1104-96 was canceled by DOE-STD-1104-2009, Review and
Approval of Nuclear Facility Safety Basis and Safety Design Basis Documents.]

= DOE-STD-1120-2005, Integration of Environment, Safety, and Health into
Facility Disposition Activities, Volumes 1 and 2;

= DOE-STD-1186-2004, Specific Administrative Controls;

= DOE-STD-3009-94, Preparation Guide for U.S. Department of Energy
Nonreactor Nuclear Safety Analysis Reports;
[Note: DOE-STD-3009-94 was updated and given the new title of Preparation
Guide for U.S. Department of Energy Nonreactor Nuclear Facility Documented
Safety Analyses]

= DOE-HDBK-3010-94, Airborne Release Fractions/Rates and Respirable
Fractions for Nonreactor Nuclear Facilities;

= DOE-STD-3011-2002, Guidance for Preparation of Basis for Interim Operation
(BIO) Documents;

» DOE-EM-STD-5502-94, Hazard Baseline Documentation;
[Note: DOE-EM-STD-5502-94 was cancelled. There is no replacement.]

= 10 CFR 820, Procedural Rules for DOE Nuclear Activities; and
= 10 CFR 830, Subpart B, Safety Basis Requirements.

A brief synopsis of each document follows.

DOE O 420.1B chg. 1, Facility Safety
Objective

The objective of DOE O 420.1B is to establish facility and programmatic safety requirements
related to nuclear and explosives safety design criteria, criticality safety, fire protection,
natural phenomena hazards (NPH) mitigation, and the system engineer program.




Introduction

DOE 0 420.1B includes requirements for nuclear and explosives safety design criteria, fire
protection, nuclear criticality safety, NPH mitigation, and the system engineer program. DOE
0 420.1B also includes a list of positional responsibilities associated with these requirements.
Finally, DOE O 420.1B establishes contractor requirements in a CRD.

DOE G 421.1-2, Implementation Guide for Use in Developing Documented Safety Analyses
to Meet Subpart B of 10 CFR 830

Purpose

DOE G 421.1-2 was developed in support of 10 CFR 830, subpart B, and provides guidance
in meeting the provisions for documented safety analyses (DSAs) defined in that subpart.

Introduction

10 CFR 830, subpart B requires the contractor responsible for a DOE nuclear facility to
analyze the facility, the work to be performed, and the associated hazards and to identify the
conditions, safe boundaries, and hazard controls necessary to protect workers, the public, and
the environment from adverse consequences. These analyses and hazard controls constitute
the safety basis upon which the contractor and DOE rely to conclude that the facility can be
operated safely. Performing work consistent with the safety basis provides reasonable
assurance of adequate protection of workers, the public, and the environment.

DOE G 423.1-1A, Implementation Guide for Use in Developing Technical Safety Requirements
Purpose

DOE G 423.1-1A provides elaboration on the content of technical safety requirements
(TSRs). 10 CFR 830.205, “Technical Safety Requirements,” requires DOE contractors
responsible for category 1, 2, and 3 DOE nuclear facilities to develop TSRs. These TSRs
identify the limitations of each DOE-owned, contractor-operated nuclear facility based on the
DSA and any additional safety requirements established for the facility.

Introduction

The TSR rule requires contractors to prepare and submit TSRs for DOE approval. DOE G
423.1-1A provides guidance in identifying important safety parameters and developing the
content for the TSRs that are required by 10 CFR 830.205.

The appendix to 10 CFR 830, subpart B of the nuclear safety management rule specifies the
types of safety limits (SLs), operating limits, surveillance requirements, and administrative
controls (ACs) that define the safety envelope necessary to protect the health and safety of
the public and workers. The TSR derivation chapter in the DSA is the key component that
provides the basis for TSRs.

DOE G 424.1-1B, Implementation Guide for Use in Addressing Unreviewed Safety Question
Requirements

Purpose

DOE G 424.1-1B provides information to assist in the implementation of 10 CFR 830.203,

“Unreviewed Safety Question Process,” of the nuclear safety management rules for
applicable nuclear facilities owned or operated by DOE, including the NNSA.




Introduction

10 CFR 830.203 allows contractors to make physical and procedural changes and to conduct
tests and experiments without prior DOE approval if the proposed change can be
accommodated within the existing safety basis. The contractor must evaluate any proposed
change to ensure that it will not explicitly or implicitly affect the safety basis of the facility.
The unreviewed safety question (USQ) process is primarily applicable to the DSA. The rule
references only the DSA, and includes conditions of approval in safety evaluation reports and
facility-specific commitments made in compliance with DOE rules, Orders, or policies.
Because application of the USQ process depends on facility-specific information, results of a
USQ determination in one facility generally cannot be extrapolated to other facilities. DOE
approves procedures to implement the USQ process as required by 10 CFR 830.203.

DOE 0 425.1D, Verification of Readiness to Start Up or Restart Nuclear Facilities
Purpose

The objective of DOE O 425.1D is to establish the requirements for the DOE, including the
NNSA, for verifying readiness for startup of new hazard category 1, 2, and 3 nuclear
facilities, activities, and operations, and for the restart of existing hazard category 1, 2, and 3
nuclear facilities, activities, and operations that have been shut down.

The readiness reviews (ORRs or RAS) are not intended to be line management tools to
achieve readiness. Rather, the readiness reviews provide an independent verification of
readiness to start or restart operations.

Introduction

DOE and NNSA line management must
= establish procedures as necessary to manage the verification of readiness to start up or
restart nuclear facilities, activities, or operations in accordance with the requirements
of DOE O 425.1D and forward those procedures to the appropriate PSO and CTA as
well as HSS for information;
= exercise delegation of authority and document all delegations of authority made under
the provisions granted by DOE O 425.1D.

DOE 0 460.1C, Packaging and Transportation Safety
Purpose

The purpose of DOE O 460.1C is to establish safety requirements for the proper packaging
and transportation of DOE/NNSA offsite shipments and onsite transfers of hazardous
materials and for modal transport.

Introduction

= Each entity subject to DOE O 460.1C must perform packaging and transportation
activities in accordance with the Department of Transportation (DOT) requirements
of the hazardous materials regulations (49 CFR Parts 171-180).

= Heads of operations offices or field offices/site office managers are responsible to
implement the requirements of DOE O 460.1C and ensure that contractors under their
purview fully implement and comply with the requirements of DOE O 460.1C.




DOE G 460.1-1, Implementation Guide for Use with DOE O 460.1A, Packaging and
Transportation Safety

Purpose

DOE G 460.1-1 provides information concerning the use of current principles and practices,
including regulatory guidance from the DOT and the NRC, where available, to establish and
implement effective packaging and transportation safety programs. The intent of DOE G
460.1-1 is to aid in the development of implementation plans to effectively carry out the
requirements and responsibilities of DOE O 460.1B, Packaging and Transportation Safety,
which replaced DOE O 460.1A.

Introduction

DOE G 460.1-1 was written to supplement DOE O 460.1B (but may be applied to DOE O
460.1C, until DOE G 460.1-1 is revised), by providing clarifying material for the
implementation of packaging and transportation safety of hazardous materials.

DOE-STD-1020-2002, Natural Phenomena Hazards Design and Evaluation Criteria for
Department of Energy Facilities

Purpose

DOE-STD-1020-2002 provides information to help meet the requirements of 10 CFR 830,
DOE O 420.1A, and its associated guides, accounting for cancellation of DOE Order
6430.1A and updating this standard to most current references. DOE-STD-1020-2002 has
also been brought up-to-date to match the requirements of current model building codes such
as International Building Code 2000 and current industry standards.

Introduction

DOE has issued DOE O 420.1B that establishes policy for its facilities in the event of NPH
along with associated NPH mitigation requirements. DOE-STD-1020-2002 gives design and
evaluation criteria for NPH effects as guidance for implementing the NPH mitigation
requirements of DOE O 420.1B and the associated guides. These are intended to be
consistent design and evaluation criteria for protection against NPH at DOE sites throughout
the United States. The goal of these criteria is to ensure that DOE facilities can withstand the
effects of natural phenomena such as earthquakes, extreme winds, tornadoes, and flooding.
These criteria apply to the design of new facilities and the evaluation of existing facilities.
They may also be used for modification and upgrading of existing facilities, as appropriate. It
is recognized that it is likely not cost-effective to upgrade existing facilities which do not
meet these criteria by a small margin. Hence, flexibility in the criteria for existing facilities is
provided by permitting limited relief from the criteria for new design. The intended audience
is primarily the civil/structural or mechanical engineers familiar with building code methods
who are conducting the design or evaluation of DOE facilities.

DOE-STD-1021-93, Natural Phenomena Hazards Performance Categorization Guidelines
for Structures, Systems, and Components
Purpose

The purpose of DOE-STD-1021-93 is to provide, for the purpose of NPH design and
evaluation, criteria for selecting performance categories of SSCs in accordance with the




requirements specified in DOE O 420.1B and the NPH guide to DOE O 420.1B (DOE G
420.1-2).

Introduction

DOE-STD-1021-93 provides guidelines to be used for NPH performance categorization of
SSCs, and recommends systematic procedures to implement these guidelines. It applies to all
DOE facilities that are covered by DOE O 420.1B. 10 CFR 830 requires the use of a graded
approach in performing safety analyses and evaluations of DOE facilities for normal
operating and accident conditions, including accidents caused by NPH events. The NPH
guide to DOE O 420.1B (DOE G 420.1-2) uses this graded approach and requires, for the
purpose of NPH design and evaluation, placing the SSCs comprising the DOE facilities into
five NPH performance categories. NPH performance categorization guidelines provided in
this technical standard are based on the system safety classification and hazard
categorization/classification data obtained from the application of 10 CFR 830, DOE-STD-
3009-94, and DOE-STD-1027-92.

DOE-STD-1022-94, Natural Phenomena Hazards Site Characterization Criteria
Purpose

The purpose of DOE-STD-1022-94 is to provide criteria for site characterization that
provides site-specific information that is needed for implementing DOE O 420.1
requirements. Additionally, the purpose of DOE-STD-1022-94 is to develop a site-wide
database related to NPH that should be obtained to support individual SARs.

Introduction

The studies of site characteristics should be performed and existing data for site
characteristics related to NPH should be evaluated in accordance with this standard. The site
characterization provides the necessary site-specific information to implement DOE-STD-
1023-95, Natural Phenomena Hazards Assessment Criteria, which provides criteria for
hazard assessment to ensure that adequate design-basis load levels are established. DOE-
STD-1023-95 in turn provides necessary information to implement DOE-STD-1020-2002 for
NPH design and evaluation criteria for DOE facilities.

DOE-STD-1027-92, Guidance on Preliminary Hazard Classification and Accident Analysis
Techniques for Compliance with DOE Order 5480.23, Nuclear Safety Analysis Reports

Purpose

The purpose of DOE-STD-1027-92 is to establish guidance for the preparation and review of
hazard categorization and accident analysis techniques, as required in DOE Order 5480.23.

Introduction

DOE-STD-1027-92 provides specific guidance on several of the requirements contained in
DOE Order 5480.23. Section 1 establishes the threshold quantities of hazardous materials
that if exceeded, would mandate the development of an SAR under the Order. Section 2
discusses the SAR upgrade plan and schedule that must be submitted to each SO. Section 3
provides a uniform methodology for hazard categorization. Section 4 gives additional
specific guidance on the use of the graded approach and accident/hazard analysis techniques
for compliance with the Order.




DOE-STD-1083-2009, Processing Exemptions to Nuclear Safety Rules and Approval of
Alternative Methods for Documented Safety Analyses

Purpose

DOE-STD-1083-2009 establishes acceptable procedures that may be used to request and
grant exemptions to DOE nuclear safety rules in accordance with 10 CFR 820.

Introduction

DOE may grant temporary or permanent exemptions from its nuclear safety requirements in
rules provided that the provisions of 10 CFR 820, subpart E, “Exemption Relief,” are met.
The provisions of 10 CFR 820 state that the SO shall utilize any procedures deemed
necessary and appropriate to comply with the exemption responsibilities. DOE-STD-1083-
2009 establishes acceptable procedures to be used to request and grant exemptions to DOE
nuclear safety rules in accordance with 10 CFR 820.

DOE-STD-1104-2009, Review and Approval of Nuclear Facility Safety Basis and Safety
Design Basis Documents

Purpose

DOE-STD-1104-2009 describes a framework and criteria for reviewing safety basis
documents that will support DOE approval of the documents as required by 10 CFR 830
subpart B, and DOE-STD-1189-2008 including preparation of safety evaluation reports and
safety validation reports for nuclear facilities.

Introduction

Safety and health assurance may be increased by standardizing the process of reviewing and
approving that safety design strategies, conceptual safety design reports, preliminary safety
design reports, preliminary DSAs (PDSA), DSAs and TSRs. Although complete
standardization of the process requires substantial commitments and is complicated by the
diversity of facility operations throughout the DOE complex, certain benefits are gained by
standardizing fundamental elements of the review and approval process. To that end, DOE-
STD-1104-2009 establishes DOE guidelines for the review and approval of these documents.

DOE-STD-1120-2005, Integration of Environment, Safety, and Health into Facility
Disposition Activities, Volumes 1 and 2

Purpose
Volume 1 of DOE-STD-1120-2005 has been revised to provide a DOE-approved

methodology for preparing a DSA for decommissioning of nuclear facilities, as well as
environmental restoration activities that involve work not done within a permanent structure.

Volume 2 of DOE-STD-1120-2005 is much broader in scope than volume 1 and satisfies
several purposes. Integrated safety management expectations are provided in accordance
with facility disposition requirements contained in DOE O 430.1B, Real Property Asset
Management. The collection of appendices in volume 2 also provides additional guidance
that supplements various practices described in volume 1.




Introduction

Volume 1, Documented Safety Analysis for Decommissioning and Environmental
Restoration Projects, has four sections:
= Introduction
= Guidance on general safety basis concepts that have a direct or indirect impact on the
DSA
= Guidance on preparing DSAs and TSRs that are compliant with 10 CFR 830, subpart
B requirements, and associated methodology for decommissioning of a nuclear
facility
= Guidance on preparing DSAs and TSRs that are compliant with 10 CFR 830, subpart
B requirements, and associated methodology for environmental restoration activities
involving work not performed within a permanent structure

Volume 2, Appendices, complements other sections of DOE-STD-1120-2005 with additional
ES&H information:
= Appendix A provides a set of candidate DOE ES&H directives and external
regulations (organized by hazard types) that may be used to identify potentially
applicable directives to a specific facility disposition activity.
= Appendix B offers examples and lessons learned that illustrate implementation of
ES&H approaches discussed in section 3 of volume 1.
= Appendix C contains ISM guidance that applies to all facility disposition projects.
= Appendix D provides supplemental safety basis guidance related to inactive waste sites.
= Appendix E provides example risk binning guidelines that can be used to support
control selection.
= Appendix F provides guidance for readiness evaluations.

DOE-STD-1186-2004, Specific Administrative Controls
Purpose

DOE-STD-1186-2004 clarifies and focuses existing requirements and guidance for the
development and implementation of ACs relied on to perform specific safety functions of
importance similar to those of safety SSCs. To focus attention on the unique issues
associated with this type of AC, DOE-STD-1186-2004 introduces a classification of AC to
be known as a specific AC (SAC). An SAC exists when an AC
= s identified in the DSA as a control needed to prevent or mitigate an accident
scenario; and
= has a safety function that would be safety significant (SS) or safety class (SC) if the
function were provided by an SSC.

Introduction

When a specific-action AC is elevated to the class of SAC, the guidance of DOE-STD-1186-
2004 should be used to enhance assurance of the effectiveness and dependability of this AC
beyond that which might be experienced if the specific-action AC were simply to be
implemented under the auspices of a safety management program.

Section 1 introduces the concept of SACs and relates this to the existing requirements for
derivation of safety bases, including hazard analyses, identification of hazard controls,




derivation of TSRs, and the role of ACs in the TSR. Section 1 also describes the general
expectations for the formulation, implementation, and maintenance of ACs.

Section 2 provides guidance for criteria used to classify ACs as SACs, the application of the
safety approach from DOE O 420.1B, to SACs, and how SACs are formulated, implemented,
and maintained.

Section 3 provides guidance on measures that should be used to improve the dependability of
SACs.

Section 4 provides guidance on the formats for treatment of SACs in TSRs.
Section 5 discusses causal and failure analyses as applied to SACs.
Section 6 presents TSR examples.

DOE-STD-3009-94, Preparation Guide for U.S. Department of Energy Nonreactor Nuclear
Facility Documented Safety Analyses

Purpose

DOE-STD-3009-94 describes a DSA preparation method that is acceptable to the DOE, and
was developed to assist hazard category 2 and 3 facilities in preparing SARs that will satisfy
the requirements of 10 CFR 830. Hazard category 1 facilities are typically expected to be
category A reactors for which extensive precedents for SARs already exist.

Guidance provided by DOE-STD-3009-94 is generally applicable to any facility that is
required to document its safety basis in accordance with 10 CFR 830. For new facilities in
which conceptual design or construction activities are in progress, elements of this guidance
may be more appropriately handled as an integral part of the overall design requirements.
The methodology provided by DOE-STD-3009-94 focuses more on characterizing facility
safety with or without well-documented information than on the determination of facility
design. Accordingly, contractors for facilities that are documenting conceptual designs for
preliminary DSA should apply the process and format of DOE-STD-3009-94 to the extent it
is judged to be of benefit.

Beyond conceptual design and construction, the methodology in DOE-STD-3009-94 is
applicable to the spectrum of missions expected to occur over the lifetime of a facility. As the
phases of facility life change, suitable methodology is provided for use in updating an
existing DSA and in developing a new DSA if the new mission is no longer adequately
encompassed by the existing DSA. This integration of the DSA with changes in facility
mission and associated updates should be controlled as part of an overall safety management
plan.

Introduction
DOE-STD-3009-94 addresses the following tasks related to implementing the requirements
of 10 CFR 830:
= Ensures consistent and appropriate treatment of all DSA requirements for the variety
of DOE nonreactor nuclear facilities.




= Provides final facility hazard categorization and considers and incorporates the
categorization into programmatic requirement measures to protect workers, the
public, and the environment from hazardous and accident conditions. TSRs and SS
SSCs that are major contributors to worker safety and defense in depth are identified
in the hazard analysis.

= Designates SC SSCs and safety controls as a function of the evaluation guideline.

= Provides a consistent and measured treatment of the application of the graded
approach, including guidance on the minimum acceptable DSA content.

DOE-HDBK-3010-94, Airborne Release Fractions/Rates and Respirable Fractions for
Nonreactor Nuclear Facilities

Purpose

The purpose of DOE-HDBK-3010-94 is to provide a compendium and analysis of
experimental data from which airborne release fractions and respirable fractions may be
derived. Such values are needed to determine quantities of radioactive material driven
airborne to estimate the scope of the potential release spectrum and potential downwind
consequences from a given facility or activity. The information provided in DOE-HDBK-
3010-94 aids in making such estimates.

Introduction

DOE-HDBK-3010-94 discusses the following major topics:

= Source term formula: provides a computational formula for using the information
gained from analysis.

= Applicability of data: distinguishes proper use of information.

= Accident stresses: identifies the types of accident conditions for which this
information is applicable.

= Handbook organization: explains the presentation of information and the use of
examples.

The data in DOE-HDBK-3010-94 can be used in a variety of applications, such as safety and
environmental analyses, and to provide information relevant to system and experiment
design. However, the data and the analyses of the data contained therein need to be critically
evaluated for applicability in each situation in which they are used, and represent only one
source of information in a complete safety analysis or design process.

DOE-STD-3011-2002, Guidance for Preparation of Basis for Interim Operation (B1O)
Documents
Purpose

DOE-STD-3011-2002 provides guidance for the development of BIO documents, which are
an acceptable form of DSA under the provision of 10 CFR 830.

Introduction

DOE-STD-3011-2002 provides a DOE-approved methodology for preparing a BIO
document. DOE-STD-3011-2002 supplements the information in DOE G 421.1-2.




10 CFR 820, Procedural Rules for DOE Nuclear Activities
Purpose

DOE has adopted procedural rules in 10 CFR 820 to provide for the enforcement of
violations of DOE nuclear safety requirements for which civil and criminal penalties can be
imposed under the Price-Anderson Amendments Act of 1988.

Introduction

10 CFR 820 provides criteria and procedures to protect employees of DOE contractors who
believe they have suffered retaliation for disclosing information concerning danger to public
health or safety, substantial violations of law, fraud or gross mismanagement; for
participating in congressional proceedings; or for refusing to participate in dangerous
activities.

10 CFR 830, Subpart B
Purpose

10 CFR 830 subpart B establishes safety basis requirements for hazard category 1, 2, and 3
DOE nuclear facilities.

Introduction

In establishing the safety basis for a hazard category 1, 2, or 3 DOE nuclear facility, the
contractor responsible for the facility must
= define the scope of the work to be performed,;
identify and analyze the hazards associated with the work;
categorize the facility consistent with DOE-STD-1027-92, CN1;
prepare a DSA for the facility; and
establish the hazard controls upon which the contractor will rely to ensure adequate
protection of workers, the public, and the environment.

c. Discuss the development and maintenance of the requirements described in 10
CFR 830, Subpart B, Safety Basis Requirements, for DOE and contractors
authorized to operate nuclear facilities.

The following is taken from 10 CFR 830, subpart B.

In establishing the safety basis for a hazard category 1, 2, or 3 DOE nuclear facility, the
contractor responsible for the facility must
= define the scope of the work to be performed,;
identify and analyze the hazards associated with the work;
categorize the facility consistent with DOE-STD-1027-92, CN1;
prepare a DSA for the facility; and
establish the hazard controls upon which the contractor will rely to ensure adequate
protection of workers, the public, and the environment.

In maintaining the safety basis for a hazard category 1, 2, or 3 DOE nuclear facility, the
contractor responsible for the facility must
= update the safety basis to keep it current and to reflect changes in the facility, the
work and the hazards as they are analyzed in the DSA;




= annually submit to DOE either the updated DSA for approval or a letter stating that
there have been no changes in the DSA since the prior submission;

= incorporate in the safety basis any changes, conditions, or hazard controls directed by
DOE.

d. Discuss the following items in the context of safe operation of a nuclear facility:
Authorization Agreements;

Authorization Basis;

Documented Safety Analysis;

Fire Hazard Analysis;

Graded approach;

Limiting conditions for operation;
Limiting control setting;

Operational Readiness Review;
Preliminary Documented Safety Analysis;
Potential Inadequacies of the Safety Analysis (PISA);
Readiness Assessment

Safety Significant Components;

Safe Harbor Methodologies

Safety Analysis Report for Packaging;
Safety Basis;

Safety Class Components (SSCs);

Safety Evaluation Report;

Safety limit;

Safety Significant SSCs;

Shipper Receiver Agreements;

Specific Administrative Controls;

Startup Notification Report;

Surveillance requirements;

TSR;

Design Basis; and

USQ process.

The information for all of the terms in this KSA is taken from DOE-HDBK-1188-2006
unless specified otherwise.

Authorization Agreements

[Note: DOE G 450.4-1C eliminated the requirements for authorization agreements,
although some sites still choose to use them.]

An authorization agreement is a documented agreement between DOE and the contractor for
high-hazard facilities (category 1 and 2), incorporating the results of DOE’s review of the
contractor’s proposed authorization basis for a defined scope of work. The authorization
agreement contains key terms and conditions (controls and commitments) under which the
contractor is authorized to perform work. Any changes to these terms and conditions would
require DOE approval.

Authorization Basis

The authorization basis represents those aspects of the facility design basis and operational
requirements relied upon by DOE to authorize operation. These aspects are considered to be




important to the safety of facility operations. The authorization basis is described in
documents such as the facility SAR and other safety analyses; hazard classification
documents, the TSRs, DOE-issued safety evaluation reports, and facility-specific
commitments made in order to comply with DOE Orders or policies.

Documented Safety Analysis

A DSA is a documented analysis of the extent to which a nuclear facility can be operated
safely with respect to workers, the public, and the environment, including a description of the
conditions, safe boundaries, and hazard controls that provide the basis for ensuring safety.

Fire Hazard Analysis

A fire hazard analysis is an assessment of the risks from fire within an individual fire area in
a DOE nuclear facility analyzing the relationship to existing or proposed fire protection. This
shall include an assessment of the consequences of fire on safety systems and the capability
to safely operate a facility during and after a fire.

Graded Approach

The graded approach is the process of ensuring that the level of analysis, documentation, and
actions used to comply with a requirement in 10 CFR 830 are commensurate with the
following attributes:

The relative importance to safety, safeguards, and security

The magnitude of any hazard involved

The life-cycle stage of a facility

The programmatic mission of a facility

The particular characteristics of a facility

The relative importance of radiological and nonradiological hazards

Any other relevant factor

NogakowdnpE

DOE-STD-3009-94 specifies only three of the above seven attributes (attributes 2, 3, and 5)
for the graded approach but also provides some guidance for the application of attribute 6.
The rule, Orders, or standards referenced in this procedure provide no other specific guidance
regarding the application of attributes 1, 4, or 7.

Limiting Conditions for Operation

Limiting conditions for operation (LCQOs) are the limits that represent the lowest functional
capability or performance level of safety SSCs required for safe operations.

Limiting Control Setting

Limiting Control Setting (LCS) are the settings on safety systems that control process
variables to prevent exceeding a safety limit.

Operational Readiness Review
The following is taken from DOE-STD-3006-2010.

The operational readiness review (ORR) is a performance-based assessment that includes
observing and documenting the responses of operating and support program personnel to
normal and off-normal events as demonstrated by drills, preoperational tests, and exercises.




In addition, field assessments should be conducted to verify that field configurations match
the applicable supporting documentation.

The ORR is intended to examine the aspects of the activity under review and to ensure that
the equipment, procedures, and personnel associated with the activity are ready for startup
and safe operation. The ORR is also intended to verify that the site infrastructure, including
the safety management programs, ensures that the status of readiness to safely conduct
nuclear operations should be sustained throughout the operating cycle.

Preliminary Documented Safety Analysis

The PDSA is the documentation prepared in connection with the design and construction of a
new DOE nuclear facility or a major modification to a DOE nuclear facility that provides a
reasonable basis for the preliminary conclusion that the nuclear facility can be operated
safely through the consideration of factors such as
= the nuclear safety design criteria to be satisfied
= asafety analysis that derives aspects of design that are necessary to satisfy the nuclear
safety design criteria
= an initial listing of the safety management programs that must be developed to
address operational safety considerations

Potential Inadequacies of the Safety Analysis (PISA)
The following is taken from DOE G 424.1-1A.

In general, a PISA arises from the following entry conditions:
= A discrepant as-found condition
= An operational event or incident
= New information, including discovery of an error, sometimes from an external source

When a PISA is suspected, based on a discrepancy or as-found condition, the usual USQ
process may be used in a backward-looking manner. That is, the as-found condition can be
viewed as a proposed activity. Other PISAs may result from an operational event or incident
or from new information, including discovery of an error. The USQ process is often modified
to add a question that asks if the issue is a PISA to ensure that all potential inadequacies are
properly identified. Once declared, a PISA must be the subject of an unreviewed safety
question determination (USQD), and it cannot be screened out of the process. If a PISA or a
possible reduction in the safety margins defined in the TSR bases is identified, the safety
basis may no longer be bounding, or it may be inadequate in other ways. In this case, the
contractor must do the following:

= Notify DOE.

= Place the facility in a safe and stable condition until the safety evaluation is completed.

= Conduct a USQD (within a few days, not weeks or months).

= Submit a completed safety evaluation to DOE before removing any operational restrictions.




Readiness Assessment
The following is taken from DOE-STD-3006-2010.

An RA is a review conducted to determine a facility’s readiness to start up or restart when an
ORR is not required.

The majority of readiness reviews that are planned and accomplished to meet the
requirements of DOE O 425.1D are RAs. The scope and complexity of RAs may range from
a simple checklist, if local procedures permit, to a scope that approximates that of an ORR.
Local implementing procedures for RAs should provide detailed processes and expectations
for the unique aspects of RAs permitted in the order such as use of checklists and parallel
accomplishment of contractor and DOE RAs.

Safety Significant Components (SSCs)

[Note: SSCs are “structures, systems, and components. This term is addressed based on
this definition. Safety-significant SSCs are covered in a later item.]

The following is taken from the International Atomic Energy Agency, IAEA Safety Guide
NS-G-1.11.

“Structures, systems, and components” is a general term encompassing all of the elements of
a facility or activity that contribute to protection and safety. Structures are the passive
elements: buildings, vessels, shielding, etc. A system comprises several components,
assembled in such a way as to perform a specific (active) function.

Safe Harbor Methodologies
The following is taken from The Nuclear Engineering Handbook, Kenneth D. Kok.

The safe harbor methodologies are methods identified in standards developed by DOE or the
NRC, or defined in regulations promulgated by OSHA.. These standards are based on many
years of experience with the types of facilities and activities to which they may be applied.
Contractors do not need to get prior DOE approval to use the safe harbor methods in
accordance with the stated provisions in 10 CFR 830. Contractors will need DOE approval to
use a method other than the safe harbor methods.

Safety Analysis Report for Packaging
The following is taken from DOE G 460.1-1.

The SAR for packaging should be sufficiently detailed so as to permit the reviewer to
determine that the package is designed and analyzed in sufficient detail and should document
the adequacy of the packaging with respect to 10 CFR 71 standards or the equivalency
thereto. These regulations state that a package must meet certain containment, radiation
control, and subcriticality assurance requirements when subjected to specified normal
transport and hypothetical accident conditions.




Safety Basis

The safety basis is the DSA and hazard controls that provide reasonable assurance that a
DOE nuclear facility can be operated safely in a manner that adequately protects workers, the
public, and the environment.

Safety Class SSCs

Safety class SSCs are the SSCs, including portions of process systems, whose preventive or
mitigative function is necessary to limit radioactive hazardous material exposure to the
public, as determined from safety analyses.

Safety Evaluation Report

The safety evaluation report is the report prepared by DOE to document the sufficiency of
the DSA for a hazard category 1, 2, or 3 nuclear facility, the extent to which a contractor has
satisfied the requirements of 10 CFR 830 subpart B, and the basis for approval by DOE of
the safety basis for the facility, including any conditions for approval.

Safety Limit
Safety limits (SLs) are the limits on process variables associated with those SC physical

barriers (generally passive) that are necessary for the intended facility function and that are
required to guard against the uncontrolled release of radioactive materials.

Safety Significant SSCs

Safety significant SSCs are the SSCs which are not designated as SC SSCs but whose
preventive or mitigative function is a major contributor to defense-in-depth and/or worker
safety as determined from safety analyses.

As a general rule of thumb, SS SSC designations based on worker safety are limited to those
SSCs whose failure is estimated to result in a prompt worker fatality or serious injuries or
significant radiological or chemical exposures to workers. The term, serious injuries, as used
in this definition, refers to medical treatment for immediately life-threatening or permanently
disabling injuries (e.g., loss of eye, loss of limb).

Shipper Receiver Agreements
The following is taken from DOE M 470.4-6, chg. 1 (archived).

The site/facility operator must develop and implement a program to control and account for
both internal and external transfers of nuclear materials for each facility. This program must
include documented procedures that specify requirements for authorization, documentation,
tracking, verification, and response to abnormal situations that may occur during transfer of
nuclear materials. Use of confirmatory measurements in lieu of verification/accountability
measurements for such items requires a shipper/receiver agreement approved by both the
shipper’s and receiver’s DOE cognizant security authority.




Specific Administrative Controls
The following is taken from DOE-STD-1186-2004.

Specific administrative controls are ACs that are selected to provide preventive and/or
mitigative functions for specific potential accident scenarios, and that also have safety
importance equivalent to engineered controls that would be classified as SC or SS if the
engineered controls were available and selected.

Similar to the classification of SSCs as safety SSCs, not all ACs requiring specific actions
related to individual accident scenarios rise to the level of importance of SACs. Similar to
SSCs of lower importance, which are sometimes referred to as “important to safety” or
“defense-in-depth” SSCs, SACs of lesser importance can be addressed under the
implementation of related safety management programs.

A SAC exists when an AC 1) is identified in the DSA as a control needed to prevent or
mitigate an accident scenario, and 2) has a safety function that would be SS or SC if the
function were provided by an SSC.

Startup Notification Report
The following is taken from DOE-STD-3006-2010.

A startup notification report (SNR) is a quarterly report (or at a periodicity as designated by
the PSO) by each responsible contractor to identify nuclear facility new starts and restarts
scheduled in the next year. The report identifies the facility and, based on the criteria in DOE
0 425.1D, specifies whether an ORR or a RA is required. The SNR also identifies the startup
authorization authority and updates previously provided information.

Surveillance Requirements

Surveillance requirements are requirements relating to test, calibration, or inspection to ensure
that the necessary operability and quality of safety SSCs and their support systems required for
safe operations are maintained, that facility operation is within safety limits, and the LSCs and
LCOs are met.

Technical Safety Requirements

Technical safety requirements are the limits, controls, and related actions that establish the
specific parameters and requisite actions for the safe operation of a nuclear facility and
include, as appropriate for the work and the hazards identified in the DSA for the facility:
safety limits, operating limits, surveillance requirements, administrative and management
controls, use and application provisions, and design features, as well as a bases appendix.

Design Basis

The design basis is the design inputs, the design constraints, and the design analysis and
calculations. It includes topical areas such as seismic qualification, fire protections, and safe
shutdown. It encompasses consideration of such factors as plant availability, plant efficiency,
costs, and maintainability, and that subset that relates to safety and the authorization basis.




USQ Process
The following is taken from 10 CFR 830.3.

The USQ process is the mechanism for keeping a safety basis current by reviewing potential
USQs, reporting USQs to DOE, and obtaining approval from DOE prior to taking any action
that involves a USQ.

e. Describe how the TSR is derived, how it is used, and what constitutes a violation.
The following is taken from DOE G 423.1-1A.

Technical safety requirements define the performance requirements of SSCs and identify the
safety management programs personnel use to ensure safety. TSRs are aimed at confirming
the ability of the SSCs and personnel to perform their intended safety functions under
normal, abnormal, and accident conditions. These requirements are identified through hazard
analysis and through the identification of the potential sources of safety issues. Also
contributing to the development of TSRs are safety analyses to identify and analyze a set of
bounding accidents that take into account all potential causes of releases of radioactivity.
Through the analyses of the encompassing bounding accidents, the necessary safety systems
and accident mitigating systems are identified and their characteristics are defined. Flowing
from the analyses is information that provides the bases for controls, limits, and conditions
for operation, known as TSRs. TSRs explicitly show this relationship. The content of the
DSA must remain valid so that the safety basis of the facility, as implemented in operations
through the TSR, remains valid.

Although the TSR elements have an importance hierarchy, a TSR violation can occur for
each type of TSR. Violations of a TSR occur as a result of the following four circumstances:
1. Exceeding an SL
2. Failure to complete an action statement within the required time limit following
exceeding an LCS or failing to comply with an LCO
3. Failure to perform a surveillance within the required time limit
4. Failure to comply with an AC statement

Failure to comply with an AC statement is a TSR violation when either the AC is directly
violated, as would be the case with not meeting minimum staffing requirements for example,
or the intent of a referenced program is not fulfilled. To qualify as a TSR violation, the
failure to meet the intent of the referenced program would need to be significant enough to
render the DSA summary invalid. TSR violations involving SLs require the facility to begin
immediately to go to the most stable, safe condition attainable, including total shutdown.

f. Discuss the hazard categorization levels, chemical hazard classification levels,
and the process utilized to determine the facility hazard category or classification.

Hazard Categorization Levels
The following is taken from DOE-STD-1027-92.

Category level 1 hazards have the potential for significant offsite consequences, based on
total curie content, potential material forms, and maximum energy for dispersion available.
One class of facilities that possess this hazard potential is the class A nuclear reactors.




Category level 2 facilities have the potential for significant onsite consequences. Category
level 3 is designed to capture facilities that largely include laboratory operations, low-level
waste-handling facilities, and research machines that possess less than the category 2
quantities of material and are considered to represent a low hazard. Facilities should be
classified as category level 3 if there is only the potential for significant localized
consequences. Essentially all industrial facilities have a potential for significant localized
consequences because the potential to injure workers from typical industrial accidents is
always present. However, category 3 facilities pose additional hazards due to the presence of
radionuclides.

Contractors are required to perform a hazard analysis of their nuclear activities and classify
their processes, operations, or activities in accordance with the following requirements:
= The hazard analysis should be based on an inventory enveloping all radioactive and
nonradioactive hazardous materials that are stored, utilized, or may be formed within
a nuclear facility.
= The hazard analysis should identify energy sources or processes that might contribute
to the generation or uncontrolled release of hazardous materials. The hazard analysis
should estimate the consequences of accidents in which the facility or process and/or
materials in the inventory are assumed to interact, react, or be released in a manner to
produce a threat or challenge to the health and safety of individuals onsite and offsite.
= The hazard analysis should be submitted to DOE for approval in accordance with the
safety analysis plan.

Figure 4 depicts the process by which a nuclear facility hazard category is determined.
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Figure 4. Hazard classification decision process

Chemical Hazard Classification Levels

DOE Order 5480.23, Nuclear Safety Analysis Reports, (canceled by DOE N 251.42) places
new emphasis on already existing requirements concerning the protection of workers, the
public, and the environment against all hazards. The Order not only requires the analysis of
radiological hazards, but also requires that the analysis and safety basis of occupational and
non-radiological hazards be documented in the SAR.

Occupational hazards, including common industrial hazards that are identified in the hazards
analysis and that are clearly regulated by DOE-prescribed occupational safety and health
(OSH) standards should be segregated from non-routine hazards. No specific SAR analyses
will be required for these hazards; however, analyses required by the OSH standards should
be referenced, and all applicable OSH standards listed in the SAR.




The balance of the hazards that are not covered by OSH regulations and that present
significant, non-routine concerns to workers, the public, or the environment should undergo
the hazard and accident analysis as summarized in section 4.1.

For chemical hazards covered by 29 CFR 1910.119, “Process Safety Management of Highly
Hazardous Chemicals,” (PSM rule), the SAR should reference all analyses and summarize
their significant findings. When analyses of chemical hazards show the potential for
significant offsite consequences, then the requirements of 29 CFR 1910.119 may apply
regardless of the type or quantity of chemical involved. The Office of Environment, Safety,
and Health (EH) has developed implementing guidance and training to ensure adequate
compliance with the PSM rule.

Any non-radiological hazard that acts to initiate, or increase the consequences of, a
radiological scenario should be fully analyzed as part of that scenario.

Chemical hazard classes are established by the Occupational Safety and Health
Administration (OSHA) and the Environmental Protection Agency (EPA). The
categorization process utilized involves a direct analysis of the chemical in question, with
regard to its chemical abstract service number, and its related toxicity, reactivity and
corrosivity.

Regulated toxic and flammable substances and their threshold quantities are listed in 40 CFR
68.130, “List of Substances.” Extremely hazardous substances and threshold planning
quantities are listed in 40 CFR 355, “Emergency Planning and Notification,” appendixes A
and B.

g. Discuss the reasons for performing a USQ determination.
The following is taken from 10 CFR 830.203.

The contractor responsible for a hazard category 1, 2, or 3 DOE nuclear facility must
implement the DOE-approved USQ procedure in situations where there is a
= temporary or permanent change in the facility as described in the existing DSA;
= temporary or permanent change in the procedures as described in the existing DSA,;
= test or experiment not described in the existing DSA,; or
= potential inadequacy of the DSA because the analysis potentially may not be
bounding or may be otherwise inadequate.

h. Discuss the responsibilities of DOE and contractors authorized to operate nuclear
facilities for the performance of USQ determinations.

The information for KSAs h through j is taken from DOE G 424.1-1B.

Contractor Responsibilities

Contractors are expected to provide a detailed procedure on how to perform a USQD.
Specific guidance on how to conduct a USQD is in DOE G 424.1-1B, attachment A.




Four criteria define a USQ (see CS-6g above). Three can be addressed by answering seven
questions. The fourth PISA criterion also invokes the seven questions as described later in
this section.
= Could the proposed change increase the probability of an accident previously
evaluated in the facility’s existing safety analyses?
= Could the proposed change increase the consequences (to workers or the public) of an
accident previously evaluated in the facility’s existing safety analyses?
= Could the proposed change increase the probability of a malfunction of equipment
important to safety previously described in the facility’s existing safety analyses?
= Could the proposed change increase the consequences of a malfunction of equipment
important to safety described in the facility’s existing safety analyses?
= Could the proposed change create the possibility of an accident of a different type
than any previously evaluated in the facility’s existing safety analyses?
= Could the proposed change create the possibility of a malfunction of equipment
important to safety of a different type than any previously evaluated in the facility’s
existing safety analyses?
= Could the proposed change reduce a margin of safety?

If the answer to any of these questions is yes, the change is considered a USQ.

The contractor’s USQ procedures should include documenting defensible technical
explanations based on sound engineering judgment for each of the answers to the seven
questions. It is inappropriate to perform extensive analyses or to set a numerical margin for
increases in the probability or consequences within which a positive USQD would not be
triggered.

Specific responsibilities of those performing or reviewing USQDs should be clearly defined.
Documentation should also be discussed in the implementing procedures. The procedures
should identify the level of detail necessary to document performance of a USQD and
conclusions reached and include a list of references relied on to reach the conclusions as well
as guidance for the retention of records.

DOE Responsibilities

= DOE wants to review and approve those changes that involve a USQ (that is, when
the USQ determination is positive) to verify that the safety controls are adequate to
provide an acceptable level of safety to the public and workers.

= DOE approves procedures to implement the USQ process as required by 10 CFR
830.203. Where site level and facility level procedures are used, both site and facility
level procedures are approved by DOE. This ensures that line management is
informed of the results of the USQ process and can take whatever follow-up actions
are appropriate to enable prompt submission of changes to DOE for safety review and
approval or cancellation of proposed changes.




i. Discuss the actions to be taken by a contractor and DOE upon identifying
information that indicates a potential inadequacy of the safety analysis.

Written USQDs are needed when a contractor identifies or is informed of a situation that
indicates that the safety analyses that support the DOE-approved safety basis may not be
bounding or may be otherwise inadequate.

The USQ process starts when facility management has information that gives reason to
believe that there is a potential that the facility DSA might be inadequate. Because a safety
analysis inadequacy has potential to call into question information on which authorization of
operations is based, per 10 CFR 830.203(g) the contractor is to
= take action, as appropriate, to place or maintain the facility in a safe condition until an
evaluation of the safety of the situation is completed:;
= notify DOE of the situation;
= perform a USQ determination and notify DOE promptly of the results; and
= submit the evaluation of the safety of the situation to DOE prior to removing any
operational restrictions that were initiated.

No DOE approval of any operational restrictions that were initiated is needed; however, DOE
should review them and can direct other restrictions be implemented if needed.

j- Discuss the actions to be taken by a contractor and DOE if it is determined that a
PISA exists.

A PISA may result from situations that indicate that the safety basis may not be bounding or
may be otherwise inadequate; for example, discrepant as-found conditions, operational
events, or the discovery of new information. It is appropriate to allow a short period of time
(hours or days but not weeks) to investigate the conditions to confirm that a safety analysis is
potentially inadequate before declaring a PISA. The main consideration is that the safety
analysis does not match the current physical configuration, or the safety analysis is
inappropriate or contains errors. If it is immediately clear that a PISA exists, then the PISA
should be declared immediately.

After the potentially inadequate safety analysis has been confirmed, 10 CFR 830.203(g) requires
contractors to take four specific actions. One of those actions is to notify DOE of the situation.
The current DOE reporting system requires that a potential inadequacy of the safety basis be
reported as a significance category 3 situation. The occurrence reporting and processing system
(ORPS) may be used for this notification if the report explicitly states that the situation involves a
“potential USQ involving a potentially inadequate safety analysis.” The ORPS reporting
designation used for this notification is group 3 B (2), “Declaration of a potential inadequacy of
the DSA.” The DOE FR and/or other DOE management responsible for the facility should be
notified immediately. The DOE notification should clearly identify any operational restrictions
that were invoked to ensure the facility is in a safe condition. No DOE approval of the
operational restrictions is needed; however, DOE should review them and can direct other
restrictions be implemented if needed.




Describe the safety basis documents for the facilities in the STSM’s organization
and how they are prepared, reviewed, approved, and updated:

The safety basis documents for the facilities under the purview of the STSM’s
organization;

The scope of operations, hazards, postulated accidents, and controls/
requirements for the assigned facilities as documented in the safety basis
documents;

The safety basis documentation preparation, revision, and update processes
and the associated responsibilities of the contractor and DOE;

The review and approval processes for safety basis documents and the
associated responsibilities of the contractor and DOE;

The level of approval authority as it relates to facility hazard categorization and
classification and safety basis documents;

The steps in the preparation, review, and approval of a safety evaluation report;
The process for flow down of controls and requirements and the derived
operating procedures, processes, and programs; and

Identify the conditions and procedures used to maintain and modify safety
documents.

This is a facility-based KSA. The Qualifying Official at the facility will evaluate its
completion.

Discuss the purpose, content, and philosophy, as appropriate to the position, of
the following safety management standards for nuclear explosive safety:

DOE O 452.1B, Nuclear Explosive and Weapons Surety Program;

[Note: DOE O 452.1B was canceled by DOE O 452.1D, same title.]

DOE O 452.2B, Safety of Nuclear Explosive Operations;

[Note: DOE O 452.2B was canceled by DOE O 452.2D, Nuclear Explosive Safety.]
DOE O 461.1A, Packaging and Transfer or Transportation of Materials of
National Security Interest;

[Note: DOE O 461.1A was canceled by DOE O 461.1B, Packaging and
Transportation for Offsite Shipment of Materials of National Security Interest.]
DOE 0 5610.13, Joint Department of Energy/Department of Defense Nuclear
Weapon System Safety, Security, and Control Activities; and

[Note: DOE O 5610.13 was canceled by DOE O 452.6A, Nuclear Weapon Surety
Interface with the Department of Defense.]

DOE O 5660.1B, Management of Nuclear Materials

[Note: DOE O 5660.1B was canceled by DOE O 410.2, same title.]

DOE O 452.1D, Nuclear Explosive and Weapons Surety Program
Purpose

DOE O 452.1D describes the nuclear explosive and weapons surety (NEWS) program. The
NEWS program is implemented through the following Orders:

DOE O 452.1D, Nuclear Explosive and Weapons Surety Program

DOE 0 452.2D, Nuclear Explosive Safety

DOE O 452.4A, Security and Control of Nuclear Explosives and Nuclear Weapons
DOE O 452.6A, Nuclear Weapon Surety Interface with the Department of Defense




The objectlves of the NEWS Program are

to prevent accidents involving U.S. nuclear weapons and nuclear explosives;

= to prevent inadvertent or unauthorized use of U.S. nuclear weapons and nuclear
explosives;

= in conjunction with the Department of Defense (DoD), to protect the public health
and safety by providing dual-agency judgment and responsibility for the safety,
security, and control (surety) of nuclear weapons;

= to establish nuclear explosive surety standards and nuclear weapon design surety
requirements;

= to address surety vulnerabilities during all phases of the nuclear weapon life cycle and
to upgrade surety during weapon stockpile refurbishments and/or new weapon
development; and

= to establish requirements and responsibilities for planned nuclear explosive operations
(NEO:s).

DOE 0 452.2D, Nuclear Explosive Safety
Purpose

The purpose of DOE O 452.2D is to establish requirements to implement the nuclear
explosive safety (NES) elements of DOE O 452.1D for routine and planned NEOs.

Contents

The contents of this Order include DOE NES standards. It also includes the establishment of
a NES program, under which NEOs require special consideration because of the potentially
high consequences of an accident or unauthorized act. All NEOs must be designed and
conducted in a manner that meets the NES standards of DOE O 452.1D. The deputy
administrator for defense programs must ensure implementation of NES programs.

DOE O 461.1B, Packaging and Transportation for Offsite Shipment of Materials of National
Security Interest

Purpose

The purpose of DOE O 461.1B is to make clear that the packaging and transportation of all
offsite shipments of materials of national security interest for DOE must be conducted in
accordance with DOT and NRC regulations that would be applicable to comparable
commercial shipments, except where an alternative course of action is identified in DOE O
461.1B.

Contents

The contents of this Order include requirements relating to packaging, transportation,
certification, and approval/authorization of offsite shipments; preparation and approval of
packaging and transportation procedures, review and concurrence with related QA plans;
scheduling of transportation safeguards shipments; training; and maintenance of documents
and records.




DOE 0 452.6A, Nuclear Weapon Surety Interface with the Department of Defense
Purpose

The purpose of DOE O 452.6A, is to establish DOE and NNSA requirements and
responsibilities for addressing joint nuclear weapon and nuclear weapon system surety
activities in conjunction with the DoD; to establish and implement a systematic process to
ensure that nuclear weapon surety is adequately addressed throughout all phases of each
nuclear weapon’s life cycle; and to provide support to the DoD during the development,
staffing, and implementation of safety rules that govern all nuclear weapon system operations
throughout the stockpile-to-target sequence.

Contents

NNSA, in conjunction with DoD, has an obligation to protect public health, safety, and the
environment from potential adverse consequences of nuclear weapon operations. To ensure
dual-agency judgment and responsibility, nuclear weapon system safety, security, and use
control (surety) must be evaluated continually throughout the entirety of each nuclear
weapon system’s life cycle. Nuclear weapon system surety must include a combination of
ACs (e.g., personnel security) and design measures (e.g., physical security, use control)
sufficient to prevent deliberate, unauthorized nuclear detonation and to minimize the
possibility of deliberate, unauthorized acts that could lead to nuclear detonation. Nuclear
weapon system surety must include design features, safety rules, procedures, accident
prevention/mitigation measures, or other controls used collectively or individually to reduce
the likelihood, severity, or consequences of an accident or unauthorized act.

DOE O 410.2, Management of Nuclear Materials
Purpose

The purpose of DOE O 410.2 is to establish requirements for the life-cycle management of
DOE-owned and/or -managed accountable nuclear materials.

Contents

The contents include a list of responsibilities, a list of definitions, and the requirements
regarding the following issues related to nuclear materials management:

= Material forecast and allotment reporting

= Nuclear materials management plans

= Inventory assessments

= Inventory management

= National strategic plan for management of DOE nuclear materials

Mandatory Performance Activities:

a. Review and evaluate a USQ Determination, including walking down the proposed
change/potential inadequacy.

b. Review and evaluate an Authorization Agreement.

c. Review and evaluate a Safety Evaluation Report.




d. Walk down a facility with a Safety System Oversight person, safety analyst or SME
identifying the safety controls contained in a TSR.

e. Complete areview of a hazard analysis or accident analysis, including walking
down the scope of work area or accident scenario.

KSAs a through e are performance-based. The Qualifying Official will evaluate their
completion.

. An STSM must have a working level knowledge of the application of environmental
standards, laws, and regulations.

a. Demonstrate awareness of sources of environmental rules, such as Federal and
state statutes, regulations, and DOE orders.

The following is taken from original material provided by the DOE National Training Center.

Environmental law consists of a system using all of the laws in the U.S. legal system to
minimize, prevent, punish, or remedy actions that damage or threaten to damage the public
health and safety or the environment. Statutes or executive orders (EOs) empower an
administrative agency to develop and promulgate regulations. Statutes direct and authorize,
while regulations detail implementation. When a statute is passed through both houses of
Congress and is signed into law by the President, it becomes the authorization and guidance
to a regulating agency to establish a regulation, and is published in the United States Code.
The regulating agency formulates and promulgates the proposed regulation by publishing it
in the Federal Register to allow for public review and comment. When finalized, the
regulation is again published in the Federal Register in its amended form to become law.
These final regulations are combined annually into the Code of Federal Regulations. State
laws and regulations are passed in the same manner as Federal laws, except they require the
signature of the state’s governor to become law. With respect to environmental laws, the
states can enact laws and regulations more stringent than their Federal counterparts, but no
less stringent or they are prone to preemption. This process example is shown in figure 5.
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Figure 5. Process for environmental statutes to become laws

b. Describe the organization, mission, and enforcement authorities of the
Environmental Protection Agency (EPA).

The following is taken from various links on the U.S. Environmental Protection Agency
website.

EPA Organization

The EPA is directed by an administrator and a deputy administrator who are appointed by the
President and subject to the approval of the senate. The President also appoints EPA’s
inspector general, general counsel, and nine assistant administrators, each subject to senate
confirmation. The nine assistant administrators are charged with management of specific
programs. Additionally, three associate administrators are appointed by the administrator and
tasked with the execution of programs for public affairs, congressional and legislative
relations, and regional, state, and local relations. Ten regional administrators have the task of
interfacing with state and local governments to achieve the agency’s mission.




EPA Mission
The mission of the EPA is the protection of human health and the environment.

EPA Enforcement Authorities

EPA is organized into offices for the enforcement of environmental regulations and the
management of agency functions as follows:

The Office of Water administers the Safe Drinking Water Act, the Clean Water Act,
and the Ocean Dumping Ban Act of 1988.

The Office of Air and Radiation enforces the Clean Air Act, sets the National
Ambient Air Quality Standards, and establishes criteria, standards, and policies to
control radiation and indoor air pollution exposures.

The Office of Solid Waste and Emergency Response administers the provisions of the
RCRA, the CERCLA, and the Emergency Planning and Community Right-to-Know
Act (EPCRA).

The Office of Pollution Prevention, Pesticides and Toxic Substances enforces the
provisions of the Federal Insecticide, Fungicide, and Rodenticide Act, and the Toxic
Substances Control Act, and establishes tolerances for pesticide residues in foods
under the Federal Food, Drug, and Cosmetics Act.

The Office of Enforcement and Compliance Assurance enforces environmental laws by
investigating and preparing cases for judicial action, as necessary. This office administers
the NEPA and other regulations pertaining to Federal agencies.

c. Discuss the National Environmental Policy Act process and the role of the
Department and its contractors in implementation.

The following is taken from the U.S. Environmental Protection Agency, National
Environmental Policy Act, Basic Information.

The NEPA process consists of an evaluation of the environmental effects of a Federal
undertaking including its alternatives. There are three levels of analysis: categorical
exclusion determination; preparation of an environmental assessment/finding of no
significant impact (EA/FONSI); and preparation of an environmental impact statement (EIS).

Categorical Exclusion: At the first level, an undertaking may be categorically
excluded from a detailed environmental analysis if it meets certain criteria which a
Federal agency has previously determined as having no significant environmental
impact. A number of agencies have developed lists of actions which are normally
categorically excluded from environmental evaluation under their NEPA regulations.
EA/FONSI: At the second level of analysis, a Federal agency prepares a written EA
to determine whether or not a Federal undertaking would significantly affect the
environment. If the answer is no, the agency issues a FONSI. The FONSI may
address measures which an agency will take to mitigate potentially significant
impacts.

EIS: If the EA determines that the environmental consequences of a proposed Federal
undertaking may be significant, an EIS is prepared. An EIS is a more detailed
evaluation of the proposed action and alternatives. The public, other Federal agencies
and outside parties may provide input into the preparation of an EIS and then
comment on the draft EIS when it is completed.




If a Federal agency anticipates that an undertaking may significantly impact the environment,
or if a project is environmentally controversial, a Federal agency may choose to prepare an
EIS without having to first prepare an EA. After a final EIS is prepared and at the time of its
decision, a Federal agency will prepare a public record of its decision addressing how the
findings of the EIS, including consideration of alternatives, were incorporated into the
agency’s decision-making process.

The role of a Federal agency in the NEPA process depends on the agency’s expertise and
relationship to the proposed undertaking. The agency carrying out the Federal action is
responsible for complying with the requirements of NEPA.
= Lead agency: In some cases, there may be more than one Federal agency involved in
an undertaking. In this situation, a lead agency is designated to supervise preparation
of the environmental analysis. Federal agencies, together with state, tribal or local
agencies, may act as joint lead agencies.
= Cooperating agency: A Federal, state, tribal or local agency having special expertise
with respect to an environmental issue or jurisdiction by law may be a cooperating
agency in the NEPA process. A cooperating agency has the responsibility to assist the
lead agency by participating in the NEPA process at the earliest possible time; by
participating in the scoping process; in developing information and preparing
environmental analyses including portions of the EIS concerning which the
cooperating agency has special expertise; and in making available staff support at the
lead agency’s request to enhance the lead agency’s interdisciplinary capabilities.
= Council of Environmental Quality (CEQ): Under section 1504 of CEQ’s NEPA
regulations, Federal agencies may refer to CEQ on interagency disagreements
concerning proposed Federal actions that might cause unsatisfactory environmental
effects. CEQ’s role, when it accepts a referral, is generally to develop findings and
recommendations, consistent with the policy goals of section 101 of NEPA.

d. Describe the role(s) of a DOE contractor with respect to compliance with
environmental laws and regulations, and discuss the responsibilities of the
Federal staff employees for management and oversight of the DOE contractor for
such compliance.

The following is taken from DOE O 436.1.

The purpose of DOE O 436.1 Departmental Sustainability, is to provide requirements and
responsibilities for managing sustainability within DOE to
= ensure the Department carries out its missions in a sustainable manner that addresses
national energy security and global environmental challenges, and advances
sustainable, efficient and reliable energy for the future;
= institute wholesale cultural change to factor sustainability and greenhouse gas (GHG)
reductions into all DOE corporate management decisions;
= ensure DOE achieves the sustainability goals established in its strategic sustainability
performance plan (SSPP) pursuant to applicable laws, regulations and EOs, related
performance scorecards, and sustainability initiatives.




Roles of a DOE Contractor

Regardless of the performer of the work, the contractor is responsible for complying with the
requirements of the DOE O 436.1 CRD and flowing down the CRD requirements to
subcontracts to the extent necessary to ensure contractor compliance with these requirements.

Reporting. The contractor must establish and implement activities that support the
Department’s required submittal of reports and data and implementation of
sustainability goals specified by DOE in the contract. The contractor must also meet
the requirements of the EPCRA.

The contractor must establish and implement the following activities:

o Site sustainability plans (SSPs). Contractors must develop or support development
and commitments to identify their respective contributions toward meeting the
Department’s sustainability goals. Contractors must integrate their SSP with their
operational plans.

o Environmental management systems (EMS). Contractors must develop and
implement an EMS that is certified to or conforms with International
Organization for Standardizations (ISO) 14001:2004. Site sustainability goals
must be integrated into the EMS.

Federal Staff (i.e., FEM) Responsibilities for Management and Oversight of DOE
Contractors

Ensure appropriate quantifiable sustainability and energy goals/targets are integrated

into contracting documents, such as the performance evaluation and measurement

plans.

Ensure that EMSs covering all site activities are certified to, or conform to, ISO

14001:2004 (E) in accordance with the accredited registrar provisions of the

international standard or the self-declaration instructions are maintained at sites under

their purview.

0 At sites with multiple contracts, where appropriate, designate a lead coordinating
contractor to maintain a site-wide EMS that accounts for all site operations.

o0 At sites with multiple EMSs, ensure the sustainability objectives and targets
established in each are provided for in a consolidated SSP.

Monitor site performance in implementing the requirements of DOE O 436.1 and
make such information available annually to their PSO/associate administrator.
Ensure that sites under their purview provide the DOE Federal energy management
program (FEMP) all contracts for utilities services and modifications to such
contracts (excluding administrative or incremental funding modifications) prior to
execution for review and concurrence by FEMP and the Office of General Council.
For NNSA utility services contracts, FEMP provides expert analysis to NNSA,
including their opinion on the acceptability of the contract action. Utilities services
must be awarded via DOE prime contract and DOE elements must ensure that all
applicable Federal, State, and local laws and regulations are followed.

Notify contracting officers of those contracts that must include the DOE O 436.1
CRD.




e. Demonstrate awareness that environmental requirements are enforceable criminally
and civilly.

The following is taken from the U.S. Environmental Protection Agency, Enforcement
website.

Enforcement levels the playing field for companies that comply with our nation’s
environmental laws by ensuring that those companies and individuals who would violate the
law are held accountable. Compliance with the nation’s environmental laws is the goal, but
civil and criminal enforcement is an important part of ensuring governments, companies and
individuals meet their environmental obligations.

Civil Enforcement

Civil enforcement ensures compliance through legal actions, inspections and monitoring to
eliminate and prevent environmental harm.

The Federal laws regulate a wide variety of sources, including businesses, individuals,
organizations, and public entities (such as water authorities). Other EPA enforcement
programs specialize in particular aspects of these laws. Where violations are committed by
federally-owned facilities or businesses, the Federal facility enforcement program has
primary responsibility. When the remediation or cleanup of abandoned waste sites, private
facilities or Federal facilities is required, cleanup enforcement takes over.

Criminal Enforcement

Criminal enforcement investigates and assists in the criminal prosecution of willful and
deliberate violations of environmental laws or regulations and any associated violation of the
U.S. criminal code.

EPA’s criminal enforcement program uses stringent sanctions, including jail sentences, to
promote deterrence and help ensure compliance in order to protect the public and
environment. On average, they maintain a 90% conviction rate. Criminal enforcement’s
success investigating environmental criminals sends a clear message to would-be violators:
crimes against the environment will not be tolerated.

f. Discuss ISO 14001, Environmental Management Systems Standards, and their
relevance to DOE and contractor performance.

The following is taken from International Organization for Standardization, ISO 14001:2004.

ISO 14001:2004 specifies requirements for an EMS to enable an organization to develop and
implement a policy and to identify objectives that take into account legal requirements and
other requirements to which the organization subscribes, and to gather information about
significant environmental aspects. It applies to those environmental aspects that the
organization identifies as those which it can control and those which it can influence. It does
not itself state specific environmental performance criteria.




ISO 14001:2004 is applicable to any organization that wishes to establish, implement,
maintain and improve an EMS, to assure itself of conformity with its stated environmental
policy, and to demonstrate conformity with 1ISO 14001:2004 by

= making a self-determination and self-declaration; or

= seeking confirmation of its conformance by parties having an interest in the

organization, such as customers; or
= seeking confirmation of its self-declaration by a party external to the organization; or
= seeking certification/registration of its EMS by an external organization.

All the requirements in ISO 14001:2004 are intended to be incorporated into any EMS. The
extent of the application will depend on factors such as the environmental policy of the
organization, the nature of its activities, products and services, and the location where and the
conditions in which it functions.

The intent of an 1ISO 14001 EMS is to develop a systematic management approach to the
environmental concerns of the organization. The expected outcome of this approach is
continual improvement in EM.

By setting an environmental policy, then making the environmental concerns of the firm
clear (aspects) and defining what will be done to control them (objectives and targets),
planning is accomplished. Then, by establishing organizational structure, personnel
responsibilities, competency and training, implementation begins. Communication practices,
documentation control and procedural documents, operational control and emergency
preparedness define the operation portion of the program. These items are usually included in
an EMS manual, which documents a program to accomplish the objectives and targets set
above. The organization’s methods for measuring and monitoring its environmental impacts
is also included in the manual, along with practices for identifying nonconformance and for
implementing corrective and preventive actions. These, along with routine systems audits
and recordkeeping constitute the EMS checking and corrective action program. And finally,
the program has a routine management review of its activities.

g. Discuss DOE O 450.1 and the requirements for DOE sites to implement Environmental
Management Systems as part of the Integrated Safety Management System (ISMS),
including goals for pollution prevention and sustainable environmental stewardship.

[Note: DOE O 450.1 was cancelled by DOE O 450.1A, which was cancelled by DOE O
436.1.]

The following is taken from DOE O 436.1.

The purpose of DOE O 436.1 is to provide requirements and responsibilities for managing
sustainability within the DOE to
= ensure the Department carries out its missions in a sustainable manner that addresses
national energy security and global environmental challenges, and advances
sustainable, efficient and reliable energy for the future;
= institute wholesale cultural change to factor sustainability and GHG reductions into
all DOE corporate management decisions;




= ensure DOE achieves the sustainability goals established in its SSPP pursuant to
applicable laws, regulations and EOs, related performance scorecards, and
sustainability initiatives.

DOE O 436.1 defines an EMS as a management tool enabling an organization of any size or
type to accomplish the following:
= |dentify and control the environmental impact of its activities, products or services
= Improve its environmental performance continually
= Implement a systematic approach to setting environmental objectives and targets, to
achieving these and to demonstrating that they have been achieved

One of the requirements of DOE O 436.1 is SSPs. Each site must develop and commit to
implementing an annual SSP that identifies its respective contribution toward meeting the
Department’s sustainability goals. SSPs must:
= Be completed and submitted to the sustainability performance office through the
appropriate line management per annual guidance.
= Account for each individual site’s contribution to meeting the sustainability goals and
commit appropriate personnel resources, an appropriate financing plan, and establish
a timeline for execution coupled with specific performance measures and
deliverables.
=  DOE sites must use EMSs as a platform for SSP implementation and programs with
objectives and measurable targets that contribute to the Department meeting its
sustainability goals. Sites must maintain their EMSs as being certified to or
conforming to ISO 14001:2004 in accordance with the accredited registrar provisions
of the international standard or the self-declaration instructions specified in DOE O
436.1.

One of the responsibilities of DOE FEMs is to ensure that EMSs covering all site activities
are certified to, or conform with, 1ISO 14001:2004 (E) in accordance with the accredited
registrar provisions of the international standard or the self-declaration instructions specified
in DOE O 436.1.

h. Describe the role(s) the contractor plays in compliance with environmental regulations.
See CS-7d for a thorough discussion of this KSA.

i. Participate on an environmental assessment team, preparing and reporting the
team’s results to senior Federal and contractor management.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.




8. An STSM must have a working level knowledge of the application of worker
protection standards and the Employee Concerns Program.

a. Demonstrate awareness of sources of occupational safety and health rules, such
as Federal and state statutes, regulations, and orders (e.g., DOE O 440.1A, Worker
Protection Management for DOE Federal and Contractor Employees, and 10 CFR
851, Worker Safety and Health Program).

[Note: DOE O 440.1A was canceled by DOE O 440.1B, Worker Protection Program for
DOE (Including the National Nuclear Security Administration) Federal Employees, which
covers only Federal employees. Contractors are covered by 10 CFR 851, “Worker
Safety and Health Program,” requirements.]

The following is taken from DOE O 440.1B.

DOE O 440.1B establishes the framework for an effective worker protection program that
will reduce or prevent injuries, illnesses, and accidental losses by providing DOE Federal
workers with a safe and healthful workplace.

DOE elements must establish and implement a written worker protection program
appropriate for the facility hazards that provides a place of employment free from recognized
hazards that are causing or are likely to cause death or serious physical harm to their
employees and that integrates all requirements in paragraphs 4a through 4m of DOE O
440.1B, program requirements contained in 29 CFR 1960, applicable functional area
requirements, and other related site-specific worker protection activities.

DOE elements should comply with the following worker protection requirements that are
appllcable to the hazards at the facility:
29 CFR 1910, “Occupational Safety and Health Standards.”

= 29 CFR 1915, “Occupational Safety and Health Standards for Shipyard
Employment.”
29 CFR 1917, “Marine Terminals.”
29 CFR 1918, “Safety and Health Regulations for Longshoring.”
29 CFR 1926, “Safety and Health Regulations for Construction.”
29 CFR 1928, “Occupational Safety and Health Standards for Agriculture.”
29 CFR Sections 1904.4 through 1904.11; 1904.29 through 1904.33; 1904.44; and
1904.46, “Recording and Reporting Occupational Injuries and IlInesses.”
= 10 CFR 850, “Chronic Beryllium Disease Prevention Program.”
= American Conference of Governmental Industrial Hygienists (ACGIH), Threshold
Limit Values (TLV) for Chemical Substances and Physical Agents and Biological
Exposure Indices, when ACGIH TLVs are lower (more protective) than OSHA
permissible exposure limits. The TLVs for exposures to laser emissions in the
ACGIH indices are excluded from this requirement.
ANSI Z136.1, Safe Use of Lasers.
ANSI Z88.2, Practices for Respiratory Protection.
ANSI Z49.1, Safety in Welding, Cutting and Allied Processes, sections 4.3 and E4.3.
NFPA 70, National Electrical Code.
NFPA 70E, Electrical Safety Requirements for Employee Workplaces.
42 CFR 73, “Select Agents and Toxins.”




= 9 CFR 121, “Possession, Use and Transfer of Select Agents and Toxins.”
= 7 CFR 331, “Possession, Use and Transfer of Select Agents and Toxins.”

The Occupational Safety and Health Act of 1970 (OSH Act) assigns two regulatory
functions: setting standards and conducting inspections to ensure that employers are
providing safe and healthful workplaces. OSHA standards may require that employers adopt
certain practices, means, methods, or processes reasonably necessary and appropriate to
protect workers on the job. Employers must become familiar with the standards applicable to
their establishments and eliminate hazards. Compliance with standards may include ensuring
that employees have and use personal protective equipment (PPE) when required for safety
or health. Employees must comply with all rules and regulations that apply to their own
actions and conduct. Even in areas where OSHA has not set forth a standard addressing a
specific hazard, employers are responsible for complying with the Act’s “general duty”
clause. The general duty clause states that each employer “should furnish a place of
employment which is free from recognized hazards that are causing or are likely to cause
death or serious physical harm to his employees.” Statutes or executive orders empower an
administrative agency to develop and promulgate regulations. Statutes direct and authorize,
while regulations detail implementation. When a statute is passed through both houses of
Congress, and is signed into law by the President, it become the authorization and guidance
to a regulating agency to establish a regulation, and is published in the United States Code.
The regulating agency formulates and promulgates the proposed regulation by publishing it
in the Federal Register to allow for public review and comment. When finalized, the
regulation is again published in the Federal Register in its amended form to become law.
These final regulations are combined annually into the Code of Federal Regulations. State
laws and regulations are passed in the same manner as Federal laws, except they require the
signature of the state’s governor to become law. With respect to environmental laws, the
states can enact laws and regulations more stringent than their Federal counterparts but no
less stringent or they are prone to preemption.

10 CFR 851 establishes a WS&H program for DOE contractors. This program establishes the
framework for a worker protection program that will reduce or prevent occupational injuries,
ilinesses, and accidental losses by requiring DOE contractors to provide their employees with
safe and healthful workplaces. Also, the program establishes procedures for investigating
whether a requirement has been violated, for determining the nature and extent of such
violation, and for imposing an appropriate remedy.

DOE P 450.4A, states that it is the Department’s policy that work be conducted safely and
efficiently and in a manner that ensures protection of workers, the public, and the
environment. To achieve this policy, effective safety requirements and goals are established;
applicable national and international consensus standards are adopted; and where necessary
to address unique conditions, additional standards are developed and effectively
implemented. Implementing ISM requirements for Federal organizations is established
through directives, and for contractor organizations through contract clauses.

It is Department policy that SMSs should be used to systematically integrate safety into
management and work practices at all levels so that missions are accomplished. Direct
involvement of workers during the development and implementation of SMSs is essential for
their success.




b. Describe how the ISM core functions and principles and the quality assurance
(QA) criteria are integrated into the activity-level work planning and control
processes for protection of the workers at a given facility or site.

The following is taken from DOE G 414.1-2B chg 1.

Integrating the Safety Management and Quality Assurance Program

The QAP should be integrated with the ISMS, as described in DOE P 450.4A, and DEAR 48
CFR.970.5204-2. The QAP provides processes and tools for ensuring that ISMS objectives
are achieved. DOE P 450.4A expresses a fundamental expectation that work will be
performed safely.

The ten criteria of DOE O 414.1D and 10 CFR 830 subpart A define the generic elements of
a management system applicable to DOE work. They are implemented using a graded
approach based on an evaluation of the risks associated with the work to be performed. The
SMS defined in DOE O 450.2, selectively applies and amplifies the generic management
system requirements defined by the ten criteria to ensure that DOE work is performed safely.

This also ensures that workers, the environment, and the public are reasonably protected
from harm. At the organizational or institutional level, the DOE quality and safety
requirements share a management systems approach (see table 1 below) to achieving their
objectives. Therefore, the required system documentation for each ISMS description and
QAP may be integrated into a single document to describe how the organization intends to
implement the requirements. In some cases, the local DOE office and contractor may
determine that maintaining both an ISMS description and a QAP is expedient. In such cases,
at a minimum, the implementing mechanisms that are described in each should be integrated
to the maximum extent practical, and the system description and the QAP should cross-
reference these procedures as applicable. For example, the processes and procedures for
conducting management assessments should be referenced in both the QAP and the ISMS
description. Table 1 is representative of criteria that apply, but is not all inclusive.




Table 1. Integration of QA criteria into the SMS principles and functions
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SMS Principles and Functions
Principles
1. Line Management Responsibility for Safety X X X
2. Clear Roles and Responsibilities X X X X X
3. Competence Commensurate with Responsibilities X X
4. Balanced Priorities X X X
5.  Identification of Safety Standards and Requirements X X X X X X
6. Hazard Controls Tailored to Work Being Performed X X X
7. Operations Authorization X X
Core Functions
1.  Define the Scope of Work X X X X
2. Analyze the Hazards X X
3. Develop and Implement Hazard Controls X X
4. Perform Work Within Controls X X
5.  Provide Feedback and Continuous Improvement X X X X X

Note: X indicates cross reference delineating (a) when the QA criteria and the principle/function have shared intent or (b) when the QA criterion
is applied to the ISMS principle or function.

Source: DOE G 414.1-2B.

c. Describe the organization, and mission and enforcement authorities of the
Occupational Safety and Health Administration (OSHA) and interface with the
Atomic Energy Act through MOU’s and 10 CFR 851.

The following is taken from the OSHA website.

Organization

OSHA is part of the U.S. Department of Labor. The administrator for OSHA is the Assistant
Secretary of Labor for Occupational Safety and Health, who answers to the Secretary of
Labor. The Secretary of Labor is a member of the cabinet of the President of the United
States.

Mission
With the OSH Act, Congress created OSHA to ensure safe and healthful working conditions

for working men and women by setting and enforcing standards and by providing training,
outreach, education and assistance.

Enforcement

Enforcement is promulgated through the OSH Act (Public Law P.L. 91-596), dated
December 29, 1970.




Interface with Atomic Energy Act (AEA)

In 1993 the Secretary of Energy announced that the DOE would seek external regulation of
its government-owned, contractor-operated (GOCO) sites for occupational safety and health,
replacing the current system of self-regulation. A DOE advisory committee subsequently
recommended that OSHA assume jurisdiction for all worker safety and health enforcement
issues at DOE sites. A report prepared by the National Academy of Public Administration
reiterated and expanded on these issues (section 4(b)(1) of the OSH Act currently preempts
OSHA enforcement at DOE GOCO sites).

Since the Secretary of Energy’s initial announcement OSHA has continued to work with
DOE to prepare for an orderly transition to OSHA external regulation of WS&H at GOCO
sites. OSHA has identified a number of key issues for an orderly transition, including needed
legislation; state plan policies; standards development; training requirements; and resources.

OSHA and DOE have developed a mutually acceptable policy to transfer occupational safety
and health enforcement responsibility at privatized facilities and operations located on DOE
sites. Privatized facilities and operations are located on DOE sites, but they are leased to
private sector enterprises that are not conducting activities for or on behalf of DOE. In July
2000, the agencies entered into a memorandum of understanding (MOU) on this subject.

In addition, OSHA and DOE also reached final agreement on a list of “non-AEA” sites, such
as fossil fuel and power administration sites. OSHA acknowledges DOE’s opinion that DOE
does not have AEA enforcement authority at these sites and OSHA, therefore, has safety and
health enforcement jurisdiction.

d. Demonstrate awareness that occupational safety and health requirements are
enforceable criminally and civilly.

The following is taken from the Occupational Safety and Health Act, section 17, Penalties.

Any employer who willfully or repeatedly violates the requirements of section 5 of the OSH
Act, any standard, rule, or Order promulgated pursuant to section 6 of the OSH Act, or
regulations prescribed pursuant to the OSH Act, may be assessed a civil penalty of not more
than $70,000 for each violation, but not less than $5,000 for each willful violation.

Any employer who has received a citation for a serious violation of the requirements of
section 5 of the OSH Act, of any standard, rule, or Order promulgated pursuant to section 6
of the OSH Act, or of any regulations prescribed pursuant to the OSH Act, shall be assessed
a civil penalty of up to $7,000 for each such violation.

Any employer who has received a citation for a violation of the requirements of section 5 of
the OSH Act, of any standard, rule, or Order promulgated pursuant to section 6 of the OSH

Act, or of regulations prescribed pursuant to the OSH Act, and such violation is specifically
determined not to be of a serious nature, may be assessed a civil penalty of up to $7,000 for
each violation.




Any employer who fails to correct a violation for which a citation has been issued within the
period permitted for its correction may be assessed a civil penalty of not more than $7,000
for each day during which such failure or violation continues.

Any employer who willfully violates any standard, rule, or Order promulgated pursuant to
section 6 of the OSH Act, or of any regulations prescribed pursuant to the OSH Act, and that
violation caused death to any employee, shall, upon conviction, be punished by a fine of not
more than $10,000 or by imprisonment for not more than six months, or by both; except that
if the conviction is for a violation committed after a first conviction of such person,
punishment shall be by a fine of not more than $20,000 or by imprisonment for not more than
one year, or by both.

Any person who gives advance notice of any inspection to be conducted under the OSH Act,
without authority from the Secretary or his designees, shall, upon conviction, be punished by
a fine of not more than $1,000 or by imprisonment for not more than six months, or by both.

Whoever knowingly makes any false statement, representation, or certification in any
application, record, report, plan, or other document filed or required to be maintained
pursuant to the OSH Act shall, upon conviction, be punished by a fine of not more than
$10,000, or by imprisonment for not more than six months, or by both.

e. Describe the role(s) the contractor plays in implementing occupational safety and
health regulations.

See CS-4e for a thorough discussion of this KSA.

f. Describe the purpose, scope, and importance of the Department’s Employee
Concerns Program.

The information for KSAs f and g is taken from DOE O 442.1A.

The objective of the employee concerns program (ECP) is to establish a process that ensures
employee concerns related to such issues as the environment, safety, health, and management
of DOE programs and facilities are addressed through the following:
= Prompt identification, reporting, and resolution of employee concerns regarding DOE
facilities or operations in a manner that provides the highest degree of safe operations
= Free and open expression of employee concerns that results in an independent,
objective evaluation
= Supplementation of existing processes with an independent avenue for reporting concerns

The program applies to all DOE elements and contractors and is important because it requires
that DOE, including NNSA and DOE contractor employees be informed of management’s
intolerance for reprisals against or intimidation of employees who have reported concerns.

g. Describe the responsibilities of the following in implementing DOE O 442.1A,
Department of Energy Employee Concerns Program:
= Headquarters and field office managers; and
= Employee concerns manager




HQ and field office managers

Designate the management position or positions responsible for developing and
implementing the ECP.

Direct the ECP and provide adequate resources and training for effective
implementation.

Ensure implementation of ECPs required by contract for contractors under their
jurisdiction.

Use management assessment results to verify the adequacy and implementation of the
ECP and improve performance.

ECP managers

Develop and submit ECP program implementation documentation to the SO or FEM,
as appropriate, for approval.

Implement the approved ECP and ensure concerns are processed as required by this Order.
Publicize ECP processes, employee rights and responsibilities to report concerns
through these processes, and management’s intolerance for reprisals against
employees who have reported concerns.

Maintain an employee concerns tracking system and a secure filing system.

Decide which concerns are brought to the attention of the ECP, which concerns the
ECP office should seek to resolve, which warrant referral or transfer to another office
for further review, or which warrant no further action.

Assist in evaluation and resolution of employee concerns.

Transfer concerns to other programs or processes if the concern is deemed to be
outside the scope of the ECP; review and evaluate responses from other organizations
to which concerns were referred, request further action when necessary, and provide
feedback to those organizations that have a need to know about the outcome of the
ECP process.

Document that an individual, office, or organization has accepted responsibility for
minimizing, correcting, and preventing recurrence of concerns that have been
substantiated through the ECP process.

Prepare quarterly and annual reports and review them for lessons learned and possible
adverse trends.

Use self-assessments or outside reviews to conduct management assessments of their
ECPs; assess the results with the HQ or FEM, and take any necessary actions to
improve program operations.

Coordinate with DOE contracting officers to determine the existence of contract
requirements for the establishment of contractor ECPs and the means and criteria by
which such contractor ECPs will be evaluated.

Advise appropriate levels of management when actions are either ineffective or not
timely in resolving concerns or correcting identified deficiencies.

h. Describe how employee concerns are reported, processed, and documented as stated
in DOE O 442.1A and the DOE G 442.1-1, Department of Energy Employee Concerns
Program Guide.




Reporting
The following is taken from DOE G 442.1-1.

Employees are responsible for reporting conditions that adversely affect the quality or safety
of DOE operations and for identifying and preventing harassment and intimidation of
coworkers.

The following is taken from DOE O 442.1A.

Processing

Concerns must be processed in one of the following manners:
= |nvestigated or otherwise evaluated through the ECP, in coordination with DOE or
external offices when required
= Referred to other offices or programs and tracked by the ECP until they are resolved
= Transferred to another DOE or contractor organization with jurisdiction over the
issues when those issues are outside the scope of the ECP
= Closed as prescribed in paragraph 4c of DOE O 442.1A

Personnel from ECP must document employee concerns in sufficient detail to permit
investigation or other appropriate levels of review. Concerns must be tracked until closure.
Unless otherwise agreed to by the employee, an organization other than that of the
employee’s immediate supervisor must conduct the investigation. Similarly, individuals or
organizations outside the concerned employee’s organization should not be selected to
conduct the investigation where their involvement presents a conflict of interest.

If the concerned employee requests confidentiality, his or her identity must not be disclosed
during the investigation or other process used to evaluate the concern. However, ECP
personnel should advise employees of the limitations of its ability to protect confidentiality
under certain circumstances. ECP personnel must evaluate and attempt to resolve employee
concerns in a manner that protects the health and safety of both employees and the public,
ensures effective and efficient operation of programs, and uses alternative dispute resolution
techniques whenever appropriate. ECP personnel must immediately report to an appropriate
line manager and/or the ES&H program office those concerns that involve an imminent
danger or condition or a serious condition. Appropriate offices must determine if DOE or its
contractors have taken action to minimize, correct, or prevent recurrence of program,
process, or management weaknesses identified and substantiated through the ECP. Reports of
concerns must be reviewed for classified information and, if classified, sanitized by an
authorized classifier.

Closure

An employee concern case is designated as closed when one of the following occurs:
= The concern has been investigated; necessary corrective actions have been identified;
the office responsible for taking the corrective action has accepted jurisdiction over
the matter; and the resolution has been documented in a formal tracking system.
= The concern has been investigated and no corrective action is deemed necessary.
= The subject matter of the concern is outside the scope of the ECP and the concern has
been transferred to another organization with jurisdiction over the subject matter.




= Personnel from ECP have advised an employee raising a concern that is outside the
scope of the ECP of available means to have the concern addressed, if direct transfer
of the concern to another organization is not appropriate.

= The ECP determines that the issues are frivolous or too general to investigate.

= The concerned employee has been notified that the concern has been closed.

If the ECP does not resolve a concern to the satisfaction of the concerned employee, the
concerned employee must be advised if there are any offices with authority or responsibility
for addressing the subject matter of the concerns.

Documentation and Records

At a minimum, the ECP office must prepare and maintain the following records:
= Concern log
= Concern reports
= Concern investigation and resolution summaries, including a description of the basis
for closing the concern
= Management assessment results
= Quarterly and annual reports

Personnel from ECP must submit quarterly and annual reports to the head of the field
element and the Office of Employee Concerns. The reports must address the following:
= Employee concerns activity levels for the period
= Nature of the concerns
= Resolution of the concerns
= Other information required under ECP directives for the effective coordination of
ECPs

In maintaining ECP records, steps must be taken to protect the identity of the concerned
employee consistent with the employee’s request for confidentiality and the provisions of the
Privacy Act and the Freedom of Information Act.

Federal records cannot be destroyed unless authorized by the National Archives and Records
Administration (NARA) archivist. Authorities are found in the general records schedule of
the government, as issued by NARA, and in NARA-approved DOE records disposition
schedules. Should any or all ECP records not be covered by authorized records disposition
schedule, the responsible ECP manager must seek NARA authorization through the
cognizant local records officer in liaison with the departmental records officer.

i. Describe the criteria for designating and processing occupational health and
safety concerns.

The following is taken from DOE G 442.1-1.

Concerns are designated for processing according to the criteria established by the HSS. An
employee concern involving an imminent danger condition/concern or serious condition/
concern will be immediately brought to the attention of the appropriate line manager and/or
the HSS program office for evaluation and action. The ECP must ensure that an initial
determination of the health and safety significance of the concern is performed. Priorities for




resolution must be established based on determination of the risk of the concern. Generic
guidance for safety significance is provided below; however, for occupational safety and
health concerns, additional classifications follow.

Imminent danger condition/concern: Any condition or practice in any workplace that
creates a danger that could reasonably be expected to cause death or serious physical
harm immediately or before the onset of the danger could be eliminated through the
normal procedural mechanism. HSS requires that such concerns be investigated
within 24 hours.

Serious condition/concern: A hazard, violation, or condition that causes a substantial
probability that death or serious physical harm, property loss, and/or environmental
impact could result. HSS requires that such concerns be investigated within 3
working days.

Other-than-serious condition/concern: Hazards, violations, or conditions that may not
result in death or serious physical harm, property loss, and/or environmental impact
but may have a direct and immediate relationship to WS&H or the environment. HSS
requires that such concerns be investigated within 20 working days.

The following HSS guidelines are intended to be illustrative, not all-inclusive, of criteria that
should be used to assess the significance of the concern. The degree to which a concern
involves an imminent danger or condition is judged by determining if the concern involves
any of the following criteria:

Initiation of work in the face of identified ES&H concerns that could result in an
immediate or near-term threat to the safety or health of the public or workers
Continuation of operations in the face of inoperable or deficient ES&H equipment,
monitoring instrumentation, or systems

Violations of the Price Anderson Amendments Act (PAAA) enforcement authority;
criminal acts involving nuclear safety matters (e.g., falsification of facility logs and
records); willful violations of regulations, DOE directives, operating procedures, or
specifications; or other criminal acts

Deficiencies observed in the normal reporting system (e.g., lack of notification of
ES&H issues and events of significance to proper authorities as required by DOE
Orders, procedures, or Federal and state environmental laws)

Collection, dissemination, and recording of inaccurate or falsified environmental,
safety, or health-related data

Material misrepresentations to inspectors, auditors, or reviewers when performing
official duties

j. Participate in an assessment of worker protection standards at a given facility or
site and report the results to senior Federal and contractor management.

This is a performance-based KSA. The Qualifying Official will evaluate its completion. 10
CFR 851.20, “Management Responsibilities and Worker Rights and Responsibilities,”
outlines management requirements for a worker program at a given facility or site, against
which criteria may be assessed.




9. An STSM must have a working level knowledge of the Department’s Emergency
Management resources, including emergency plans, external agency involvements,
interagency relationships, and the command and control function during an
emergency.

a. Discuss the Department’s three-tiered organizational approach to managing
Operational Emergencies.

The following is taken from DOE G 151.1-4.

Emergency response in the DOE/NNSA comprehensive emergency management system
consists of a three-tiered organizational structure. The primary capability for responding to
an occupational emergency resides with site prime management and operating contractors
because of their responsibility for directing appropriate emergency response actions within
the area under their control and at the scene of the emergency. DOE/NNSA field elements,
the second tier, oversee and support emergency management activities for responding to an
operational emergency at facilities/sites or activities under their cognizance. DOE/NNSA HQ
organizations, the third tier, oversee and support the emergency management activities of the
field element by monitoring the field and contractor response, providing support as needed,
assisting with issue resolution, and coordinating interagency, congressional, and public
information activities at the national level.

At each tier an emergency response organization is required to ensure a prompt, effective and
efficient response to a wide variety of emergency events and conditions so that appropriate
response measures are taken to protect workers, the public, the environment, and national
security.

b. Discuss the roles and responsibilities of the Departmental elements for
management of the Department’'s Emergency Management System as defined in
DOE O 151.1C, Comprehensive Emergency Management System.

The information for KSAs b and c is taken from DOE O 151.1C.

The following roles and responsibilities related to the management of emergency
management systems apply to departmental elements:
= Implement emergency management policy and requirements and maintain programs
and systems consistent with policy and requirements.
= Establish and maintain an effective, integrated emergency management program.
= In coordination with the director, office of emergency operations, and the PSOs,
support a readiness assurance program, consisting of evaluations, improvements, and
emergency readiness assurance plans (ERAPS). Ensure appropriate measures of the
effectiveness of contractor site/facility emergency management programs are
incorporated in contractual arrangements.
= Coordinate with the PSOs to ensure resources are available to implement DOE O
151.1C for facilities and activities under their cognizance.
= Ensure development of appropriate emergency plan implementing procedures for
timely and accurate emergency classification, notification, and reporting of
emergency events for facilities under their cognizance. Establish preauthorization
criteria when possible.




Ensure emergency public information planning (EPI) is integrated with the

development and maintenance of emergency plans.

Ensure effective communication systems and protocols are coordinated and

maintained with the HQ operations center regarding emergencies involving or

affecting facilities or materials under DOE/NNSA jurisdiction or requiring

DOE/NNSA assistance.

Review and approve ERAPs that cover facilities under their supervision; prepare the

cognizant field element annual ERAP; submit it to the PSO and the director, office of

emergency operations, for inclusion in the annual report on the status of the
emergency management system.

Where applicable, pre-designate a DOE/NNSA employee as

0 the on-scene coordinator when DOE/NNSA is the lead agency for Federal
responses under the National Contingency Plan or its replacement;

o the senior Federal official when DOE/NNSA is the coordinating agency under the
nuclear/radiological incident annex of the national response plan or its
replacement; and/or

o the senior energy official to coordinate departmental activities under appropriate
Federal plans.

Participate in the development and implementation of mutual assistance agreements
with state, tribal, and local authorities.

Ensure that emergency planning hazards assessments (EPHAS) and hazards surveys
for emergency planning purposes are adequately performed and documented. Ensure
EPHAs and hazards surveys are updated every three years, and prior to significant
changes to the site/facility or to hazardous material inventories. For example,
significant changes are those changes which would result in an USQ for nuclear
facilities, as defined in 10 CFR 830, or in an unreviewed safety issue for accelerator
facilities, as defined in DOE O 420.2B. Review and approve EPHAs and hazards
surveys and forward the approved EPHASs and/or hazards surveys to the PSO(s) and
the director, office of emergency operations.

Ensure cognizant field element personnel and contractors participate in a continuing
emergency preparedness program of training, drills, and exercises.

Conduct assessments of facility emergency management programs at least once every
three years and review contractor self-assessment programs annually to ensure
compliance with DOE directives and policy; provide the results/conclusions to the
PSO(s) and the director, office of emergency operations.

During an emergency, conduct appropriate and necessary emergency actions.
Implement corrective actions lessons learned from actual emergency responses and
based on findings from evaluations, assessments, and appraisals.

Establish and maintain an emergency operations center (EOC) to respond to
emergency events if not collocated with the contractor’s command center. To
maintain continuous operations, an alternate facility must be available to replace the
EOC.

Ensure that emergency plans and procedures are prepared, reviewed annually, and
updated, as necessary, for all facilities under their purview and are integrated within
the overall cognizant field element emergency preparedness program.

Assign senior representatives to the emergency management advisory committee.
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= Comply with the requirements of the DOE 5530-series Orders or their replacements,
which establish requirements for the radiological emergency response assets
programs.

= Integrate applicable policies and requirements, including those promulgated by other
Federal agencies (e.qg., stockpiling stable iodine for possible distribution as a
radiological protective prophylaxis) and interagency emergency plans into
appropriate DOE/NNSA emergency plans.

= Notify contracting officers of affected contracts to incorporate the CRD of this Order
into those contracts.

= Effectively integrate the activities of a leased facility and NRC-licensed facilities into
the DOE/NNSA site-wide emergency management program, and ensure that lease
arrangements include: a description of how each of the lessee’s emergency
management program elements is integrated into the site-wide program; and, a
requirement that tenant hazardous material inventories are reported to the site
emergency management organization annually or when inventories change.

= Approve site exercise packages prior to the exercise.

c. Define “operational emergencies” and the circumstances to which they apply as
defined in DOE O 151.1C, Comprehensive Emergency Management System.

Operational emergencies are major unplanned or abnormal events or conditions that: involve
or affect DOE/NNSA facilities and activities by causing or having the potential to cause
serious health and safety or environmental impacts; require resources from outside the
immediate/affected area or local event scene to supplement the initial response; and, require
time-urgent notifications to initiate response activities at locations beyond the event scene.

In general, to be considered an operational emergency, an event or condition involving the
uncontrolled release of a hazardous material must: immediately threaten or endanger
personnel who are in proximity of the event; have the potential for dispersal beyond the
immediate vicinity of the release in quantities that threaten the health and safety of onsite
personnel or the public in collocated facilities, activities, and/or offsite; and have a potential
rate of dispersal sufficient to require a time-urgent response to implement protective actions
for workers and the public.

d. Discuss the concept of Emergency Public Information (EPI) and the different roles
of the Department’s Public Relations Office and the Joint Information Center in
disseminating information in an emergency.

The information for KSAs d and e is taken from DOE G 151.1-4.

Emergency Public Information

The ability to provide the public, the media, and DOE employees with accurate and timely
information is based on an effective EPI program. To be effective, EPI should be coordinated
with onsite and offsite Federal, state, local, and tribal emergency response organizations. The
EPI program provides the means for a facility to coordinate the timely exchange of
information among representatives of DOE with other organizations. This coordination is
critical to prevent dissemination of confusing, conflicting, and erroneous information.
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Departmental and emergency response credibility is enhanced through an effective EPI
program, which should be based on a day-to-day public information operation that can be
expanded for an emergency response. This capability to expand is developed in cooperation
with onsite and offsite organizations through the detailed planning and coordination of plans,
procedures, education, and training.

Joint Information Center (JIC)

An EPI plan needs to have provisions to establish a JIC, which is a working location where
multiple jurisdictions gather, process, and disseminate public information during an OE. The
JIC news manager accommodates the news media, coordinates news conferences, provides
media kits and news releases to the media and assists the JIC manager in all matters
pertaining to interaction with the media; serves as an extension of the JIC manager by
tracking inquiries between the EOC and the JIC, keeping the public and media inquiry teams
updated on emergency events, ensuring that the JIC manager has adequate review of
information prior to media briefings ensuring that communications are maintained with the
EOC, and remaining in direct communication with the JIC manager.

e. Discuss the involvement of external agencies in the Department’s Emergency
Management System.

Hazards survey and EPHA results should be used to develop a list of emergency services,
which may be needed to respond to potential accident conditions. Examples of required
services include hospitals, fire departments, law enforcement, accident investigation,
analytical laboratory services, ambulance services, coroners, materials suppliers, contractors,
specialists and others. Offsite response agencies and organizations responsible for
augmenting site response resources and state, local, and tribal agencies responsible for
protecting the public and environment within the vicinity of the facility/site should be
identified. These agencies and organizations should be contacted to determine and/or
establish authorities, responsibilities, resources, notification procedures, and information
necessary in the event of an emergency at a DOE/NNSA facility/site.

f. Describe the contents of, the requirements for, and where each of the following

types of emergency plans can be located on-site:

= Site Emergency Plan;

» Facility Emergency Plan;

= Building Emergency Plan;

=  Security Emergency Plan;

= Fire Prevention/Suppression Plan;

=  Worker Safety Plan; and

= Continuity of Operations Plan
This is a site-specific KSA. The Qualifying Official will evaluate its completion. Contact
your local emergency management team for information. However, the following
information may be helpful.

Federal Preparedness Circular (FPC) 65, issued by the Federal Emergency Management
Administration (FEMA), states, “It is the policy of the United States to have in place a
comprehensive and effective program to ensure continuity of essential Federal functions
under all circumstances.” To support this policy, the Federal executive branch implemented
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the continuity of operations program (COOP). COOP is defined as the activities of individual
departments and agencies and their sub-components to ensure that their essential functions
are performed. This includes plans and procedures that delineate essential functions; specify
succession to office and the emergency delegation of authority; provide for the safekeeping
of vital records and databases; identify alternate operating facilities; provide for interoperable
communications; and validate the capability through tests, training, and exercises. All

Federal agencies, regardless of location, should have in place a viable COOP capability to
ensure continued performance of essential functions from alternate operating sites during any
emergency or situation that may disrupt normal operations.

DOE N 150.1, Continuity of Operations, states that all Federal departments and agencies are
required to establish the capability to continue essential Federal government functions as
necessary to meet civilian and defense needs during any emergency, including natural
disasters, accidents, military or terrorist attacks, and technological emergencies. This
requirement also applies to agency and Department subcomponents such as DOE field
elements.

The DOE COOP manager will develop an overarching DOE COOP plan based on the
Department’s essential functions identified in attachment 2 of DOE N 150.1. The DOE
COOP plan will address all of the program elements specified in FEMA FPC 65.

Each primary DOE organization must develop a COOP implementation plan to support
execution of the Department’s essential functions and implementation of the DOE COOP
plan.

Each DOE field element (this term includes operations offices, service centers, site offices,
area offices, and regional offices of federally staffed laboratories) must develop a COOP plan
that addresses the elements in FEMA FPC 65.

The degree of field element COOP planning will be commensurate with that field element’s
role in supporting execution of the Department’s essential functions and the extent to which
an event directly affecting the field element would impact the continuity of both
departmental and local essential functions.

Mandatory Performance Activities:

a. Complete Emergency Manager Training or Emergency Operations Center (EOC)
training.

b. Participate in the EOC during a site emergency management drill.
c. Complete and pass the Federal Emergency Management Administration (FEMA)
Emergency Management Institute 1S-00700 National Incident Management System

(NIMS) and Introduction course.

Activities a through c are performance-based. The Qualifying Official will evaluate their
completion.
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10. An STSM must have working level knowledge of conduct of operations.

The information for all of the KSAs in this CS is taken from DOE O 422.1, unless specified
otherwise.

a. Describe the reason for implementing conduct of operations at DOE facilities.

A conduct of operations program consists of formal documentation, practices, and actions
implementing disciplined and structured operations that support mission success and promote
worker, public, and environmental protection. The goal is to minimize the likelihood and
consequences of human fallibility or technical and organizational system failures.

b. Discuss the requirements for implementing conduct of operations at DOE
facilities and the associated impact on safety and efficiency of operations.

Conduct of Operations Implementation

The general approach to implementing DOE O 422.1 is for contractors (or DOE
organizations in the case of government-owned, government-operated (GO/GO) facilities) to
develop, for DOE line management approval, documentation demonstrating implementation
of the requirements in the CRD (or attachment 2 for GO/GOs). It is not necessary to develop
new documents to demonstrate implementation, but at a minimum to provide a conduct of
operations matrix, which is a list of CRD requirements, citing the specific documentation
(e.g., procedure, manual) that implements each item, or providing justification for each item
that is not implemented.

Impact on Safety and Efficiency of Operations

Conduct of operations is one of the safety management programs recognized in 10 CFR 830,
but it also supports safety and mission success for a wide range of hazardous, complex, or
mission-critical operations, and some conduct of operations attributes can enhance even
routine operations.

The term “operations” encompasses the work activities of any facility or organization, from
building infrastructure, to print shops and computer centers, to scientific research, and to
nuclear facilities. While many hazards can be dealt with through engineered solutions, people
still have to perform operations, and they can and do make mistakes. The purpose of this
Order is to ensure that management systems are designed to anticipate and mitigate the
consequences of human fallibility or potential latent conditions and to provide a vital barrier
to prevent injury, environmental insult or asset damage, and to promote mission success.

c. Discuss the purpose and describe the roles and responsibilities of the STSM in

implementing DOE O 5480.19, Conduct of Operations Requirements for DOE
Facilities.

[Note: DOE O 5480.19 was canceled by DOE O 422.1.]
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Purpose

The objective of DOE O 422.1 is to define the requirements for establishing and
implementing conduct of operations programs at DOE, including NNSA, facilities and
projects.

Roles and Responsibilities of the STSM

[Note: In the December 18, 2009 revision of this reference guide, the STSM roles and
responsibilities listed were those of the “Head of Field Element” from DOE O 5480.19.
This same practice has been continued for DOE O 422.1.]

STSMs:

= Notify contracting officers to incorporate the CRD into the affected contracts
(considering the hazards and mission impact of the operations) via the laws,
regulations, and DOE directives clause (DEAR 970.5204-2) for those contracts that
contain this clause. For contracts that do not contain DEAR 970.5204-2, request that
the contracting officer attempt to get the CRD incorporated into the contract via a
contract modification. Notify contracting officers in advance to include the
requirements of the CRD in the terms and conditions of any request for proposals for
any new contracts.

= Provide direction and oversight for the development and implementation of conduct
of operations applicability matrices, manuals, plans, procedures, and programs
consistent with the provisions of this Order. Perform oversight of the contractor’s
conduct of operations performance.

= Review and approve the documentation prepared by the contractor demonstrating
conformance to the specific requirements stated in the CRD.

= Assign DOE FRs to oversee conduct of operations in accordance with DOE-STD-
1063-2006, Facility Representatives.

d. Discuss the concept of graded approach and how it applies to the implementation
of conduct of operations.

The following is taken from 10 CFR 830.3.

A graded approach is the process of ensuring that the level of analysis, documentation, and
actions used to comply with a requirement is commensurate with the following seven
attributes:

The relative importance to safety, safeguards, and security

The magnitude of any hazard involved

The life-cycle stage of a facility

The programmatic mission of a facility

The particular characteristics of a facility

The relative importance of radiological and nonradiological hazards

Any other relevant factor

NoakowdnpE

Because the graded approach is not mentioned in DOE O 422.1, the following is taken from
DOE O 5480.19 (archived).
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As applied to conduct of operations, the graded approach ensures that the depth of detail
required and the magnitude of resources expended for operations are commensurate with
each facility’s programmatic importance and potential environmental, safety, and/or health
impact.

e. For each of the 18 chapters in Attachment | to DOE O 5480.19, describe how each
activity contributes to an effective and safe operational environment.

[Note: DOE O 5480.19 was canceled by DOE O 422.1.]

Attachment 2 of DOE O 422.1 lists the 18 chapters of DOE O 5480.19 as “specific
requirements” a through r. In section 2, specific requirements, of attachment 2, each section
references the related DOE technical standard to provide further explanatory material and
examples.

The following is taken from DOE O 422.1.

Specific requirement a—Organization and Administration (DOE-STD-1032-92 chg 1, Guide
to Good Practices for Operations Organization and Administration)

The operator must establish policies, programs, and procedures that define an effective
operations organization, including the following elements:
= Organizational roles, responsibilities, authority, and accountability
= Adequate material and personnel resources to accomplish operations
= Monitoring and self-assessment of operations
= Management and worker accountability for the safe performance of work
= Management training, qualification, succession, and, when appropriate, certification
= Methods for the analysis of hazards and implementation of hazard controls in the
work planning and execution process
= Methods for approving, posting, maintaining, and controlling access to electronic
operations documents (procedures, drawings, schedules, maintenance actions, etc.) if
electronic documents are used

Specific requirement b—Shift Routines and Operating Practices (DOE-STD-1041-93 chg 1,
Guide to Good Practices for Shift Routines and Operating Practices)

The operator must establish and implement operations practices to ensure that shift operators
are alert, informed of conditions, and operate equipment properly, addressing the following
elements:
= The facility status, abnormalities, or difficulties encountered in performing assigned
tasks
= Adherence by operating personnel and other workers to established safety
requirements
= Awareness by operating personnel of the status of equipment through inspection,
conducting checks, and tours of equipment and work areas
= Procedures for completing round sheets or inspection logs, responding to abnormal
conditions, and periodic supervisory reviews of round sheets or inspection logs

106



= Procedures for protecting operators from personnel hazards (e.g., chemical,
radiological, laser, noise, electromagnetic, toxic or nano-scale materials)

= Prompt response to instrument indications, including the use of multiple indications

to obtain parameters
= Procedures for resetting protective devices
= Authorization to operate facility equipment
= Designating shift operating bases and providing equipment for them
= Professional and disciplined operator performance of duties

Specific requirement c—Control Area Activities (DOE-STD-1042-93 chg 1, Guide to Good

Practices for Control Area Activities)

The operator must establish and implement operations practices that promote orderly,
business-like control area operations and address the following elements:

= Control-area access

= Formality and discipline in the control and at-the-controls areas

= Surveillance of control panels and timely response to determine and correct the cause

of abnormalities/out-of-specification conditions
= Limitation of the number of concurrent evolutions and duties
= Authorization to operate control area equipment

Specific requirement d—Communications (DOE-STD-1031-92 chg 1, Guide to Good
Practices for Communications)

The operator must establish and implement operations practices that ensure accurate,
unambiguous communications among operations personnel and address the following

elements:

Provision of communications systems for emergency and normal operations
Administrative control of communications equipment, including authorization to use
the public address system and allowable locations and purposes for radio use
Methods for control areas to contact operators and supervisors

Use of abbreviations and acronyms

Use of oral instructions and communications, including use of repeat-backs and
sender/receiver identifications

Specific requirement e—On-shift Training (DOE-STD-1040-93 chg 1, Guide to Good
Practices for Control of On-Shift Training)

The operator must establish and implement operations practices that control onshift training
of facility operators, prevent inadvertent or incorrect trainee manipulation of equipment, and
address the following elements:

On-shift training program

Authorization and documentation of training activities

Supervision and control of personnel under instruction by qualified personnel
Facility conditions and controls for conducting training during operational activities,
including suspension of training during unanticipated or abnormal events
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Specific requirement f—Investigation of Abnormal Events, Conditions, and Trends (DOE-
STD-1045-93 CN 1, Guide to Good Practices for Notifications and Investigation of
Abnormal Events)

The operator must establish and implement operations practices for investigating events to
determine their impact and prevent recurrence, addressing the following elements:

= Specific events requiring investigation, and criteria for identifying other events or

conditions to be investigated

= Designation of investigators and their training and qualification

= |nvestigation process and techniques

= Causal analysis and corrective action determination

= Event investigation reporting, training, and trending

= Response to known or suspected sabotage

Specific requirement g—Notifications (DOE-STD-1045-93 CN 1, Guide to Good Practices
for Notifications and Investigation of Abnormal Events)

The operator must establish and implement operations practices to ensure appropriate event
notification for timely response, addressing the following elements:
= Procedures for internal, DOE, and external notifications, including events, persons to
be notified, persons responsible to make notifications, contact information, and
recordkeeping
= Communications equipment for notifications

Specific requirement h—Control of Equipment and System Status (DOE-STD-1039-93 chg
1, Guide to Good Practices for Control of Equipment and System Status)

The operator must establish and implement operations practices for initial equipment lineups
and subsequent changes to ensure facilities operate with known, proper configuration as
designed, addressing the following elements:
= Authorization for, and awareness of, equipment and system status changes
= |nitial system alignment, and maintaining control of equipment and system status
through startup, operation, and shutdown, and documentation of status
= Use and approval of lockouts and tagouts for administrative control of equipment
status (see also paragraph 2.i)
= Operational limits compliance and documentation
= Management of equipment deficiencies, maintenance activities, post maintenance
testing, and return to service
= Awareness and documentation of control panel and local alarm issues
= Control of temporary equipment modifications and temporary systems
= Configuration control and distribution of engineering documents

Specific requirement i—Lockout and Tagouts (DOE-STD-1030-96, Guide to Good Practices
for Lockouts and Tagouts)

The operator must establish and implement operations practices that address the following
elements for the installation and removal of lockout/tagouts (LOTO) for the protection of
personnel:
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= Procedures, roles and responsibilities associated with the development,
documentation, review, installation, and removal of a LOTO

= Compliance with OSHA rules, 29 CFR Part 1910 and/or 29 CFR Part 1926,
requirements for the protection of workers using LOTO

= Compliance with NFPA standard 70E electrical safety requirements using LOTO

= Description and control of the tags, locks, lockboxes, chains, and other components
utilized for the LOTO program

= Training and qualification in LOTO and special considerations for DOE facilities
(e.g., operational limitations, or seismic issues from the mass of locks or chains)

The operator must establish and implement operations practices that address the following
elements for the installation and removal of caution tags for equipment protection or
operational control:
= Roles and responsibilities associated with the development, documentation, review,
installation, and removal of caution tags to convey operational information or
equipment alignments for protection of equipment
= Description and control of the tags
= Measures to prevent relying on caution tags for personnel protection

Specific requirement j—Independent Verification (DOE-STD-1036-93 chg 1, Guide to Good
Practices for Independent Verification)

The operator must establish and implement operations practices to verify that critical
equipment configuration is in accordance with controlling documents, addressing the
following elements:

= Structures, systems, components, operations, and programs requiring independent

verification

= Situations requiring independent verification

= Methods for performing and documenting independent verification

= Situations, if any, allowing concurrent dual verification

= Methods for performing concurrent dual verification, if used

Specific requirement k—Logkeeping (DOE-STD-1035-93 chg 1, Guide to Good Practices
for Logkeeping)

The operator must establish and implement operations practices to ensure thorough, accurate,
and timely recording of equipment information for performance analysis and trend detection,
addressing the following elements:
= Narrative logs at all key positions, as defined by management, for the recording of
pertinent information
= Prompt and accurate recording of information
= Type, scope, and format for log entries
= Method for recording late entries and correcting erroneous entries without obscuring
the original entry
= Periodic supervisory reviews for accuracy, adequacy, and trends
= Document retention requirements
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Specific requirement I—Turnover and Assumption of Responsibilities (DOE-STD-1038-93
chg 1, Guide to Good Practices for Operations Turnover)

The operator must establish and implement operations practices for thorough, accurate
transfer of information and responsibilities at shift or operator relief to ensure continued safe
operation, addressing the following elements:
= Definitions for all key positions requiring a formal turnover process
= Turnover of equipment/facility status, duties, and responsibilities that results in the
safe and effective transfer of equipment status and in-progress or planned activities
from one shift or workgroup to the next
= Process for reliefs during a shift

Specific requirement m—Control of Interrelated Processes (DOE-STD-1037-93 chg 1, Guide
to Good Practices for Operations Aspects of Unique Processes)

The operator must establish and implement operations practices to ensure that interrelated
processes do not adversely affect facility safety or operations, addressing the following
elements:
= Defined responsibilities with respect to the control of interrelated processes
(processes or activities that can affect operations, but are under the control of persons
other than the affected operators, such as shared support systems or special testing)
= Operator training and qualification to understand interrelated processes, to interpret
instrument readings, and provide timely corrective action for process-related
problems
= Established lines of communication between operating personnel, process support
personnel, and other interrelated process operators for coordination of activities

Specific requirement n—Required Reading (DOE-STD-1033-92 chg 1, Guide to Good
Practices for Operations and Administration Updates Through Required Reading)

The operator must establish and implement operations practices for an effective required
reading program to keep operators updated on equipment or document changes, lessons
learned, or other important information, addressing the following elements:
= |dentification of material to be distributed via required reading
= |dentification of which personnel are required to read specific required reading items
= Distribution of required reading to appropriate personnel and documentation of their
timely completion

Specific requirement o—Timely Instructions/Orders (DOE-STD-1034-93 chg 1, Guide to
Good Practices for Timely Orders to Operators)

The operator must establish and implement operations practices for timely written direction
and guidance from management to operators, addressing the following elements:
= Appropriate circumstances for the use of timely instructions/orders
= Designated levels of review and approval prior to issuance
= Configuration control of timely instructions/orders
= Distribution of timely instructions/orders to appropriate personnel and documentation
of their receipt and understanding
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Specific requirement p—Technical Procedures (DOE-STD-1029-92 chg 1, Writer’s Guide
for Technical Procedures)

The operator must establish and implement operations practices for developing and
maintaining accurate, understandable written technical procedures that ensure safe and
effective facility and equipment operation, addressing the following elements:

Expectations for the use of procedures to perform operations

A process for procedure development

Procedure content, including consistent format and use of terms (e.g., prerequisites,
warnings, cautions, notes, hold points, etc.), detail sufficient for accomplishing the
operation, technically accurate procedures capable of performance as written, and
procedure conformance with the facility design and manufacturer documentation
A process for procedure changes (pen and ink or page changes) and revisions
(complete reissues)

A process for training personnel on new, revised, or changed procedures

A process for approval of new, revised, or changed procedures

Initial-issue and periodic review and testing of procedures

Availability and use of the latest revisions of procedures

Specified and defined procedure use requirements (i.e., reader-worker method,
reference use only, use-each-time, and emergency response)

Specific requirement g—Operator Aids (DOE-STD-1043-93 chg 1, Guide to Good Practices
for Operator Aid Postings)

The operator must establish and implement operations practices to provide accurate, current,
and approved operator aids, addressing the following elements:

Technical evaluation and management approval of operator aids
Operator aids serve as conveniences, not operational requirements
Operator aids do not obscure equipment

Administrative control of installed operational aids

Periodic review for adequacy and correctness

Specific requirement —Component Labeling (DOE-STD-1044-93 chg 1, Guide to Good
Practices for Equipment and Piping Labeling)

The operator must establish and implement operations practices for clear, accurate equipment
labeling, addressing the following elements:

Components that require a label

Label information that uniquely identifies components and is consistent with
regulations, standards, and facility documents

Durable and securely attached labels that do not interfere with controls or equipment
Administrative control of labels, including a process for promptly identifying and
replacing lost or damaged labels, preventing unauthorized or incorrect labels, and
control of temporary labels
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f. Describe the types of operations where formal conducts of operations apply.

Formal conducts of operations apply to each topical area of the specific requirements listed in
attachment 2 of DOE O 422.1. These areas (operations) are described briefly below and in
greater detail in DOE O 422.1, attachment 2, appendix A.

Organization and Administration

The operator must establish policies, programs, and procedures that define an effective
operations organization.

Shift Routines and Operating Practices

The operator must establish and implement operations practices to ensure that shift operators
are alert, informed of conditions, and operate equipment properly.

Control Area Activities

The operator must establish and implement operations practices that promote orderly,
business-like control area operations.

Communications

The operator must establish and implement operations practices that ensure accurate,
unambiguous communications among operations personnel.

On-shift Training

The operator must establish and implement operations practices that control on-shift training
of facility operators and prevent inadvertent or incorrect trainee manipulation of equipment.

Investigation of Abnormal Events, Conditions, and Trends

The operator must establish and implement operations practices for investigating events to
determine their impact and prevent recurrence.

Notifications

The operator must establish and implement operations practices to ensure appropriate event
notification for timely response.

Control of Equipment and System Status

The operator must establish and implement operations practices for initial equipment lineups
and subsequent changes to ensure facilities operate with known, proper configuration as
designed.

Lockout and Tagouts

The operator must establish and implement operations practices that address specified
elements for the installation and removal of lockout/tagouts for the protection of personnel
and address specified elements for the installation and removal of caution tags for equipment
protection or operational control.
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Independent Verification

The operator must establish and implement operations practices to verify that critical
equipment configuration is in accordance with controlling documents.

Logkeeping
The operator must establish and implement operations practices to ensure thorough, accurate,
and timely recording of equipment information for performance analysis and trend detection.

Turnover and Assumption of Responsibilities

The operator must establish and implement operations practices for thorough, accurate
transfer of information and responsibilities at shift or operator relief to ensure continued safe
operation.

Control of Interrelated Processes

The operator must establish and implement operations practices to ensure that interrelated
processes do not adversely affect facility safety or operations.

Required Reading

The operator must establish and implement operations practices for an effective required
reading program to keep operators updated on equipment or document changes, lessons
learned, or other important information.

Timely Instructions/Orders

The operator must establish and implement operations practices for timely written direction
and guidance from management to operators.

Technical Procedures

The operator must establish and implement operations practices for developing and
maintaining accurate, understandable written technical procedures that ensure safe and
effective facility and equipment operation.

Operator Aids

The operator must establish and implement operations practices to provide accurate, current,
and approved operator aids.

Component Labeling

The operator must establish and implement operations practices for clear, accurate equipment
labeling.

g. Discuss how the self-assessment process is applied to ensure safe operations.

DOE 0 422.1, attachment 2, Program Requirements, appendix A, Conduct of Operations,
detailed conduct of operations matrix, provides the following detailed self-assessment
attributes for paragraph 2.a.(3): Monitoring and self-assessment of operations.
= QOperating problems are documented and evaluated, and corrective actions are taken.
= Supervisors and managers directly observe operations frequently and provide
feedback.
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11.

= Appropriate outside organizations such as QA or other oversight organizations
observe operations and provide feedback.

= Assessment and observation issues are tracked and corrected.

= Auditable, measurable, realistic, and challenging safety, environmental, and
operations goals are set. Examples are safety system operability; radiological or other
exposure; facility operational availability; unscheduled shutdowns; overtime; staffing;
qualification and training; waste production; and plant instrumentation alarms and
warnings.

= Facilities develop an action plan to achieve safety, environment, and operations goals
with input from operations personnel, and review and approval by management.

= Facilities monitor and report to line and DOE management their progress on
completing the action plan and achieving goals. Goals and plans are adjusted and
modified as needed.

h. Working with a qualified DOE Facility Representative in a given facility,
review/assess the conduct of operations or work in progress in the facility.
Develop areport of your findings and discuss it with the contractor facility
management.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

An STSM must have a working level knowledge of waste management principles and
practices.

a. Discuss awareness of definitions of the following types of waste that may be
provided in Federal laws and regulations:
= Low-level waste;
= High-level waste;
=  Transuranic waste; and
= Mixed waste

The following is taken from DOE M 435.1-1.

Low-Level Waste

Low-level waste is radioactive waste that is not high-level radioactive waste, spent nuclear
fuel, transuranic (TRU) waste, byproduct material (as defined in section 11.e(2) of the AEA
of 1954, as amended), or naturally occurring radioactive material.

Examples can include radioactively contaminated industrial or research waste such as:
= Paper
= Rags
= Plastic bags
= Personal protective equipment
= Water-treatment residues

High-Level Waste

High-level waste is the highly radioactive waste material resulting from the reprocessing of
spent nuclear fuel, including liquid waste produced directly in reprocessing and any solid
material derived from such liquid waste that contains fission products in sufficient
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concentrations; and other highly radioactive material that is determined, consistent with
existing law, to require permanent isolation.

Examples include:
= Liquid waste directly produced in reprocessing
= Any solid material derived from the liquid wastes having a sufficient concentration of
fission products

Transuranic Waste

Transuranic waste is radioactive waste containing more than 100 nanocuries (3700
becquerels (Bq)) of alpha-emitting TRU isotopes per gram of waste, with half-lives greater
than 20 years, except for 1) high-level radioactive waste; 2) waste that the Secretary of
Energy has determined, with the concurrence of the administrator of the EPA, does not need
the degree of isolation required by the 40 CFR 191 disposal regulations; or 3) waste that the
NRC has approved for disposal on a case-by-case basis in accordance with 10 CFR 61.

Mixed Waste

Waste that contains both source, special nuclear, or by-product material subject to the AEA
of 1954, as amended, and a hazardous component subject to RCRA.

b. Discuss the Department’s policies and practices regarding the handling and
management of waste as described in DOE O 435.1, Radioactive Waste
Management.

The following is taken from DOE O 435.1.

DOE radioactive waste management activities should be systematically planned,
documented, executed, and evaluated. Radioactive waste should be managed to
= protect the public from exposure to radiation from radioactive materials;
= protect the environment;
= protect workers;
= comply with applicable Federal, state, and local laws and regulations.

All radioactive waste should be managed in accordance with the requirements in DOE
M 435.1-1, Radioactive Waste Management Manual.

DOE, within its authority, may impose such requirements, in addition to those established in
DOE O 435.1, as it deems appropriate and necessary to protect the public, workers, and the
environment, or to minimize threats to property.

c. Discuss the Department’s performance objectives and performance assessment
requirements as outlined in DOE O 435.1.

DOE O 435.1 does not provide specific performance objectives or performance assessment
requirements, but states that “All radioactive waste shall be managed in accordance with the
requirements in DOE M 435.1-1, Radioactive Waste Management Manual,” from which the
following is taken. This manual lists performance objectives and performance assessment
requirements only for low-level waste.
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Performance Objectives

Low-level waste disposal facilities shall be sited, designed, operated, maintained, and closed
so that a reasonable expectation exists that the following performance objectives will be met
for waste disposed of after September 26, 1988:
= Dose to representative members of the public shall not exceed 25 mrem (0.25 mSv) in
a year total effective dose equivalent (TEDE) from all exposure pathways, excluding
the dose from radon and its progeny in air.
= Dose to representative members of the public via the air pathway shall not exceed 10
mrem (0.10 mSv) in a year TEDE, excluding the dose from radon and its progeny.
= Release of radon shall be less than an average flux of 20 pCi/m?/s (0.74Bg/m“/s) at
the surface of the disposal facility. Alternatively, a limit of 0.5 pCi/1 (0.0185 Bg/l) of
air may be applied at the boundary of the facility.

Performance Assessment

A site-specific radiological performance assessment shall be prepared and maintained for
DOE low-level waste disposed of after September 26, 1988. The performance assessment
shall include calculations for a 1,000-year period after closure of potential doses to
representative future members of the public and potential releases from the facility to provide
a reasonable expectation that the performance objectives identified in this chapter are not
exceeded as a result of operation and closure of the facility.
= Analyses performed to demonstrate compliance with the performance objectives in
DOE M 435.1-1, chapter 4, and to establish limits on concentrations of radionuclides
for disposal based on the performance measures for inadvertent intruders in this
chapter shall be based on reasonable activities in the critical group of exposed
individuals. Unless otherwise specified, the assumption of average living habits and
exposure conditions in representative critical groups of individuals projected to
receive the highest doses is appropriate. The likelihood of inadvertent intruder
scenarios may be considered in interpreting the results of the analyses and
establishing radionuclide concentrations, if adequate justification is provided.
= The point of compliance shall correspond to the point of highest projected dose or
concentration beyond a 100-meter buffer zone surrounding the disposed waste. A
larger or smaller buffer zone may be used if adequate justification is provided.
= Performance assessments shall address reasonably foreseeable natural processes that
might disrupt barriers against release and transport of radioactive materials.
= Performance assessments shall use DOE-approved dose coefficients (dose conversion
factors) for internal and external exposure of reference adults.
= The performance assessment shall include a sensitivity/uncertainty analysis.
= Performance assessments shall include a demonstration that projected releases of
radionuclides to the environment shall be maintained ALARA (as low as reasonably
achievable).
= For purposes of establishing limits on radionuclides that may be disposed of near-
surface, the performance assessment shall include an assessment of impacts to water
resources.
= For purposes of establishing limits on the concentration of radionuclides that may be
disposed of near-surface, the performance assessment shall include an assessment of
impacts calculated for a hypothetical person assumed to inadvertently intrude for a
temporary period into the low-level waste disposal facility. For intruder analyses,
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institutional controls shall be assumed to be effective in deterring intrusion for at least
100 years following closure. The intruder analyses shall use performance measures
for chronic and acute exposure scenarios, respectively, of 100 mrem (1 mSv) in a year
and 500 mrem (5 mSv) TEDE excluding radon in air.

d. Discuss the Department’s policies on waste management, including:
= Generation reduction;

Segregation;

Minimization;

Pollution prevention; and

Disposal

The following is taken from DOE O 5820.2A (archived).

Generation Reduction
Transuranic Waste

Technical and administrative controls shall be directed to reducing the gross volume of waste
generated and/or the amount of radioactivity requiring disposal. TRU waste reduction efforts
shall be based on the implementation of techniques such as process modification, process
optimization, materials substitution, decontamination, assay of suspect waste, and new
technology development. Volume reduction techniques, such as incineration, compaction,
extraction, and shredding, shall be implemented wherever cost effective and practical.

Low-Level Waste

Technical and administrative controls shall be directed to reducing the gross volume of waste
generated and/or the amount of radioactivity requiring disposal. Waste reduction efforts shall
include consideration of process modification, process optimization, materials substitution
and decontamination.

All DOE low-level waste generators shall establish auditable programs (goals, incentives,
procedures, and reports) to ensure that the amount of low-level waste generated and/or
shipped for disposal is minimized.

Segregation
To the extent practical, waste shall be segregated by type (sludge, salt, high activity, and low
activity) to make accessibility for future processing easier.

Each DOE low-level waste generator shall separate uncontaminated waste from low-level
waste to facilitate cost effective treatment and disposal.

The following is taken from DOE M 435.1-1, chg 2.

Minimization and Pollution Prevention

Waste minimization and P2 shall be implemented for radioactive waste management
facilities, operations, and activities to meet the requirements of EO 12856, “Federal
Compliance with Right-to-Know Laws and Pollution Prevention Requirements,” and EO
13101, “Greening the Government through Waste Prevention, Recycling, and Federal
Acquisition,” and DOE Order 5400.1, General Environmental Protection Program.
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Disposal

Disposal of high-level waste must be in accordance with the provisions of the AEA of 1954,
as amended, the Nuclear Waste Policy Act of 1982, as amended or any other applicable
statutes.

Transuranic waste shall be disposed in accordance with the requirements of 40 CFR 191,
“Environmental Radiation Protection Standards for Management and Disposal of Spent
Nuclear Fuel, High-Level and Transuranic Radioactive Wastes.”

Low-level waste disposal facilities shall meet the performance objectives and performance
assessment requirements discussed in KSA c of this competency statement.

e. Discuss how the following Acts apply to and impact the Department’s waste
management programs:
» Federal Facilities Compliance Act (FFCA);
= Pollution Prevention Act of 1990 and
=  Superfund Amendment Reauthorization Act

Federal Facilities Compliance Act (FFCA)

The FFCA of 1992 established that Federal facilities do not have sovereign immunity from
state enforcement of state environmental laws under the solid and hazardous waste provisions
of the Solid Waste Disposal Act. Thus, Federal facilities are obligated to pay fines and
penalties assessed by states. Additionally, provisions of the Act give EPA broader
enforcement authority at Federal facilities. Specific to DOE, the Act includes a three-year
moratorium on enforcement of storage provisions for mixed hazardous and radioactive
wastes. The Act created a new mixed-waste provision requiring reports on the national
inventory of all mixed waste on a state-by-state basis and on the nation’s inventory on
mixed-waste treatment capacities and technologies.

The Act limits the civil liability of Federal employees acting within the scope of their official
duties; however, it increases the potential criminal liability of Federal employees.

Pollution Prevention Act
The Pollution Prevention Act states,

... the Congress hereby declares it to be the national policy of the United
States that pollution should be prevented or reduced at the source whenever
feasible; pollution that cannot be prevented should be recycled in an
environmentally safe manner, whenever feasible; pollution that cannot be
prevented or recycled should be treated in an environmentally safe manner
whenever feasible; and disposal or other release into the environment should
be employed only as a last resort and should be conducted in an
environmentally safe manner.

Based on DOE O 450.1A requirements, among others, pollution prevention efforts are
mandated as being part of a site EMS, which is part of the site’s ISMS.
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Superfund Amendment Reauthorization Act

Requirements found in paragraph 5.b of DOE O 451.1B must be adhered to as they relate to
DOE activities. These requirements are in support and application of EPCRA or Title Il of
Superfund Amendments and Reauthorization Act of 1986, 42 U.S.C. 11001, and the
Pollution Prevention Act of 1990, 42 U.S.C. 13101, et seq.

f. Demonstrate an understanding of the general requirements of section 3116 of the
2005 National Defense Authorization Act regarding appropriate classification of
waste.

The National Defense Authorization Act for FY 2005 states the following:

IN GENERAL—Notwithstanding any other provision of law, with respect to
material stored at a Department of Energy site at which activities are regulated
by the State pursuant to approved closure plans or permits issued by the State,
high-level radioactive waste does not include radioactive material resulting
from the reprocessing of spent nuclear fuel that the Secretary of Energy
determines
1. does not require permanent isolation in a deep geologic repository for spent fuel
or highly radioactive waste pursuant to criteria promulgated by the Department
of Energy by rule approved by the NRC,;
2. has had highly radioactive radionuclides removed to the maximum extent
practical in accordance with the NRC-approved criteria; and
3. in the case of material derived from the storage tanks, is disposed of in a facility
(including a tank) within the State pursuant to a State-approved closure plan or a
State-issued permit, authority for the approval or issuance of which is conferred
on the State outside of this Act.

Therefore, section 3116 of the Ronald W. Reagan National Defense
Authorization Act for Fiscal Year 2005 authorizes the Secretary of Energy, in
consultation with the NRC, to determine that certain waste from reprocessing
spent nuclear fuel is not high-level waste and that it may instead be disposed
of as low-level waste if it meets the criteria set forth in section 3116.

g. Demonstrate an understanding of the general requirements of the Resource
Conservation and Recovery Act of 1976 as it applies to hazardous and mixed
waste.

The following is taken from the U.S. Environmental Protection Agency website.

Hazardous Waste

The hazardous waste program, under RCRA subtitle C, establishes a system for controlling
hazardous waste from the time it is generated until its ultimate disposal—in effect, from
“cradle to grave.”

EPA regulations, or rulemakings, translate the general mandate of RCRA into a set of
requirements for the EPA and the regulated community. The RCRA hazardous waste
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program regulates commercial businesses as well as Federal, state, and local government
facilities that generate, transport, treat, store, or dispose of hazardous waste.

Hazardous waste is a waste with properties that make it dangerous or potentially harmful to
human health or the environment. In regulatory terms, a RCRA hazardous wastes fall into
two categories:
1. Listed wastes, which appear on one of the four hazardous wastes lists established by
EPA regulations:
0 The F-list (non-specific source wastes), which can be found in the regulations at
40 CFR 261.31
0 The K-list (source-specific wastes), which can be found in the regulations at 40
CFR 261.32
0 The P-list and the U-list (discarded commercial chemical products), which can be
found in the regulations at 40 CFR 261.33

2. Characteristic wastes, which exhibit one or more of four characteristics defined in 40
CFR 261 subpart C.
o Ignitability, as described in 40 CFR 261.21
o Corrosivity, as described in 40 CFR 261.22
0 Reactivity, as described in 40 CFR 261.23
0 Toxicity, as described in 40 CFR 261.24

40 CFR 260 contains all of the RCRA regulations governing hazardous waste identification,
classification, generation, management and disposal.

Mixed Waste

Mixed waste contains both radioactive and hazardous waste components. As a result, both
treatment and regulation are complex. Mixed wastes are regulated by RCRA and the AEA. In
general, the requirements of RCRA and AEA are consistent and compatible. However, in
cases where requirements of the two acts are found to be inconsistent, the AEA takes
precedence.

The NRC and the DOE regulate the radioactive portion of mixed waste under AEA authority,
while EPA regulates the hazardous waste portion of mixed waste under RCRA authority.

DOE produces three types of mixed waste:

= Low-level mixed waste (LLMW) that results from research, development, and
production of nuclear weapons. An estimated 226,000 cubic meters (m®) of DOE
LLMW will require management over the next 20 years.

= High-level mixed waste (HLW) that results from reprocessing spent nuclear fuel and
irradiated targets from reactors. These wastes often contain highly-corrosive
components, organics, or heavy metals that are regulated under RCRA. DOE has
about 399,000 m® of HLW stored in large tanks at four locations across the U.S.

= Mixed transuranic waste (MTRU) that contains radioactive elements heavier than
uranium and a hazardous waste component. MTRU is primarily generated from
nuclear weapons fabrication, plutonium bearing reactor fuel fabrication, and spent
fuel reprocessing.
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The DOE is currently self-regulating and its orders apply to DOE sites and contractors. As
mandated by the FFCA, DOE has developed site treatment plans to handle its mixed wastes
under the review of EPA and authorized states.

h. Discuss the process for determining whether or not waste is hazardous.

The following is taken from U.S. DOE Office of Health, Safety and Security, Resource
Conservation and Recovery Act.

The statutory definition of a hazardous waste is provided in RCRA as follows:

... asolid waste, or combination of solid wastes, which because of its quantity,
concentration, or physical, chemical, or infectious characteristics may (A) cause, or
significantly contribute to an increase in mortality or an increase in serious
irreversible, or incapacitating reversible, illness; or (B) pose a substantial present or
potential hazard to human health or the environment when improperly treated, stored,
transported, or disposed of, or otherwise managed.

Furthermore, a solid waste is a hazardous waste if it is not excluded by regulation (40 CFR
261.4) and if it is listed (40 CFR 261.30) as a hazardous waste, is a waste mixture containing
one or more listed hazardous wastes, or exhibits one or more characteristics of hazardous
waste (i.e., ignitability, corrosivity, reactivity, or toxicity) (40 CFR 261.21 to 261.24). Listed
wastes meet the definition of hazardous waste regardless of the concentration level of
hazardous constituents in them. When listed wastes are mixed with nonhazardous wastes or
materials, the mixture must be managed as hazardous waste.

i. Describe the general requirements and issues associated with the transportation
and packaging of radioactive wastes.

The following is taken from DOE M 435.1-1.

General Requirements

Radioactive waste shall be packaged and transported in accordance with DOE O 460.1C, and
DOE O 460.2A, Departmental Materials Transportation and Packaging Management.

High-Level Waste
Packaging and Transportation
The following requirement is in addition to the general requirements specified above.

Canistered waste form: Immobilized high-level waste shall meet the requirements of the
DOE/EM-0093, Waste Acceptance Product Specifications for Vitrified High-Level Waste
Forms, or DOE/RW-0351P, Waste Acceptance System Requirements Document, for non-
vitrified, immobilized high-level waste.

Transuranic Waste
The following requirements are in addition to the general requirements specified above.
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Packaging

=  TRU waste shall be packaged in a manner that provides containment and protection
for the duration of the anticipated storage period and until disposal is achieved or
until the waste is removed from the container.

= Vents or other mechanisms to prevent pressurization of containers or generation of
flammable or explosive concentrations of gases shall be installed on containers of
newly-generated waste at the time the waste is packaged. Containers of currently
stored waste shall meet this requirement as soon as practical unless analyses
demonstrate that the waste can otherwise be managed safely.

=  When TRU waste is packaged, defense waste shall be packaged separately from non-
defense waste, if feasible.

= Containers of TRU waste shall be marked such that their contents can be identified.

Transportation

To the extent practical, the volume of waste and number of TRU waste shipments shall be
minimized.

Low-Level Waste
The following requirements are in addition to the general requirements specified above.

Packaging
If containers are used:
= Low-level waste shall be packaged in a manner that provides containment and
protection for the duration of the anticipated storage period and until disposal is
achieved or until the waste has been removed from the container.
= When waste is packaged, vents or other measures shall be provided if the potential
exists for pressurizing or generating flammable or explosive concentrations of gases
within the waste container.
= Containers of low-level waste shall be marked such that their contents can be
identified.

Transportation

To the extent practical, the volume of waste and number of low-level waste shipments shall
be minimized.

j.  Conduct an assessment of waste management practices at a given site/facility
and prepare areport on how these practices can be improved.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

12. An STSM must have a working level knowledge of maintenance management as
it relates to safety.

a. Describe DOE O 433.1, Maintenance Management Program for DOE, to explain:
= DOE’'s role in the oversight of contractor maintenance operations;
= Theintent of maintenance management programs;
= The Department’s policy and objectives for maintenance management;
= Theresponsibilities and authorities for maintenance management programs.
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[Note: DOE O 433.1 was canceled by DOE O 433.1B.]

DOE Oversight
The following is taken from DOE G 433.1-1A.

DOE involvement in the oversight of nuclear facility maintenance programs should include
reviews by the DOE FR, field and area offices, and HQ. Inspections, audits, reviews,
investigations and continuous self-assessment are necessary ingredients to achieving
excellence in maintenance activities. Whether DOE or contractor, senior managers should
periodically review and assess elements of the maintenance program for effectiveness and to
identify areas of needed improvement. A comprehensive assessment of maintenance program
elements should be conducted periodically and should include input from managers and
supervisors from maintenance and other groups such as operations, technical staff, and
appropriate corporate departments.

The following is taken from DOE O 433.1B.

Intent of Maintenance Management Programs

The purpose of DOE O 433.1B is to define the safety management program required by 10
CFR 830.204(b)(5) for maintenance and the reliable performance of SSCs that are part of the
safety basis required by 10 CFR 830.202 at hazard category 1, 2 and 3 DOE nuclear
facilities. Because DOE O 433.1B provides the requirements for maintenance management
programs for DOE nuclear facilities, its purpose is essentially the intent of those programs.

Policy and Objectives

While DOE O 433.1B does not contain a specific policy statement, best practices dictate the
following:
= The maintenance management program for all DOE property is consistent with DOE
O 433.1B and that all DOE property is maintained in a manner that promotes
operational safety, worker health, environmental protection and compliance, property
preservation, and cost-effectiveness while meeting the programmatic mission.
= SSCs that are important to safe operation should be subject to a maintenance program
in order to meet or exceed their design requirements throughout their life.
= Periodic inspection of SSCs, and equipment is performed to determine deterioration
or technical obsolescence which threatens performance and/or safety.
= Primary responsibility, authority, and accountability for the direction and
management of the maintenance programs for all property resides with the line
management assigned direct programmatic responsibility.

The objectives for maintenance management are as follows:

= Develop a cost-effective and efficient maintenance program for all DOE property that
is consistent with DOE’s mission, safety and health, reliability, quality, and
environmental protection objectives.

= Establish a review and analysis capability for evaluation of maintenance program
performance and effectiveness.

= Ensure the reliability, safety, and operability of SSCs.

= Ensure compliance with ES&H standards.
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= Ensure that the responsibility, authority, and accountability for maintenance are
clearly defined and appropriately assigned.

= Ensure that, where maintenance requirements or accepted maintenance standards
cannot be met, such instances are appropriately documented and acknowledged by
line management.

= Ensure that sufficient resources are budgeted in a timely manner to accomplish the
maintenance program.

= Ensure that effective programs are in place to evaluate and measure property
condition.

= Ensure that a graded approach is taken by the line management in the development
and implementation of maintenance programs.

= Ensure that the maintenance of DOE property meets the equivalent guidelines, as
appropriate, as required for the conduct of maintenance in commercial industry.

Responsibilities
Managers of field elements are responsible for the following:
= Ensure that maintenance activities and programs at hazard category 1, 2, and 3
nuclear facilities under their purview are conducted in compliance with the
requirements of DOE O 433.1B.
= Ensure that sufficient resources are requested to meet the requirements of DOE O
433.1B and to ensure that safety SSCs are sufficiently maintained to perform their
assigned safety function.
= Ensure that cost-effective nuclear maintenance management programs (NMMPs) are
developed and implemented for all hazard category 1, 2, and 3 DOE nuclear facilities.
= Ensure that the requirements of DOE O 433.1B are incorporated into contracts,
subcontracts, and support services contracts for hazard category 1, 2, and 3 nuclear
facilities as appropriate
= Notify contracting officers when contracts are affected by DOE O 433.1B.
= Review and approve NMMP program description documentation that demonstrates
compliance with the specific requirements in the CRD, attachment 1.
= Conduct comprehensive self-assessments and assessments of contractor maintenance
management programs as specified in DOE O 433.1B and in accordance with DOE O
226.1A.

b. Discuss the requirements for the control and integration of contractor and
subcontractor personnel in maintenance activities.

The following is taken from DOE O 433.1B.

Secretarial officers are responsible to ensure that contractors conduct maintenance of SSCs in
accordance with a DOE/NNSA approved NMMP.

Central technical authorities must concur with decisions regarding applicability of CRDs
related to DOE O 433.1B, in accordance with DOE O 410.1, Central Technical Authority
Responsibilities Regarding Nuclear Safety Requirements
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Field office managers are responsible for the following:

= Ensure that maintenance activities and programs at hazard category 1, 2, and 3
nuclear facilities under their purview are conducted in compliance with the
requirements of DOE O 433.1B.

= Ensure that the requirements of DOE O 433.1B are incorporated into contracts,
subcontracts, and support services contracts for hazard category 1, 2, and 3 nuclear
facilities as appropriate.

= Review and approve NMMP program description documentation that demonstrates
compliance with the specific requirements in the CRD (attachment 1 of DOE O
433.1B).

= Conduct comprehensive self-assessments and assessments of contractor maintenance
management programs as specified in DOE O 433.1B and in accordance with DOE O
226.1A.

Contracting officers must incorporate the CRD into affected contracts in a timely manner
when notified.

c. Discuss the graded approach process by which Department line management
determines an appropriate level of coverage by facility maintenance management
personnel.

The following is taken from DOE G 433.1-1A.

Graded Approach

Attachment 2, paragraph 1.e. (3) of DOE O 433.1B requires Federal and contractor
organizations to submit NMMP description documentation that provides, “Documentation of
the basis for applying a graded approach, if applicable.” The graded approach methodology
ensures the level of rigor for implementing DOE O 433.1B’s 17 maintenance management
elements is based on their importance/significance and associated consequences.

DOE contractors should use knowledge of their nuclear facilities and sound engineering
judgment to determine the depth of detail and magnitude of resources required for
implementing each of DOE O 433.1B’s 17 maintenance management elements.

The method of and basis for applying the graded approach should be documented and
address the following:
= How the graded approach defined in 10 CFR 830 was used
=  Where it was applied (e.g., for a specific SSC, or a group of SSCs)
=  Why it was used and how it ensures an adequate level of safety for this SSC (or group
of SSCs)

d. Discuss how maintenance activities interface with the following as each relates to
safety:

Conduct of operations;

Quality assurance;

Configuration management;

Safety SSCs;

Authorization basis;

Design basis;
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= Suspect/counterfeit items.
The following is taken from DOE G 433.1 (archived).

[Note: The archived guide is referenced because the current guide no longer provides
the requisite information.]

Conduct of Operations

Because of the complex nature of operations and maintenance at DOE nuclear facilities and
the interdependence of job activities, the way workers perform day-to-day activities to meet
facility mission objectives should be formalized by established rules governing their work.
For every operation, whether it be routine, infrequent, abnormal, emergency or casualty, a
procedure should be in place so workers know how the operation should be conducted. Good
procedures should produce good products. Verbatim compliance with procedures should be
mandated policy. Compliance with procedures that are wrong or simply nonexistent could
lead to failure. Knowing what to do when things go wrong is the fundamental key to
understanding formal conduct of operations. Conduct of operations is the formality needed to
ensure that workers know the status and configuration of systems and equipment at the
facility during all phases of operations and maintenance.

Quality Assurance

Contractors responsible for a nuclear facility are required to implement a DOE-approved
QAP according to 10 CFR 830 subpart A. Consequently, a QAP that applies to the
maintenance management program should already be in place at each DOE nuclear facility.
10 CFR 830 includes ten criteria for the management, performance, and assessment of work
so that it meets requirements. One of the criteria explicitly requires that items be maintained
to prevent their damage, loss, or deterioration. A maintenance management program
established using DOE G 433.1-1 will satisfy that explicit criterion and address the other QA
criteria in an integrated fashion.

Examples of the maintenance management program elements that integrate and satisfy the
QA criteria include the following:

= QOrganization—program, training, and qualification

= Condition of facilities and equipment—inspection and test

= Maintenance documents and records

= Work-control system—work processes

= Maintenance evaluation and analysis—quality improvement, independent assessment,

and management assessment

A maintenance management program that integrates the QA criteria will perform continuing
analysis and surveillance of the facility activities for safety, mission objectives, economics,
system function, and compliance. The program should provide constant oversight of nuclear
operations, maintenance and program performance and should make the results available to
contractor and DOE management or external regulators through the following:

= Reports on organization and system performance

= |dentification of maintenance problem areas

= System corrective action plans
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= Assurance that corrective actions have been accomplished to prevent recurrence of
the root cause of problems on a continuing basis, thereby ensuring compliance on a
continuing basis

DOE nuclear facility QAPs should be an integrated management plan for fitting all hardware
and ACs together in a framework which provides for management visibility of the operation,
clear decision-making authority, identification of decision-makers according to the matter
under consideration, identification of interfaces, and communication channels and all control
points. The details of the program should be in written form and provide attributes of such a
program that apply to all modes of facility operation, accident prevention, and accident
mitigation. The administrative attributes intended to ensure that all SSCs required for safe
operation of the facility are present should be identified in the facility DSA and should be
classified by quality application such that they can be properly controlled.

All external organizations interfacing and performing work affecting the quality of a DOE
nuclear facility design and operation should be identified in writing. This includes those
organizations providing criteria, designs, specifications, and technical detail to cover the
preparation, review, and approval of documents involving design and operational interfaces.

Persons and organizations performing independent assessment of the maintenance
management program must have sufficient internal authority and organizational freedom to
identify quality problems; initiate, recommend, or provide solutions; and verify
implementation of solutions for QA.

Configuration Management (CM)

Configuration management is a discipline that applies technical and administrative direction
and surveillance to identify and document the physical characteristics of a facility. It is a
method of doing business that maintains consistency among design requirements, physical
configuration, and facility documentation. It audits to verify conformance to specifications
and related documentation. Basically, it boils down to doing those things that should be done
all along to properly manage and control physical and functional items at a facility. Such a
program can be broken down into five basic programmatic elements.

= Program management

= Design requirements

= Document control

= Change control

= Assessments

An important aspect of a CM program is the assurance that the design basis of a DOE nuclear
facility is established, documented, and maintained. The facility SSCs, and computer
software should conform to approved design requirements, and any changes to them must be
minimized through an integrated management review process, with established approval
criteria. This will help to establish that the operations of the facility are reliable if personnel
operating the facility are knowledgeable about changes through timely review and training.
Proposed changes should be thoroughly evaluated to determine their impact on other
hardware and documents. Such changes should be reviewed and approved by appropriate,
responsible managers before implementation. This way, the program maintains a consistency
between the documents of all departments and organizations (i.e., design, inspection,
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operations, maintenance, testing, or training). Safety, mission, economic impact, and benefit
can be fully analyzed through the full range of review and approval contained in the program.

The following is taken from DOE G 433.1-1A.

Safety Structures, Systems, and Components

10 CFR 830 subpart B, and DOE O 420.1B, require formal definition of minimum acceptable
performance of safety SSCs in the DSA. This is accomplished by first defining a safety
function, then describing the SSCs, placing functional requirements on those portions of the
SSCs required for the safety function, and identifying performance criteria that will ensure
functional requirements are met.

A product of initial safety basis development and updates should be a listing of these SSCs,
which is then used to develop and maintain the master equipment list (MEL). The MEL
clearly identifies all SSCs that are part of the safety basis, thus requiring controls that are
more rigorous. The organization may include in the MEL and the nuclear maintenance
program those non-safety SSCs to which they chose to apply rigorous controls.

Within the design change and/or configuration management process, the facility should
evaluate changes/modifications to identify any necessary updates to the MEL. The work
planning process should include checking equipment, which will be effected in the MEL to
determine if special controls are required in the maintenance package.

While an approved hard-copy list of all SSCs that are part of the safety basis is acceptable,
typically the MEL is maintained electronically in the facility’s computerized maintenance
management system and includes all facility equipment, with the safety basis items coded for
identification. Thus, the MEL can be an index with many uses, including periodic
maintenance, spare parts inventories, and equipment history. Each MEL item should be
identified uniquely. An engineering group typically develops and maintains the MEL.
Additional information, such as the following, may be included or linked/referenced to the
MEL items:

= Equipment name/type
Equipment tag in field (location)
Safety category
Reference to safety basis source
Any applicable TSRs/LCOs
Installed make and model
Spare parts
Status (active, retired, inactive)

Authorization Basis

The SAR and TSR are part of a nuclear facility’s authorization basis. The SAR describes the
hazard analysis and accident consequence analysis that was conducted to define the
conditions under which the facility can be safely operated, and specifies safe operating
conditions and parameters. The TSR contains individual operational requirements that need
to be met to ensure safe operation. Effective control of maintenance activities is essential in
ensuring the safe operating conditions and maintaining the facility safety basis.
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13.

The dependence of a facility’s authorization basis on periodic maintenance of safety-related
systems can be a strong justification for maintenance budget requests.

Design Basis

Management should ensure that plant configuration, including the manner in which the
facility is maintained, conforms to the established design basis requirements. Many routine
activities, if carried out improperly, can have an adverse impact on facility configuration and
cause eventual equipment damage or increase the probability or consequences of a significant
event.

Suspect/Counterfeit Items (S/CIs)

In accordance with DOE O 433.1B, the NMMP must include incorporation of the process to
prevent the use of S/Cls into maintenance procedures and work instructions. The controls to
prevent entry, detect, control, report, and disposition S/Cls should interface with a facility’s
maintenance program.

The NMMP should address the following:
= The controls established to ensure that items and services meet specified requirements
as set forth in DOE O 414.1D and the 10 CFR 830 subpart A
=  The processes to prevent entry, detect, control, report, and disposition of S/Cls per
DOE O 414.1D and DOE G 414.1-2B

e. Review and evaluate the adequacy of a work package.

f. Observe in the field and evaluate the conduct of maintenance work utilizing a
work package from start to finish.

KSAs e and f are performance-based. The Qualifying Official will evaluate their completion.

An STSM must have a working level knowledge of formal configuration management
as it relates to safety.

a. Discuss the roles and responsibilities of the STSM related to implementing and
maintaining configuration management programs.

The following is derived from DOE-STD-1073-2003.

The STSM should review the CM program to ensure that the program accomplishes the
following:
= Establishes and documents the configuration baseline
= |nstitutes a configuration control system to ensure the review, approval, and
documentation of changes
= |nstitutes a program of configuration audits to comply with the form and intent of the
configuration

The STSM must enforce the requirements of DOE P 450.4A, which states that DOE
contractors are expected to use ISMS to integrate safety into all aspects of work planning and
execution. All SMSs and programs should be designed to fit together to permit safe and
efficient performance. Consistent with that goal, CM should function as an integrated process
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that marries seamlessly with other safety management processes at the facility or activity,
and not as a separate and distinct program. In addition, the contractor must flow down the
CM process to subcontractors and suppliers as appropriate to the work and ensure
subcontractors and suppliers are implementing it appropriately.

b. Discuss the concept of configuration management and its importance in ensuring
operational safety.

The information for KSAs b through f is taken from DOE-STD-1073-2003.

Configuration management is a management process that ensures that consistency is
maintained among the requirements, the physical and functional configuration, and the
documentation, particularly as changes are made. Configuration management is applied to
the important features of nuclear and non-nuclear facilities, projects, operations, experiments,
and activities commensurate with their relative importance to health, safety, environment,
and mission.

In addition to maintaining consistency among the design requirements, the physical
configuration, and the documentation for the activity, the CM process must
= support the ISMS;
= help to maintain the safety basis as required by 10 CFR 830, subpart B;
= meet the QA requirements for work processes and assessments in subpart A of 10
CFR 830;
= meet the CM requirements of DOE O 420.1B,
= meet the CM and work control requirements of DOE O 433.1B;
= support the requirement for documentation, traceability, and accountability for
pressure vessels in DOE O 440.1B; and
= ensure that changes to the design requirements, physical configuration, or
documentation are reflected in procedures and training.

According to DOE-STD-1073-2003, Configuration Management, CM should be part of an
integrated management scheme and not a separate, isolated effort.

Configuration management supports a number of contractor organizations and initiatives by
ensuring conformance with the established design requirements. Figure 6 illustrates some of
these interfaces.
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Figure 6. Configuration management interfaces

Proper application of the CM process should facilitate the contractor’s efforts to maintain the
safety and the authorization bases. This relationship is illustrated in figure 7.
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Figure 7. Relationship of CM to design, safety, and authorization bases

c. For the elements identified above, describe the possible effects on safe
operations if they are ineffectively implemented.

Important features of the CM program are SSCs, computer hardware and software,
communication networks, instructions and procedures, and designated physical or
administrative items whose failure to satisfy requirements could lead to loss of life or health;
noncompliance with laws, regulations, or orders; violations of safeguards or security
requirements; or significant loss of production or research capability.

d. Describe atypical configuration management process.

Configuration management is a disciplined process that involves both management and
technical direction to establish and document the design requirements and the physical
configuration of the nuclear facility and to ensure that they remain consistent with each other
and the documentation.

The size, complexity, and missions of DOE nuclear facilities vary widely and CM processes
may need to be structured to individual facilities, activities, and operations. It would
generally be inappropriate to apply the same CM standards to widely different activities, for
example, a reactor facility and a small, simple laboratory. The detailed examples and
methodologies in DOE-STD-1073-2003 are provided to aid those developing their CM
processes; however, they are provided for guidance only and may not be appropriate for
application to all DOE nuclear activities. The individuals defining the CM process for a
particular nuclear activity will need to apply judgment to determine if the examples and
methods presented in this standard are appropriate for the activity.
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Nevertheless, the basic objectives and general principles of CM are the same for all activities.
The objectives of CM are to
= establish consistency among design requirements, physical configuration, and
documentation (including analysis, drawings, and procedures) for the activity; and
= maintain this consistency throughout the life of the facility or activity, particularly as
changes are being made.

Fulfilling the CM objective is accomplished through the following key CM elements:
= Design requirements
= Work control
= Change control
= Document control
= Assessments

e. Given the current version of DOE-STD-1073, or its successor, discuss the system
engineer concept as it applies to oversight of safety systems. Specifically address
the areas of configuration management, assessment of system status and
performance, and technical support for operations and maintenance activities and
for documented safety analysis reviews.

DOE O 420.1B requires contractors to designate a cognizant system engineer (CSE) for each
system for DOE category 1, 2, or 3 nuclear facilities. The qualifications for the CSE must be
consistent with those defined in DOE O 420.1B.

The CSE must be knowledgeable of the system and the related safety basis. The CSE must also
retain a working knowledge of the facility’s operation and the existing condition of the system.
Consequently, the CSE is also responsible for overseeing the configuration of the assigned
system to ensure that it continues to be able to perform its expected functions. The CSE should
= be knowledgeable of the system safety functions, requirements, and performance
criteria and their bases;
= understand how the system SSCs are designed and how they function to meet the
requirements and performance criteria;
= understand system operation;
= be knowledgeable of the testing and maintenance necessary to ensure the system
continues to be able to perform its safety functions;
= be responsible for ensuring that documents related to the system are complete,
accurate, and up-to-date, including system design descriptions, technical drawings,
diagrams, and procedures for surveillance, testing, and maintenance;
= be appropriately involved in the design, review, and approval of changes
affecting/impacting system design, operation, and maintenance.

Because the CSEs are expected to have a thorough understanding of system design expectations,
operating requirements, and current configuration, the CSEs should have a major role in
identifying the CM SSCs. Each CSE should also participate in the identification of the design
requirements for their system and the SSCs within the system. Finally, the CSE should
participate in the CM review of any changes that are made to the system for which the CSE has
cognizance responsibility.
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A change to a component also may impact system performance. Consequently, a CSE should be
engaged in the review process. A change to a component or system may impact nearby or
interconnected components or systems. This potential should be assessed in the review. The
CSEs for nearby or interfacing systems should be consulted as appropriate.

The technical review team must be aware of the potential impact of the change on safety and
reliability, as well as the design requirements. One of the challenges of change control is to be
cognizant of many ongoing changes—from proposal, through development, to implementation—
and to understand the integrated effect of the various changes. The CSE concept has been used in
the commercial nuclear industry to provide a technical focal point for each system. The CSE
develops resident technical expertise and facility knowledge, centralizes resolution of SSC
performance problems for more timely and effective response, and interfaces between the facility
operations and maintenance organizations and the design engineering organization. The CSE
concept benefits CM as well as many other facility activities including facility status and
troubleshooting, operations support, coordination of testing and other system-related activities,
and communication among departments.

As discussed in chapter 3 of DOE-1073-2003, DOE O 420.1B, requires contractors to designate
a CSE for each system for DOE category 1, 2, or 3 nuclear facilities. The duties, responsibilities,
and interfaces of each CSE need to be clearly defined, documented, communicated to and
understood by supporting facility organizations. To facilitate the change control process, each
CSE should perform the following functions:
= Monitor and track the status of the assigned system, especially during changes (e.g.,
physical changes in progress and temporary physical changes)
= Conduct and/or observe equipment performance monitoring, evaluating the results of
performance monitoring and surveillance, trending important data, and initiating
corrective actions
= Review and approve post-modification, post-maintenance, surveillance, and special
test procedures and test results
= Provide assistance to operations and maintenance, as needed
= |dentify any situation where the design engineering organization should be consulted
for advice or services

Consideration should be given to assigning an individual the responsibility for tracking physical
change status and ensuring that the change is completed in accordance with the change control
package. Contractors have successfully used CSE or dedicated CM specialists to perform this
function.

Another area where the contractor must pay particular attention is the parallel implementation of
two or more changes that affect or involve the same SSC. In such cases, a single person, such as
the CSE, should be assigned to oversee the implementation of all changes being made to the
SSC.

CSEs should maintain cognizance over performance monitoring activities on assigned systems.
Their responsibilities should include the identification of performance goals and acceptance
criteria consistent with the associated SSC design requirements. Reviewing trend graphs of
collected equipment data at specified intervals is a proven, effective approach. For example, if
the trend graph indicates that the equipment likely will not meet the acceptance criteria at or
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before the next scheduled test, an adjustment in the test schedule and other maintenance actions
would be necessary.

Contractors should include the design engineers, as well as CSEs, in the periodic review of
operating and maintenance procedures to alert maintenance and other organizations to any design
changes in the affected systems.

f. Discuss each of the following elements of configuration management and how
they contribute to safety and an effective configuration management program.
* Program management;
= Document control;
= Change control;
= Graded approach;
= Design requirements; and
= Assessments.

Program Management

The program management element of a CM program coordinates program development and
implementation and ensures overall program effectiveness. This element leads the
development of the other CM program elements. Development of an effective CM program
should be initiated promptly, where needed, to address known issues, to improve compliance
with various DOE Orders, and to produce the benefits of improved safety, reduced errors,
and increased efficiency. Configuration management program definition and development
necessitates the establishment of local CM policy, philosophy, requirements, and strategies
for development and implementation.

Configuration management program development activities should be performed in a phased
manner and should include milestones. Initially, development activities should focus on
preparation of CM program directives and plans. The CM program criteria indicate that the
CM program plan should be provided to DOE for review within eighteen months of initiation
of planning. Development of the CM program elements begins after CM program plan
concurrence and should be completed within two to three years. Program implementation
should be initiated as each element is developed, with full implementation of the five CM
program elements, including satisfactory post-implementation assessment, within five years.
Adjunct programs such as design reconstitution could extend beyond five years. Once fully
implemented, the CM program functions should be maintained throughout the life of the
facility.

Document Control

The document control element ensures that documents are maintained current with the
physical and functional configuration and the requirements. Documents may include paper
copies (e.g., drawings, procedures, and manuals), electronic media (e.g., word processor files
and computer databases), and photographic media (e.g., microfilm, microfiche, and
photographs).

The document control process updates documents to reflect changes in a timely manner,
distributes them appropriately, tracks documents, including change status, and maintains
documents readily retrievable and available to personnel. Only the latest approved revisions
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of documents are used by personnel to perform work or make technical decisions. The types
of documents included in CM are determined and document owners are established. The
document owners are responsible for the technical content of the documents and for
establishing priorities for revision and retrieval. Within each document type, the specific
documents to be included in document control are identified for each SSC. The original or
master copy of these documents is stored and protected. Retention times are established
consistent with the needs of the document owners and the users.

Change Control

The change control element ensures that proposed changes are properly identified, reviewed,
approved, implemented, validated (tested or inspected), and documented prior to use. The
objective of the change control process is to ensure that proposed changes are consistent with
the applicable requirements and are accurately reflected in associated documentation. To
accomplish this, the mechanisms or work processes that can lead to temporary or permanent
change are identified and controlled and integrated with the requirements and document
control elements. Changes may include hardware changes, maintenance changes, process
changes, operational changes, temporary modifications, document-only changes, and
computer software changes. The change control process is performed in accordance with
approved procedures. For CM to be successful, unauthorized changes by any means must be
prevented.

Proposed changes receive a technical review performed by qualified personnel to evaluate
safety, environmental, and mission impacts; to verify appropriate post-implementation
acceptance criteria; and to identify affected SSCs and associated documentation. Also, each
change is reviewed to determine if it is within the bounds of the design requirements.
Changes to design requirements are reviewed and approved by the design authority prior to
implementation. Proposed changes are permitted only if found to be consistent with the
approved requirements.

Prior to implementation, management reviews the proposed changes (including those that do
not involve a change to design requirements) to verify that the technical reviews have been
performed, that the change package is complete, and that any necessary external reviews
have been obtained. When satisfied, management approves the change for implementation.
The change control process includes mechanisms for field change requests. Technical
reviews and approvals of field changes must be commensurate with the original change
package.

Graded Approach

A graded approach means that the depth and rigor of detail necessary and the magnitude of
resources to be invested are consistent with the quantity, size, scope, complexity, hazard
involved, remaining facility or project life, and other considerations. (Improvements to
existing CM processes are accomplished in phases with initial emphasis on health, safety,
and the environment.)

Design Requirements

The requirements element identifies the functions and constraints (i.e., requirements) that
must be satisfied to maintain the design basis or the safety basis, or achieve compliance with
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14,

permits, laws, Orders, or regulations. Requirements are contained in the documents that
define the physical, functional, operational, and performance capabilities/limits and
characteristics of important features. Boundaries are established for the important features
included in CM in such a manner as to contain the SSCs necessary to satisfy the
requirements.

Assessments

The assessment element systematically evaluates the implementation of the other CM
elements. Assessments examine, on an established frequency, the overall effectiveness of the
CM programs and procedures (e.g., change control and document control) to determine if the
control is adequate and appropriate. These assessments identify needed improvements or the
need to increase or decrease the level of control. Physical configuration assessments, or
walkdowns, are performed for a representative sample of SSCs to determine the degree of
agreement between the physical configuration, the requirements, and the associated
documents. If substantial discrepancies are identified, then appropriate corrective action is taken.

This element also periodically monitors the important characteristics of SSCs included in CM
to determine if they continue to be capable of meeting their design requirements. This
monitoring includes surveillance, periodic inspections and tests, and other actions taken to
ensure safe and reliable operation in conjunction with maintenance activities. This
monitoring considers measurements and trending of data related to aging degradation to
prevent failure of the SSC from impacting operations and to ensure that design requirements
continue to be satisfied throughout the life cycle of facilities, projects, operations,
experiments, and activities.

g. Discuss approved/recommended compensatory actions where inadequate
configuration management exists and work is ongoing or to be initiated.

h. Using system drawings, walk down and assess the configuration management,
operability, and reliability of a safety-class or safety-significant system in a facility
with system engineer/safety system oversight (SSO) personnel.

KSAs g and h are site-specific. The Qualifying Official will evaluate their completion. Check
with your CM program for information to complete these KSAs.

An STSM must have a working level knowledge of safeguards and security as related
to safety practices.

a. Define the terms “safeguards” and “security” as they apply to the DOE
Safeguards and Security Program.

The following is taken from the DOE HSS Safeguards and Security (S&S) Public
Information Resource website at: http://pir.pnl.gov/Glossary.aspx#S.

Safeguards is defined as an integrated system of physical protection, material accounting, and
material control measures that deters, prevents, detects, and responds to unauthorized
possession, use, or sabotage of special nuclear materials (SNM).
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Security is defined as an integrated system of activities, systems, programs, facilities, and
policies for the protection of classified matter, unclassified controlled information, nuclear
materials, nuclear weapons, nuclear weapon components, and/or the Department’s and its
contractors’ facilities, property, and equipment.

b. Discuss a Site Safeguards and Security Plan (SSSP), to include:
= Content and purpose;
= Review/approval cycle;
= Design Basis Threat (DBT);
= Process (e.g., vulnerability assessments); and
= System effectiveness (Pg) reporting.
[Note: DOE O 470.4B Safeguards and Security Program cancelled DOE O 470.4A and
DOE M 470.4-1 chg 2, which contained the term “site safeguards and security plan.”
The term used in DOE O 470.B is “security plan.”]

The following is taken from DOE O 470.4B.

Content and Purpose

All facilities and sites under DOE cognizance must have a security plan (SP) that reflects the
assets, security interests, approved S&S program implementation at that location and any
residual risks associated with operation under the SP.

The SP is the approved method for conducting security operations at a facility or site and
therefore must reflect security operations at that facility or site at all times. The plan must
describe in detail, either in its content or in combination with other explicitly referenced
documents, all aspects of S&S operations occurring at the location and must include
documentation of any deviations from national or DOE requirements. At those locations
where management has determined that several facilities can be consolidated into a site, the
site SP may consolidate or replace individual facility SPs in whole or in part but must
establish a unified approach to conducting site operations. Security plans must be based on
in-depth analysis of considerations specific to the location and the assets and interests to be
protected.

All SPs must include the following:

= A listing and prioritization of the assets and security interests at the facility or site; a
description of how the protection program is managed; and a description of how
national and DOE S&S requirements are met, including any deviations from
requirements.

= Asrequired, implementation plans for meeting changes in national or DOE policies
or other changes (such as the addition or removal of security interests) that may
require an extended time frame to implement because of financial or other resource
considerations, including an implementation schedule and planned contingency
measures in case the requirements cannot be met as scheduled. Implementation plans
and contingency measures may be included in the SP by reference. DOE cognizant
security offices must monitor contractors’ implementation plans to ensure that
requirements are implemented without unnecessary delays.
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Review and Approval

Security plans must be reviewed as required to ensure that the plans are current and reflect
the actual operating conditions at the covered location. Changes to approved SPs must be
approved by the DOE cognizant security office, and the Federal office may require more
frequent reviews or may direct a contractor to review the contractor’s plan at any time.
Updates to SPs must be made whenever any of the following conditions apply:

= Changes in baseline security requirements in national-level or DOE policy

= Changes in facility operators/contractors

= Changes in assets or security interests

= Changes in facilities included in a site SP

= Changes in the security posture of a facility or site

= Planned changes to the security program at the facility or site

= Changes in operations at a facility or site that require modification to approved

security measures

Design Basis Threat

[Note: “Design basis threat” is now “graded security protection” and is the subject of
DOE O 470.3B, Graded Security Protection (GSP) Policy. This Order is classified as
(Secret/RD/NOFORN) and is not available on the directives portal. For distribution,
contact John Fitzgibbons, 301-903-1361, john.fitzgibbons@hq.doe.gov.]

The following is taken from DOE M 470.4-1 chg 1 (archived), which may be helpful.

While the GSP provides specific description of threats that all components of the S&S
system must be capable of defeating, analysis of terrorism should be an ongoing process.
Although each analysis relies on information included in previous assessments, judgments
with respect to threats to Federal and DOE-affiliated personnel, facilities, and assets begin
anew with each analysis.

Homeland security threat conditions (SECONS) are established based on the analysis of a
continuous and timely flow of integrated all-source threat assessments and reporting
provided to executive branch decision-makers. A threat indicator is a condition that, when
present, increases the possibility of a terrorist incident. Seldom does one single indicator
suggest that the threat is imminent; but, when a number of indicators are present, the level of
concern should increase correspondingly. A decision on assigning SECONs must integrate a
variety of considerations. This integration will rely on qualitative assessment, not
quantitative calculation. Higher SECONSs indicate greater risk of a terrorist act, with risk
including probability and gravity. There can be no guarantee that, at any given SECON, a
terrorist attack will not occur. An initial and important factor is the quality of the threat
information itself. The evaluation of this threat information includes, but is not limited to, the
following factors:

= To what degree is the threat information credible?

= To what degree is the threat information corroborated?

= To what degree is the threat specific and/or imminent?

= How grave are the potential consequences of the threat?
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Local and site-specific threat analysis is a dynamic process because the threat and the
countermeasures used to combat the threat are constantly changing. To keep up with possible
changes in the threat, security professionals should develop a predetermined list of general
and specific threat indicators. Threat indicators should be revised according to site/facility
situations and needs. They should be reviewed at least every six months or when a significant
incident or change in conditions indicates that the threat level is increasing or decreasing.
Examples of threat indicators that can be used to develop a site-/facility-specific assessment
are:

= International incidents or indicators against U.S. interests, personnel, or facilities

= Domestic incidents or indicators against Federal or state interests countrywide

= Local incidents or indicators directed against Federal or DOE interests

= Specific targeting of DOE personnel, facilities, or materials

Process (e.g., vulnerability assessment)

[Note: The following material is taken from DOE M 470.4-1 chg 1 (archived), but was
reviewed and edited by an SME to ensure that it is current and contains no classified
information.]

The process of conducting a vulnerability assessment (VA) includes gathering data that
describe the physical, operational, and protective force response characteristics of an S&S
system, assigning values such as delay and detection, and analyzing the results to determine
the relative protective system effectiveness in conjunction with the adversary’s capabilities as
identified in the DBT and the adversary capabilities list.

The VA process consists of the following:
= Assumptions. Assumptions and scoping agreements must be defined. All assumptions
must be documented in the VA report.
= Threat. The person responsible for the conduct of VAs must understand how the DBT
relates to the targets being protected.
= Targets. All security interests whose loss, theft, compromise, and/or unauthorized use
will affect national security and/or the health and safety of DOE and contractor
employees, the public, the environment, or DOE programs are potential targets.
Targets that require a VA include assembled nuclear weapons, category | quantities
of SNM (either discrete or roll up quantities), and significant radiological and
biological sabotage.
= Modeling. Modeling is used to analyze S&S programs, interests, assets, and the
effectiveness of program implementation. Modeling can include computer-based
tools and simulations, table-top analyses, and SME analyses.
= Performance testing. Data used in VAs should be performance-based. When
conducted, the results of the following tests (including validation) must be considered
in determining system effectiveness:
o Force-on-force exercises
Limited scope performance tests
Alarm response and assessment performance tests
Breaching test data
Critical system element tests

O O0OO0oo
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= Results. The results of VAs indicate performance effectiveness. The VA results must
be used for determining the following:
0 Protection system effectiveness reporting
0 S&S upgrades
0 Manning/armament levels for the protective force (PF)
o Justifications for waivers of and exceptions to S&S policy

= VA practitioner training. VA practitioners must successfully complete VA program
training within two years of appointment.

The VA report documents the results of a VA. VA reports must include targets analyzed,
methodology used, system effectiveness results, parameters and assumptions under which the
VA was conducted, and reference to evidence files.

S&S programs must be based on the results of vulnerability and risk assessments, the results
of which are used to design and provide graded protection in accordance with an asset’s
importance or the impact of its loss, destruction, or misuse. The results of the assessments, to
include the determination of system effectiveness, are one of the key considerations the
manager must evaluate when establishing the level of risk.

System Effectiveness (Pg)

System effectiveness methodology requires the determination of the probability of sensing,
probability of assessment, and probability of detection at each layer. These are combined to
determine the contribution to overall system effectiveness represented by each layer.

Pe is defined as the system effectiveness of the layer. The system effectiveness of the layer is
the product of the probability of interruption of the layer and the probability of neutralization
given that detection occurred at that layer (P, x Py). The probability of neutralization is
determined discretely for each layer given detection at the layer. The neutralization
determination is made if detection (regardless of the extent) takes place at the layer in
question. Neutralization will occur sometime past the detection point and would be valid for
the probability of neutralization of that specific layer.

For those protection systems based on sensing, assessment, detection, interruption, and active
neutralization of an adversary, credit can only be taken up to the “point on the pathway” at
which the total of the adversary task time, engagement times, and delay times exceeds the PF
response times. This limiting criterion eliminates credit being taken for protection system
capabilities that are not engaged prior to the adversary completing their objective. For denial-
based protection systems, the point on the pathway is the CDP. The CDP is defined as the
point at which the PF must have timely detection, assessment, and response to initiate a
response to have a high probability of success in the neutralization of the adversary or denial
of the adversary’s task/objective. Therefore, for a facility employing multiple,
complementary layers of protection, the representative total protection system effectiveness
is calculated up to the point at which the protection systems can still effectively engage an
adversary prior to completion of the objective.

The contributions of each layer along the adversary pathway are then combined to determine
the overall system effectiveness, where the overall system effectiveness is provided by the
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sum of the contributions of each layer (only those encountered along the adversary pathway)
to the system effectiveness.

c. Discuss in detail the purpose, interrelationship, responsibilities and basic
requirements for the following:
= Physical security;
= Personnel security; and
= Material control and accountability (MC&A).

Physical Security
The following is taken from DOE O 473.3.

Purpose

DOE 0 473.3 Protection Program Operations, establishes requirements for the physical
protection of interests under DOE’s purview ranging from facilities, buildings, government
property, and employees to national security interests such as classified information, SNM,
and nuclear weapons.

Responsibilities
DOE line management must
= provide guidance and oversight to site and facility management and operations offices
that oversee the physical security, DOE PF, PF firearms programs for the purposes of
protecting S&S interests;
= implement the requirements in paragraphs 4.a through 4.c of DOE O 473.3.

Heads of field elements and HQ departmental elements must

= administer DOE physical security, PF and PF firearms programs for the purposes of
protecting S&S interests;

= notify contracting officers of affected site/facility management contracts that must
include the CRD;

= review procurement requests for new non-site/non-facility-management contracts that
involve classified information or matter, or nuclear materials and contain DEAR
clause 952.204-2, titled, Security Requirements. If appropriate, notify contracting
offices that the requirements of the CRD to the Order must be included in the
contract.

Requirements

The following requirements are applicable to all departmental facilities and sites:

= Protection planning: The implementation of graded physical protection programs
required by DOE O 473.3 must be systematically planned, executed, evaluated, and
documented as described by an SP.

= Security areas: The security areas described in DOE O 473.3, attachment 3, section
A, chapter 2, address a graded approach for the protection of S&S interests as well as
direction provided through national level standards.

= Posting notices: Signs must be posted at facilities, installations, and real property
based on the need to implement Federal statutes protecting against degradation of
S&S interests. DOE property must be posted against trespassing according to statutes,
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regulations, and the administrative requirements for posting specified in DOE O

473.3, attachment 3, section A, chapter 3.

Locks and keys: A program to protect and manage locks and keys must be established

by the officially designated security authority (ODSA). The lock and key program

must be applied in a graded manner based on the S&S interests being protected,
identified threat, existing barriers, and other protection measures afforded these
interests. Security locks and keys are devices used to secure movable barriers and can
include electrical or mechanical locks and keys, key cards, access codes, and other
non-standard locking type devices.

Maintenance: Security related subsystems and components must be maintained in

operable condition. A regularly scheduled testing and maintenance program must be

established and documented.

Barriers: Physical barriers serve as the physical demarcation of the security area.

Barriers such as fences, walls, and doors or activated barriers must be used to deter

and delay unauthorized access. At a minimum, an analysis is required of high

consequence security areas to determine the protection measures against vehicle-
borne improvised explosive devices. Barriers may be used to support the prevention
of standoff attacks.

Communications, electrical power and lighting:

o Communications equipment must be provided to facilitate reliable information
exchanges between PF personnel. Security system transmission lines and data
must be protected in a graded manner from tampering and substitution.

o0 Power supply elements located or operating within the confines of the site should
be protected from malicious physical attacks based on a documented local site
determination of impact. The site must determine the need for auxiliary power
based on other S&S interests being protected and document it in the SP.

0 Lighting systems must allow for detection and assessment of unauthorized
persons.

Secure storage: The storage requirements for classified matter can be found in
information security policy (see DOE O 471.6).

Intrusion detection and assessment systems (IDASs): The IDASs must be configured
to support interior and exterior applications. IDASs and/or visual observation by PF
personnel must be used to protect classified matter, government property, and SNM
to ensure breaches of security barriers or boundaries are detected and responded to
appropriately. The systems must be configured so that only authorized personnel may
make adjustments.

Entry/exit screening: The ODSA must determine the locations and scope of the
screening program at other than protected area (PA) and material access area (MAA)
boundaries. An inspection program must be configured to detect prohibited and
controlled articles before being brought into DOE facilities. Any entry/exit inspection
program must be documented in an SP or procedure.

DOE security badge, credential, and shield program: DOE security badges issued to
Federal and contractor employees have been determined to be the Department’s
Federal agency identity credential. Within the DOE, a homeland security Presidential
Directive 12 credential, hereafter referred to as the DOE security badge, must be
issued to and worn by all DOE and contractor personnel (cleared and specified
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uncleared personnel) who require access to DOE facilities. The DOE security badge
is to replace the existing DOE standard security badge.

The following additional requirements apply to category 11l and 1V quantities of SNM.

Protection measures: The priority of protection measures must be designed to prevent
malevolent acts such as theft, diversion, and radiological sabotage and to respond to
adverse conditions such as emergencies caused by acts of nature.

o Category Il quantities of SNM must be:

e Used or processed in an access controlled security area within at least a
limited area and in accordance with local security procedures approved by the
ODFSA (officially designated Federal security authority).

e Stored within a locked security container or room, either of which must be
located within at least a limited area. The container or room must be under the
protection of an intrusion detection system (IDS) or PF patrol physical check
at least every eight hours.

o Category IV quantities of SNM must be:

e Used or processed within at least a property protection area and in accordance
with local security procedures approved by the ODFSA (officially designated
Federal security authority).

e Stored in a locked area within at least a property protection area and
procedures must be documented in an approved site SP.

Alarm management and control establishes requirements for integrated physical
protection systems protecting category I11 SNM and if used for category IV SNM.
When IDS sensors are used to protect S&S interests the sensors must annunciate
directly to alarm stations when an alarm is activated.

IDASs and/or visual observations by PF personnel must be used to protect SNM and
classified matter to ensure breaches of security barriers or boundaries are detected and
alarms annunciate. Intrusion detection and assessment must be conducted in
accordance with the SP.

Communications: IDSs may use radio frequency communications to transmit alarm
and other data for alarms, video, early warning devices, and other data utilized by the
IDS provided the data being transmitted are not classified and are protected consistent
with the program office cyber SP and DOE requirements.

Protection during transportation: Category 111 quantities of SNM may be transported
as specified below unless otherwise prohibited by statute. Classified nuclear
explosive parts, components, special assemblies, sub critical test devices, trainers or
shapes containing no fissile nuclear material or less than category Il quantities of
fissile nuclear material must be shipped consistent with both DOE policy governing
protection of classified information and DOT regulations governing interstate
transportation.

o Category Il quantities of SNM:

e Domestic offsite shipments of classified configurations of category Il
quantities of SNM must be made by office of secure transportation (OST) or
by an OST approved commercial carrier.

e Offsite shipments of unclassified configurations of category Ill quantities of
SNM are not required to be made by OST. If OST is not used, the shipments
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may be made as specified in DOE O 473.3, attachment 3, section B, chapter
V.2.b.

e Movement between security areas at the same site must comply with the
locally developed and approved shipment SP.

o Category IV quantities of SNM:

e Domestic offsite shipments of classified configurations of category 1V
quantities of SNM may be made by the OST or by other means when
approved by DOE line management.

e Shipments of unclassified category IV quantities of SNM may be made by
truck, rail, air, or watercraft in commercial for hire or leased vehicles.

e Consignees must promptly notify the shipper by telephone and written
confirmation upon determination that a shipment has not arrived by the
scheduled time.

e Shipments must be made by a mode of transportation that can be traced, and
within 24 hours from request, can report on the last known location of the
shipment should it fail to arrive on schedule.

In addition to the physical requirements and requirements for category 111 and IV quantities
of SNM discussed above, the following additional requirements apply to nuclear weapons,
components, and category | and 11 quantities of SNM. The priority of protection measures
must be designed to prevent malevolent acts such as theft, diversion, and radiological
sabotage and to respond to adverse conditions such as emergencies caused by acts of nature.
SNM must be protected at the higher level when roll up to category I quantities can occur
within a single security area unless the facility has conducted an analysis that determined roll
up was not credible.

= Category | quantities of SNM must be:

o0 Located within an MAA inside a PA. Any MAA containing unattended category |
guantities of SNM must be equipped with an IDS or detection must be provided
by the PF.

o Stored within an MAA.

= Category Il quantities of SNM must be:
0 Located within a PA and under material surveillance procedures.
o0 Stored in a vault or vault-type room located within a PA.

= Alarm management and control establishes requirements for integrated physical
protection systems protecting nuclear weapons, components, and category | and |1

SNM. Facilities with category | and Il quantities of SNM, or other high consequence

targets as identified by VAs, must have a central alarm station and a secondary alarm

station.
= Communications, electrical power and lighting:

o Communications equipment must have a minimum of two different voice
communications technologies to link the central alarm station/secondary alarm
station to each fixed post and PF duty location. Protection system
communications must support two vital functions: alarm communication/display
and PF communications.

o Electrical power: All IDSs protecting S&S interests must have a primary power
source from normal onsite power. Early warning systems that have self-contained
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electrical power are exempt from this requirement. Power sources must contain a
switching capability for operational testing to determine required auxiliary power
sources.

o0 Lighting: Lights must support a 24-hour visual assessment and provide, as a
minimum, 2 foot candle illumination at ground level for at least a 30-feet diameter
around PF posts and a minimum of 0.2 foot candle illumination within the
perimeter intrusion detection and assessment system (PIDAS) isolation zone.

= |DASSs: Nuclear weapons and category | and Il quantities of SNM must be protected
by an integrated physical protection system using PF, barriers, and IDASs. Exterior
IDAS:S are designed to detect unauthorized entry into security areas.
= Access controls and entry/exit inspections:
o Entry control points must be located within the PIDAS and protected by the
PIDAS when not in use.
0 Automated access control systems may be used in place of or in conjunction with
protective or other authorized personnel to meet access requirements.
o0 Entry/exit inspections are required at PAs, MAAs, and at other security areas as
required by DOE line management and documented in the site SP.

= Secure storage: An SNM vault must be a penetration-resistant enclosure that has
doors, walls, floor, and roof/ceiling designed and constructed to significantly delay
penetration from forced entry and equipped with IDS devices on openings allowing
access.

= Protective force posts: Permanent PF posts controlling access to PAs and MAAs must
be constructed to meet the requirements for a hardened post.

= Barriers: In addition to the requirements for a limited area, penetration of security
area barrier requirements for a PA includes:

o0 Overhead utilities must not allow for access into a PA or higher security area
without physical protection features to prevent or detect unauthorized access into
the security area.

o Two permanent, continuous parallel fences (requirement for the PIDAS) must
identify the boundary of the PA.

= Protection during transportation: Packages or containers containing SNM must be
sealed with tamper indicating devices. Movements of SNM between PAs at the same
site or between PAs and staging areas on the same site must be escorted by armed PF
officers.

= Maintenance: Maintenance must be performed on site-determined essential and non-
essential system elements.

Personnel Security
The following is taken from DOE O 472.2.

Purpose

The purpose of the personnel security program is to ensure accurate, timely and equitable
determinations of individuals’ eligibility for access to classified information and SNM.
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Responsibilities
Federal heads of departmental elements must

ensure that the requirements associated with determining the level of security
clearance required and the means through which to request a security clearance are
communicated to and implemented by the appropriate offices, individuals and
contracting/procurement officials under their cognizance;

determine whether and when an interim security clearance is warranted for an
individual under their cognizance;

direct contracting/procurement officials under their cognizance to incorporate this
Order’s CRD into affected contracts.

Site managers must

ensure that the requirements of this Order are communicated to and implemented by
the appropriate offices, individuals and contracting/procurement officials under their
cognizance;

determine whether and when to request security clearances for employees under their
cognizance who, though they do not require access to classified information or SNM,
nevertheless are situated such that inadvertent exposure cannot otherwise be
reasonably prevented,;

determine whether and when to approve requests for temporary security clearance
upgrades;

with the concurrence of the director of the Office of Departmental Personnel Security,
determine whether and when to modify procedures for reinstating security clearances;
communicate to all cleared DOE personnel under their cognizance their personal
responsibilities with regard to holding a DOE security clearance. Such individuals are
thereafter responsible for adhering to these responsibilities.

Requirements
General requirements for personnel security include the following:

Unless otherwise specifically noted, the provisions of DOE O 472.2 apply only to
DOE (to include NNSA) Federal, contractor and subcontractor employees, applicants
for employment, consultants and access permittees.

No individual will be provided access to classified information or SNM unless that
individual has been granted the appropriate security clearance and possesses a need-
to-know.

With the few exceptions noted in DOE O 472.2 and provided for in EO 12968,
section 3.3, individuals must not be afforded access to classified information or SNM
until they have been granted a security clearance in accordance with the procedures in
DOE 0O 472.2.

Security clearances will not be processed in any manner merely to achieve the six
objectives stated in DOE O 472.2, section 4.a.(5).

Only individuals who are U.S. citizens and are at least 18 years of age may be
processed for or granted a security clearance.

With the exception of circumstances described in DOE O 472.2, an individual’s
security clearance will be based on the review of investigative reports provided to
DOE by the OPM, the Federal Bureau of Investigation, or other Federal agency
authorized to conduct background investigations.
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= All individuals processed for security clearances must be treated equally, in
accordance with the requirements set forth in DOE O 472.2, to preclude the
appearance, inference, or practice of partiality or favoritism.

Nuclear Material Control and Accountability
The following is taken from DOE O 474.2 chg 1.

Purpose

The purpose of DOE O 474.2 chg 1 is to establish performance objectives, metrics, and
requirements for developing, implementing, and maintaining a nuclear MC&A program
within the DOE, including the NNSA, and for DOE-owned materials at other facilities that
are exempt from licensing by the NRC.

Responsibilities
If site offices are responsible for oversight of a site/facility possessing nuclear material,
oversight entails the following responsibilities:
= Review and approve MC&A plans that conform to DOE O 474.2, chg 1, and any
additional direction provided by DOE line management. Confirm site compliance
with the approved plans and periodically assess the effectiveness of the operators’
programs against the metrics provided in the CRD or documented alternative metrics.
= Detect anomalies indicative of unauthorized activities or diversion of nuclear
material.

If Federal staff is responsible for the operation of a site/facility possessing accountable
nuclear materials, this operation entails the following responsibilities:
= Develop, implement, and maintain MC&A programs that conform to DOE O 474.2,
chg 1, and any additional direction provided by DOE line management.
= |dentify MC&A responsibilities and authorities for each organization at the
site/facility.
= |dentify needed MC&A resources, supported by system assessment results, and
submit budgets to the secretarial office for approval.
= Report MC&A program deficiencies, anomalous conditions, and incidents that
potentially impact the protection of nuclear materials to the DOE line management in
accordance with preapproved reportable timelines (MC&A plan).
= Ensure completion of corrective action plans with root-cause analysis to resolve
issues.

Requirements

[Note: Only DOE line management requirements and specific material control and
accounting objectives will be discussed here. See DOE O 474.2, chg 1 for additional
MC&A requirements and objectives.]

DOE line management must detect nuclear materials diversion and theft or unlawful
activities by the site or facility operator, and confirm the effectiveness of the MC&A
programs.
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DOE line management must ensure and assess the performance of DOE MC&A programs in
the following:
= Providing accurate nuclear material inventory information
= Controlling nuclear materials to deter and detect loss or misuse
= Providing timely and localized detection of unauthorized removals within specified
limits
= Providing assurance that all nuclear materials are accounted for and that
theft/diversion has not occurred
= Assisting in the detection and deterrence of radiological and/or toxicological sabotage
involving nuclear materials that could adversely impact national security, the health
and safety of employees, the public, or the environment

Material control objectives are as follows:

= Detect, assess and deter unauthorized access to nuclear material.

= Detect, assess and communicate alarms to response personnel, in time to impede
unauthorized use of nuclear material.

= Provide loss detection capability for nuclear material and, when not in its authorized
location, be able to provide accurate information needed to assist in locating the
material in a timely manner.

= The material containment and surveillance program in conjunction with other security
program elements must have the capability to detect, assess, and respond to
unauthorized activities and anomalous conditions/events.

= In coordination with security organizations, material control measures ensure that
appropriate protection and controls are applied to nuclear materials according to the
quantity and attractiveness of the material.

Material accounting objectives are to ensure the following:
= Accurate records of nuclear materials inventory are maintained and transactions and
adjustments are made.
= The accounting system
0 provides data and reports on nuclear material sufficient to support local, national,
and international commitments;
0 must accurately reflect the nuclear material inventory and have sufficient controls
to ensure data integrity;
o0 provides data and reports on accountable nuclear material to the nuclear materials
management and safeguards system; and
0 must use material balance areas as the basis of the accounting structure with key
measurement points established to localize and identify inventory differences.

Interrelationship
The following is taken from DOE P 470.1.A.

The S&S program ensures that the DOE efficiently and effectively meets all its obligations to
protect SNM, other nuclear materials, classified matter, sensitive information, government
property, and the safety and security of employees, contractors, and the general public.
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d. Describe the use of information security systems within DOE.
The following is taken from DOE O 471.6.

Classified information in all forms must be protected in accordance with all applicable laws,
regulations, policies, directives, and other requirements; and must only be processed on
information systems that have received authority to operate at the appropriate classification
for the information according to DOE Office of the Chief Information Officer directives.

The Office of the Chief Information Officer provides DOE directives
= for the security of the information systems that store classified information
= to ensure that classified information is only processed on information systems that
achieve the appropriate requirements for national security systems

When information is prepared on classified information systems, the hard copy output (which
includes paper, microfiche, film, and other media) must be correctly marked either according
to its classification per review of the output, or as a working paper.

Classified matter may be transmitted by approved electronic means. When using this method,
both the transmitting and receiving systems must be approved for the classification level and
category of the information to be transmitted. Facilities also must have an approved SP and a
procedure(s) for transmitting the information by electronic means.

e. Discuss the interrelationship between safeguards and security to safety practices
and facility operations.

The following is taken from DOE O 470.4B.

Safeguards and security programs must incorporate a risk-based approach to protect assets
and activities against the consequences of attempted theft, diversion, terrorist attack,
industrial sabotage, radiological sabotage, chemical sabotage, biological sabotage, espionage,
unauthorized access, compromise, and other acts that may have an adverse impact on
national security or the environment or that may pose significant danger to the health and
safety of DOE Federal and contractor employees or the public.

Interfaces and necessary interactions between S&S programs and other disciplines such as
safety, emergency management, classification, counterintelligence, facility operations, cyber
system operations and security, and business and budget operations including property
management must be identified and clearly defined. These interfaces and interactions must
be maintained throughout the life cycle of protective measures to ensure that S&S planning
and operations work together effectively with these disciplines.

The following is taken from DOE O 440.1B.

DOE 0 440.1B states that DOE elements must establish firearms safety policies and
procedures for security operations and training to ensure proper accident prevention controls
are in place. Written procedures must address firearms safety, engineering and administrative
controls, as well as PPE requirements.
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Personnel responsible for the direction and operation of the firearms safety program will be
professionally qualified and have sufficient time and authority to implement the established
program. The program must be assessed for implementation of procedures, personnel
responsibilities, and duty assignments to ensure overall policy objectives.

DOE elements will implement provisions related to firearms training, live fire range safety,
qualification, and evaluation activities. DOE elements will also ensure that the transportation,
handling, placarding, and storage of munitions conform to the applicable requirements of
DOE M 440.1-1A, DOE Explosives Safety Manual.

f. Discuss the security requirements associated with the Department’s foreign
visitor and assignments program.

The following is taken from DOE O 142.3A.

Foreign national access to DOE sites, programs, information and technologies will be
approved, provided the access is needed to support DOE program objectives and/or U.S.
national interests.

Documentation

The foreign access central tracking system (FACTS) is the Department’s official national
database of information on unclassified foreign visits and assignments (UFVAs). Access to
FACTS is limited to U.S. citizens. All required information regarding UFVAs that require
documentation, as detailed in attachment 2 of DOE O 142.3A, Unclassified Foreign Visits
and Assignments Program, will be entered in FACTS.

Lawful Immigration Status, Citizenship, and Identity

Sufficient documentation of immigrant or nonimmigrant status, citizenship, and identity is
required for all foreign visitors and assignees to verify the foreign national’s identity and
authority to work (when applicable for the activities involved) and ensure that the foreign
national is eligible (in lawful immigration status) to be in the United States. With the
exception of assignments for intermittent access periods by foreign nationals entering the
United States under the visa waiver program, temporarily for business or pleasure, or as
Canadian citizens who do not require entrance visas, the lawful immigration status of foreign
nationals must be valid for the duration of the visit or assignment.

Security Plans

Unclassified foreign visits and assignments must be covered by an approved site SP or site
S&S plan that addresses risk and sensitive factors including security area type to be accessed,
determination of whether information containing sensitive subjects will be shared, and
affiliation with sensitive countries or countries identified as state sponsors of terrorism. The
site SP or site S&S plan must document the site SME review, host, and escort requirements
to ensure the following:
= National security assets are protected.
= Appropriate export control and technology transfer reviews, and determinations of
export license requirements, are conducted.
= Coordination with site counterintelligence and intelligence (when there is a field
intelligence element onsite) elements.
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= Nationals of state sponsors of terrorism do not host other foreign nationals.
=  SME reviews, as required by the site SP or site S&S plan, are documented in FACTS.

Indices Checks

UFVAs may require indices checks based on the involvement of nationals of state sponsors
of terrorism or sensitive country nationals, sensitive subjects, or access to security areas other
than general access areas or property protection areas (attachment 2 of DOE O 142.3A
indicates situations where indices checks are required). Indices checks are coordinated by the
Office of Intelligence and Counterintelligence, and are requested through the process of
documenting access requests in FACTS. Indices checks are valid for a period of two years
from the indices completion date, as documented in FACTS by the Office of Intelligence and
Counterintelligence.

In cases where indices checks must be completed before access approval determination:
= The request must be documented in FACTS with sufficient time to complete the
indices checks.

o |If there are valid indices checks for the foreign national documented in FACTS,
the indices checks will be considered completed upon documentation of the
request in FACTS using the existing FACTS biographical record for that foreign
national.

o If there are no existing valid indices checks for the foreign national documented
in FACTS, it is recommended that the request be entered into FACTS thirty days
prior to the start date of the requested access to ensure adequate time for
completion of indices checks.

= |f there is insufficient time to complete indices checks before the first day of access,
the approval authority may request a counterintelligence consultation in lieu of
completion of the indices checks. For requests involving nationals of state sponsors of
terrorism, counterintelligence consultations may not be utilized until thirty days after
requests are documented in FACTS. Counterintelligence consultations may not be
employed as a standard alternative to indices checks.

Access Approval

All foreign national access to DOE programs, information, and technologies for unclassified
purposes must be approved by either the Secretary of Energy or an assigned approval
authority. Access approvals are subject to validation and verification of the information
submitted for the access request when the visit or assignment begins.

Access Approval Determinations

= For all foreign national access approval requests, the following apply:

o All information from the review process must be taken into consideration, and
potential impacts on local site operations must be evaluated.

0 Determination of access approval must ensure that any identified risk to the
government associated with the access granted has been appropriately evaluated
and mitigated.

0 Legal and policy-related terms and conditions associated with the proposed visit
or assignment must be met before approval. Those terms and conditions include,
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but are not limited to, visa status conditions and requirements, right-to-work
requirements, and international agreements.
0 Approval determinations must be documented in FACTS.

Assignment of Approval Authority

= Approvals for foreign national access must be consistent with line management
accountability requirements.

o0 Approval authorities must be U.S. citizens.

o Field sites. Line management accountability flows from the Secretary of Energy
through the deputy secretary or under secretaries, to PSOs, to head of DOE field
elements, to the site management official or laboratory director for the hosting
site. When the site management official or laboratory official is not a U.S. citizen,
the head of the cognizant DOE field element will assign the approval authority.
Hosting site management officials or laboratory directors may make final
approval determinations for access requests involving sensitive country nationals,
non-sensitive country nationals, and nationals of state sponsors of terrorism who
are lawful permanent residents of the United States.

A site management official or laboratory director may reassign approval authority
to another U.S. citizen employee. Further assignment of approval authority is not
allowed. All assignments of approval authority must be in writing and be
promulgated by the approval authority. Site management officials and laboratory
directors will be held accountable for all approval decisions made by themselves
or by those to whom they reassign approval authority.

0 Headquarters elements. Headquarters program, staff, and support office
accountability flows from the Secretary of Energy through the deputy secretary or
under secretaries, to heads of program, staff and support offices. Headquarters
heads of program, staff and support offices may make final approval
determinations for access requests involving sensitive country nationals, non-
sensitive country nationals, and nationals of state sponsors of terrorism who are
lawful permanent residents of the United States. The head of a HQ program, staff
or support office may reassign his or her approval as appropriate. Further
assignment of approval authority is not allowed. All reassignments of approval
authority must be in writing, and a copy must be provided to the HSS. Heads of
HQ program, staff and support offices will be held accountable for all decisions
made by themselves or by those to whom they reassign approval authority.

o0 Nationals of state sponsors of terrorism. Access requests for nationals of state
sponsors of terrorism who are not lawful permanent residents require approval by
the site approval authority before final approval determination. Final approval
authority is held by the Secretary of Energy and can be assigned only to deputy
secretary, under secretary for nuclear security/administrator for the NNSA, under
secretary of energy, or under secretary for science. The deputy secretary or
appropriate under secretary, in consultation with the Office of Intelligence and
Counterintelligence, will make the final approval determinations for these access
requests. Subsequent assignment requests extending access to the hosting field
site or HQ program, staff or support office may be approved by the approval
authority for that field site or HQ office.
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Graded Approach

The Department, to include NNSA, will follow a graded approach for reviewing and
approving access by foreign nationals to DOE sites, programs, information, and technologies
based on subject, location, and length of time of the requested access, as well as the country
affiliation(s) of the individual to be granted access.
= Tables identifying the requirements for UFVA are included in attachment 2 to DOE
0O 142.3A.
= Special situations.

(0}

Foreign national emergency response and medical personnel who require access
for emergencies do not require documentation in FACTS. This access must be
covered by site SPs and procedures.

International Atomic Energy Agency visits that are not inspection activities, as
defined in the agreement between the U.S. and the IAEA, or that otherwise do not
involve classified information or technologies, are unclassified visits and will be
documented in accordance with DOE O 142.3A.

Visits by foreign national delivery, service, and vendor personnel, if fully escorted
and covered by the SP, do not require documentation in FACTS. If not escorted,
the visits must be in compliance with the UFVA requirements applicable to the
particular location to be accessed, as described in attachment 2 to DOE O 142.3A.
Visits by foreign press to the HQ Forrestal Building are conducted through the
Office of Public Affairs and involve official press interviews. Visits by press
representatives from non-sensitive countries must be documented in FACTS
within two working days of access. Press representatives from sensitive countries
or representing press services of sensitive countries require full pre-visit reviews
and approvals documented in FACTS before access.

High-level protocol visits are limited to meetings between the Secretary of
Energy, the deputy secretary, the under secretaries, PSOs or other senior
departmental officials, and foreign national representatives of foreign
governments or organizations of foreign governments in the HQ Forrestal
Building. The Secretary, deputy secretary, under secretaries, and PSOs will
determine which senior departmental officials within their organizations are
authorized to conduct these visits. Advance approval reviews may be suspended if
requested by these senior departmental managers subject to compliance with the
SPs and procedures developed for high-level protocol visits to the Forrestal
Building. The duration of high-level protocol visits is limited to one day.
Documentation of these visitors in FACTS is required within one working day of
the visit. Justification for these visits must address the protocol nature of the visit.
Foreign national participation in work for others projects which involve access to
DOE sites, or to DOE information that is not releasable to the general public, are
considered visits or assignments, and will be in accordance with all requirements
of DOE O 142.3A.

g. Participate in an audit of safeguards and security practices at a given facility or

site.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
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15. An STSM must have a working level knowledge of the DOE directives structure
and their relationship to applicable laws, rules, Federal/state regulations, and
industry standards.

The information for KSAs a and b is taken from DOE O 251.1C.

a. Demonstrate an understanding of the purpose and the relationship between DOE
Orders, directives, Federal regulations, and State regulations.

Policies:

Orders:

Establish high-level expectations in the conduct of the Department’s mission and
impact two or more departmental elements.

Are either memoranda issued by the Secretary or deputy or documents developed by
an OPI using the process outlined in appendix B to DOE O 251.1C.

Will be posted in RevCom for information purposes.

Remain in effect until canceled by the Secretary or deputy secretary.

Establish management objectives, requirements and assignment of responsibilities for
DOE Federal employees consistent with policy and regulations.

Are documents developed by an OPI and issued by the Secretary or deputy secretary
using the process outlined in appendix A to DOE O 251.1C.

If requirements for contractors (e.g., M&O contractors) are necessary, they must be
included in the form of an attachment called a CRD.

Detailed instructions describing how requirements are to be implemented should be
included in the form of appendices.

Notices:

Have the same effect as an Order, but are issued in response to a departmental matter
requiring prompt action to establish short-term management objectives.

Are documents developed by an OPI and issued by the Secretary or deputy secretary
using the process outlined in appendix B to DOE O 251.1C.

Are expedited through the directives process and expire after one year.

Must be converted to or incorporated into an Order within one year of the effective
date of the notice unless an extension is granted or the notice is allowed to expire.
May be extended through the issuance of another notice provided the conversion of
the notice to an Order has been initiated.

Manuals:

Supplement other directives, laws, regulations, or other requirements by providing
more instructions or details on how the provisions of those directives or laws must be
carried out throughout DOE.

Identify procedural requirements in more detail than Orders for DOE Federal
employees and intended requirements for contractors, which must be in the form of
the CRD attached to the manual.

Will remain in effect until revised according to DOE O 251.1C and will be phased out
over time as a result of DOE O 251.1C.
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Guides:

= Provide an acceptable, but not mandatory means for complying with requirements of
an Order or rule. Alternate methods that satisfy the requirements of an Order are also
acceptable. However, any implementation selected must be justified to ensure that an
adequate level of safety commensurate with the identified hazards is achieved.

= Are documents prepared by an OPI, issued by the Office of Management and
developed using the process outlined in appendix A to DOE O 251.1C.

= Cannot be made mandatory by reference in an Order, notice, appendix to a directive,
or technical standard.

Technical standards:
= Are non-mandatory criteria issued under DOE O 252.1
= Provide DOE-approved possible methodology and criteria for meeting requirements
in Orders or rules.
= Can be made mandatory under DOE regulatory or contractual provisions.

The relationship between DOE directives and Federal and state regulations is based, in part,
on the fact that directives are not regulatory in nature, but rather are mechanisms through
which regulations are implemented and enforced. Directives provide requirements and
guidance to achieve those requirements, but are not enforcement mandates. Additionally, the
requirements under Federal and state regulations are mandatory, and may be equal to or more
strict that those found in directives, but not less. State and local regulations are generally
applied through local procedures.

b. Discuss the DOE directives process.

The steps listed below must be followed for each new Order:

= The OPI must develop a justification memorandum that follows the prescribed
template, justifies why the Order is necessary, describes anticipated costs associated
with implementation, identifies issues that must be resolved or addressed, is
accompanied when applicable by a one to two page outline of the Order that follows
the directives principles outlined in DOE O 251.1C, and is signed by the SO initiating
the proposed Order and sent to the Director, Office of Management, through the
Office of Information Resources.

= Once the justification memorandum meets the prescribed requirements, the Office of
Information Resources e-mails it to the directives review board (DRB) members for
review.

= The director, Office of Management, will convene a biweekly meeting of the DRB to
discuss justification memoranda. A senior representative from the office initiating
each justification memorandum will be invited to address the DRB.

= The OPI (writer) that receives approval to proceed from the director, Office of
Management, through the organization’s SO will be given a specified number of days
in which to develop a draft for submission to the Office of Information Resources.
During this time, the OPIs must engage stakeholders and field offices and solicit any
substantive technical comments on the draft, and engage appropriate program
counsel.
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= When the first draft is completed, the OPI must email a copy to the Office of
Information Resources. The Office of Information Resources will then process the
draft for posting in RevCom.

= Directives points of contact (DPCs) will have a specified number of days in which to
solicit, reconcile, consolidate and submit proposed comments for approval by their
SO or his/her designee. Review time frames will be consistent with the complexity of
the document and need for technical review. The DOE departmental representative to
the DNFSB must enter DNFSB comments into RevCom.

= After receiving comments, the OPI will have a specified number of days in which to
consider comments and create a comment and response document and a
redlined/strikeout second draft. When the documents are completed, the OPI must
email copies of the documents to the Office of Information Resources to be processed
for a second posting in RevCom.

= At the end of the second posting, DPCs must submit either concurrence or
nonconcurrence in RevCom and then forward any comments approved by their SOs
or their designees to their respective DRB representatives. OPIs will then have a
specified number of days in which to attempt to resolve any non-concurrences, after
which time their SO responsible for the proposed order or guide will submit the
proposed Order or guide through the Office of Information Resources for approval.
The departmental representative to the DNFSB will facilitate communication between
the OPIl and DNFSB. The proposed Order must be submitted through the Office of
Information Resources and the Office of Management to the Deputy Secretary for
approval.

= The Office of Information Resources will then present a final draft to the DRB
members at their bi-weekly meeting for their concurrence. The director, Office of
Management will serve as DRB representative for departmental staff/support offices
not represented on the DRB. The director, Office of Management may invite SOs (or
designee) to attend the DRB meeting, as appropriate. If DRB members reach
consensus, the director, Office of Management, will present the proposed Order to the
deputy secretary for approval.

c. Demonstrate an understanding of the DOE rulemaking process.

The following is taken from U.S. Nuclear Regulatory Commission, NUREG/BR-0125,
Public Involvement in the Nuclear Regulatory Process.

One of the primary duties of DOE is to establish regulations on the safe use of nuclear
materials. These regulations are developed in collaboration with the NRC. The regulations
address such issues as siting, design, construction, operation, and ultimate shutdown of
nuclear power plants, uranium mills, fuel facilities, waste repositories, and transportation
systems. The regulations also address other uses of nuclear materials, such as nuclear
medicine programs at hospitals, academic activities, research work, industrial applications
such as the use of gauges and testing equipment, and the import and export of nuclear
materials and technologies. The process of developing these regulations is called rulemaking.
A regulation is sometimes referred to as a rule. Rulemaking is initiated mostly by the NRC’s
technical staff, although any member of the public may petition the NRC to develop, change,
or rescind any regulation.
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Most rulemakings provide the public with at least one opportunity for comment in a process
found in 5 U.S.C., section 553. Often, there are several opportunities. In some cases, NRC
and/or DOE holds meetings and workshops before a proposed rule is drafted. This way,
members of the public can express their concerns early in the process and identify important
issues to be covered in the rule. Sometimes, the NRC publishes an advance notice of
proposed rulemaking in the Federal Register main page, to present options, questions, and
ideas, and the public is asked to comment on these options or present options of their own.
An advance notice does not include a preferred approach for which comments are being
solicited. After the public comment period is over, a decision is made whether or not to
continue with the rulemaking and if so, what form it will take. The NRC may issue an
emergency rule or a minor administrative rule without seeking public comment.

When a proposed rule is developed, it is published in the Federal Register for public
comment. The notice identifies a contact who can reply to questions and an address to which
comments can be sent. The Department may hold meetings and workshops to discuss the
proposed rule, explain its purpose and background, and receive further comments. These
meetings are normally announced in the Federal Register.

d. Demonstrate an understanding of the relationship between the DOE and OSHA
and EPA.

The following is derived from the MOU between the Department of Labor and the DOE.

The AEA of 1954 gave responsibility for worker safety to the Atomic Energy Commission.
When OSHA was established, under the Department of Labor in 1971, the statutory authority
for DOE facilities was excluded from the purview of that Act. However, through a 1992
MOU, the applicable OSHA standards were agreed to be applied at DOE facilities, including
those operated by contractors. However, the primary responsibility for worker safety still
resides with DOE, under DOE O 440.1B.

The following is derived from Public Law P.L. 102-386, (Federal Facility Compliance Act).

Regarding the EPA, again the AEA of 1954 provided exemption from the requirements when
the EPA was formed. However, subsequent legislation, namely the FFCA of 1992, required
DOE to apply EPA environmental standards at all DOE sites, including contractor-operated
facilities. The enforcement of those standards resides with DOE, as applied under DOE O
450.1A, Environmental Protection Program, and includes the ability to fine contractors for
non-compliance, under 10 CFR 851.

e. Demonstrate an understanding of the purpose of the FFCA.
The following is derived from Public Law P.L. 102-386, (Federal Facility Compliance Act).

The FFCA of 1992 established that Federal facilities do not have sovereign immunity from
state enforcement of state environmental laws under the solid and hazardous waste provisions
of the SDWA. Thus, Federal facilities are obligated to pay fines and penalties assessed by
states. Additionally, provisions of the Act give EPA broader enforcement authority at Federal
facilities. The Act created a new mixed-waste provision requiring reports on the national
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inventory of all mixed waste on a state-by-state basis and on the nation’s inventory on
mixed-waste treatment capacities and technologies.

f. Discuss the use of memoranda of understanding (MOU) and memoranda of
agreement (MOA) with external agencies and organizations.

The following is taken from DOE O 1280.1A (archived).

An MOU is a written agreement broadly stating basic understandings of tasks and describing
a method for performing these tasks between the Department and other signatory authorities
which include: other Federal agencies; local, state, international, tribal, or other government
entities; the private sector; and educational institutions. An MOU is not a binding contract. It
cannot be used to obligate or commit funds or as the basis for the transfer of funds.
Agreements within DOE between departmental elements are not considered MOUs for
purposes of this Order (an MOA can be used between/among DOE elements).

Examples of use of memoranda include funds-out interagency agreements, which provides
guidance on the use of funds-out interagency agreements for obtaining materials and services
to be provided by other Federal agencies to DOE, and assignment of departmental personnel
outside the department, which permits assignment of DOE employees to non-DOE activities
and organizations when this furthers the interests of the Department or the Federal
government.

g. Discuss the purpose and scope of standards/requirements identification
documents (S/RIDs), Work Smart Standards and directive flowdown and their
relationship to contract list A and list B.

Standards/Requirements Identification Documents, Work Smart Standards, and Directive
Flow Down

The following is taken from DOE G 440.1-8 (archived).

[Note: The archived guide is referenced because the current guide no longer provides
the requisite information.]

Environment, safety and health requirements in the form of laws, regulations, DOE
directives, consensus standards, and others flow down from their source into the contractor’s
S/RID listing requirements that DOE agrees are applicable to the work and conditions at the
site. The S/RID defines the applicability of requirements on a facility basis according to the
work and hazards conducted at each facility. The contract directs that all work be conducted
according to the applicable requirements in the S/RID. From the S/RID, the applicable
requirements flow down to policies and procedures established and maintained by the
integrated procedures management system. These policies and procedures include controls
tailored to the work/activity and the type and level of hazards present. An example of the site
flow down process is shown in figure 8.
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Figure 8. Site system for flowing down ES&H and other requirements to the work

The following is taken from the Oak Ridge National Laboratory frequently asked questions
website.

Work smart standards (WSS) are sets of ES&H laws, regulations, and other standards that
have been specifically chosen for applicability and appropriateness for a particular scope of
work. They are selected to provide adequate protection (when properly implemented) against
the hazards associated with that work. WSS sets were previously known as necessary and
sufficient sets of standards prior to the name change directed by the Secretary of Energy in
April 1996.

A WSS set for a specific scope of work scope replaces the S/RID for that scope of work. Any
exceptions are identified in the WSS approval or in the contract modification incorporating
the WSS set into the contract. Also, in general the WSS program is a refined and improved
version of the S/RID program.

S/RIDs and WSS sets are intended to achieve the same goals: to arrive at a mutually agreed-
upon set of ES&H and related standards that a contractor is contractually obligated to
implement. The two concepts are really a single concept that represent maturating ideas and
increased experience in standards management.
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List A and List B
The following is taken from 48 CFR 970.5204-2.

In performing work under a DOE contract, the contractor shall comply with the requirements
of applicable Federal, state, and local laws and regulations (including DOE regulations). A
list of applicable laws and regulations (list A) may be appended to this contract for
information purposes.

In performing work under a DOE contract, the contractor shall comply with the requirements
of those DOE directives, or parts thereof, identified in the list of applicable directives (list B)
appended to this contract.

h. Demonstrate an understanding of Public Law 104-113 regarding the use of
industry consensus standards.

The following is taken from DOE Office of Environmental Policy and Assistance,
Environmental Management Systems Information Brief, National Technology Transfer and
Advancement Act of 1995.

On March 7, 1996, President Clinton signed into law the National Technology Transfer and
Advancement Act of 1995. The new law, referred to as P.L. 104-113, serves to continue the
policy changes initiated in the 1980s under OMB circular A-119, Federal Participation in
the Development and Use of Voluntary Standards, that are transitioning the executive branch
of the Federal government from a developer of internal standards to a customer of external
standards. Section 12, “Standards Conformity,” of the Act states, . . . all Federal agencies
and departments should use technical standards that are developed and adopted by voluntary
consensus standards bodies, using such technical standards as a means to carry out policy
objectives or activities determined by the agencies and departments.” The act further states
“. .. Federal agencies and departments should consult with voluntary, private sector,
consensus standards bodies, and should participate with such bodies in the development of
technical standards.” The act defines technical standards as “performance-based or design-
specific technical specifications and related management systems practices.”

i. Demonstrate an understanding of the purpose of the Federal Advisory Committee
Act (FACA).

The following is taken from U.S. Department of Education, White House Initiatives.

In 1972, the Federal Advisory Committee Act (Public Law 92-463, 5 U.S.C.) was enacted by
Congress. Its purpose was to ensure that advice rendered to the executive branch by the
various advisory committees, task forces, boards, and commissions formed over the years by
Congress, the President and government agencies, be both objective and accessible to the
public. The Act not only formalized a process for establishing, operating, overseeing, and
terminating these advisory groups, but also created the committee management secretariat, an
organization located within the General Services Administration (GSA) whose task is to
evaluate and monitor executive branch compliance with the Act.
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16. An STSM must have a working level knowledge of the Price-Anderson Amendments
Act of 1988 (PAAA) and its impact on DOE nuclear safety activities.

a. Demonstrate an understanding of the PAAA.

The following is taken from American Nuclear Society, Background for Position Statement
54,

The Price-Anderson Act was enacted into law in 1957 and has been revised several times. It
constitutes section 170 of the AEA. The latest revision was enacted through the Energy
Policy Act of 2005, and extended it through December 31, 2025.

The main purpose of the PAAA is to ensure the availability of a large pool of funds
(currently about $10 billion) to provide prompt and orderly compensation of members of the
public who incur damages from a nuclear or radiological incident no matter who might be
liable.

The PAAA provides “omnibus” coverage, that is, the same protection available for a covered
licensee or contractor extends through indemnification to any persons who may be legally
liable, regardless of their identity or relationship to the licensed activity. Because the PAAA
channels the obligation to pay compensation for damages, a claimant need not sue several
parties but can bring its claim to the licensee or contractor.

The following is taken from DOE Report to Congress on the Price-Anderson Act.

With respect to activities conducted for DOE, the PAAA achieves its objectives by requiring
DOE to include an indemnification in each contract that involves the risk of a nuclear
incident.

This DOE indemnification: (1) provides omnibus coverage of a DOE contractor and all other
persons who might be legally liable for injury or damage resulting from a nuclear incident;
(2) indemnifies fully all legal liability up to the statutory limit on such liability
(approximately $9.43 billion for a nuclear incident in the United States); (3) covers any DOE
contractual activity that might result in a nuclear incident in the United States; (4) is not
subject to the availability of appropriated funds; and (5) is mandatory and exclusive. The
DEAR sets forth standard nuclear indemnification clauses that are incorporated into all DOE
contracts and subcontracts involving source, special nuclear, or by-product material (nuclear
material).

b. Demonstrate an understanding of the Act’s applicability to the Department’s
nuclear safety activities, and specifically to each of the site’s facilities and major
activities.

The following is taken from DOE Report to Congress on the Price-Anderson Act.

Subsequent to the enactment of the 1988 PAAA amendments, DOE has undertaken several
initiatives to improve the safety of its nuclear activities. These initiatives include: 1) greater
emphasis on the identification and implementation of appropriate nuclear safety
requirements; 2) creation of the office of enforcement and investigations and increased use of
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field offices to enforce nuclear safety; 3) contract reform, including the adoption of ISM
requirements in DOE contracts; and 4) more independent oversight of nuclear safety matters
and public participation in decisions concerning the safety of DOE nuclear activities.

Identification and Implementation of Nuclear Safety Requirements

DOE has enhanced the quality of the safety requirements applicable to its nuclear activities in
several ways. DOE streamlined the nuclear safety orders and related documents in the DOE
directives system to reduce unnecessary and redundant requirements. At the same time,
where appropriate, DOE adopted certain requirements as regulations through the rulemaking
process. Specifically, DOE adopted: 1) procedural rules for DOE nuclear activities, including
procedures for investigating possible violations of nuclear safety requirements and assessing
civil penalties where such violations occur; 2) radiological protection rules for workers and
other persons involved in the conduct of DOE nuclear activities; 3) QA rules; 4) rules on
workplace substance abuse programs at DOE sites; and 5) whistleblower protection rules.
DOE currently is considering the need for additional regulatory requirements on safety
management and on radiological protection of the public and the environment. In addition,
DOE has engaged in a comprehensive exercise to ensure that appropriate nuclear safety
requirements are identified and implemented with respect to DOE activities. The department
standards committee (DSC) has coordinated efforts to ensure that the requirements used in
connection with a particular activity are sufficient to ensure adequate protection of workers,
members of the public and the environment in a manner commensurate with the type and
complexity of the activity and the associated hazards. To accomplish this task, the DSC
developed the necessary and sufficient process to identify environment, health, and safety
requirements appropriate for a particular DOE activity. This process is based on defining the
work to be performed and analyzing the hazards associated with the work.

Enforcement Program

DOE established the office of enforcement and investigations, which reports to the assistant
secretary for ES&H, to investigate possible violations of the nuclear safety requirements and,
where appropriate, to impose civil penalties and other remedies and corrective actions. DOE
field office and program personnel assist in investigations and enforcement and provide
regular oversight of contractor activities.

Contract Reform

DOE has undertaken an extensive reform of its contracting process to improve the
management of work and safety throughout the DOE complex. Specifically, DOE has revised
the DEAR to include provisions on performance-based contracting, competition, award fees,
property management, recordkeeping, insurance, litigation, claims, accountability provisions,
and the conditional fee policy. The most significant contract reform affecting nuclear safety
is the adoption of DEAR clauses that mandate 1) the use of ISMSs and 2) the identification
of laws, regulations, and DOE directives to be applied to activities under DOE contracts.

DOE adopted the DEAR clause on the “integration of environment, safety and health into
work planning and execution” to create a standard prescribed contract clause on how
contractors should perform work in a manner that ensures adequate protection for employees,
the public, and the environment. It provides for 1) defining the scope of work; 2) identifying
and analyzing hazards associated with the work; 3) developing and implementing hazard
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controls; 4) performing work within controls; and 5) providing feedback on adequacy of
controls and continuing to improve safety management. The clause establishes the principles
that 1) line managers must be given responsibility and held accountable for implementing
health and safety requirements; 2) clear lines of authority and responsibility must be
established; 3) workers and managers must have competence to assess and deal with the
hazards; 4) resources must be effectively allocated; 5) hazards must be evaluated and an
agreed-upon set of standards and requirements must be established before work is performed,;
6) administrative and engineering controls must be tailored to the work and associated
hazards; and 7) conditions and authorization authorities must be agreed upon. The clause
specifically requires each contractor to submit an SMS description for DOE approval that
explains how the contractor will implement the system to establish performance objectives,
measures and commitments; integrate work planning, hazards assessment, hazard controls,
budget and resource planning and continuous improvement.

DOE also developed a DEAR clause on “laws, regulations and DOE directives” and made it
an integral part of the SMS. This clause requires clear identification of requirements,
including nuclear safety requirements, to be implemented in connection with nuclear
activities under a contract. In general, the clause requires a contractor either to incorporate all
applicable requirements in DOE Orders and regulations or to use a tailoring process to
develop a set of environment, health and safety requirements that is commensurate with the
complexities and hazards associated with the work to be performed under the contract.

Independent Oversight and Public Participation

Since its creation in 1988, the Defense Nuclear Facilities Safety Board (DNFSB) has
provided independent oversight of DOE defense nuclear facilities and made many valuable
recommendations on nuclear safety issues. Implementing these recommendations has been
and continues to be an impetus for enhancing safety throughout the DOE complex. The
DNFSB’s annual report to Congress provides a categorization of recommendations by
complexity, lead organization, and progress toward completion. In addition, DOE has
established an oversight program within the office of the assistant secretary for ES&H to
independently inspect and assess ES&H and S&S at its facilities.

DOE has adopted and implemented a public participation policy. This policy fosters
improvements in nuclear safety by ensuring decisions benefit from the perspective of those
interested in and affected by DOE activities, such as workers and those who live in
communities where DOE activities take place.

In furtherance of this policy, DOE has established citizens’ advisory boards at all its major
sites to establish open, ongoing, two-way communication, both formal and informal, between
DOE and its stakeholders. This process provides a diverse collection of opinions,
perspectives, and values and enables each party to learn about and better understand each
other’s views and positions. As a result of such communication, DOE can make better, more
informed decisions.
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c. Demonstrate an understanding that violations of applicable nuclear safety rules
and regulations are enforceable criminally and civilly.

The following is taken from 10 CFR 820, subparts F and G.

Criminal Penalties

If a person subject to the AEA of 1954, as amended (Act) or the DOE nuclear safety
requirements has, by act or omission, knowingly and willfully violated, caused to be violated,
attempted to violate, or conspired to violate any section of the Act or any applicable DOE
nuclear safety requirement, the person shall be subject to criminal sanctions under the Act.

If there is reason to believe a criminal violation of the Act or the DOE nuclear safety
requirements has occurred, DOE may refer the matter to the Attorney General of the United
States for investigation or prosecution.

Civil Penalties

Any person subject to a penalty under 42 U.S.C. 2282a shall be subject to a civil penalty in
an amount not to exceed $150,000 for each such violation. If any violation under 42 U.S.C.
2282a is a continuing one, each day of such violation shall constitute a separate violation for
the purpose of computing the applicable civil penalty.

d. Demonstrate an understanding of the topics below, associated with the PAAA:
= Procedural Rules for DOE Nuclear Activities (10 CFR 820);
» Documented Safety Analyses (10 CFR 830, subpart B);
= Unreviewed Safety Questions (10 CFR 830, subpart B);
= Quality Assurance Requirements (10 CFR 830, subpart A);
= Technical Safety Requirements (10 CFR 830, subpart B); and
= Occupational Radiation Protection (10 CFR 835).

The following is taken from Brookhaven National Laboratory, Information Oversight,
PAAA.

Procedural Rules for DOE Nuclear Activities

The legal framework for implementing DOE’s nuclear safety enforcement program is
established in 10 CFR 820. The responsibility for program development and implementation
has been assigned to the enforcement and investigation staff (HS-40) in the HSS. The
enforcement program relies on existing DOE management systems and technical resources to
ensure that the enforcement process properly considers the actual or potential safety
significance of a violation when determining an appropriate enforcement sanction.

Currently, seven rules have been issued:
1. 10 CFR 820, “Procedural Rules for DOE Nuclear Activities”
2. 10 CFR 830, subpart A, “Quality Assurance Requirements”
3. 10 CFR 830, subpart B, “Safety Basis Requirements”
4. 10 CFR 835, “Radiation Protection”
5. 10 CFR 824, “Procedural Rules for the Assessment of Civil Penalties for Classified
Information Security Violations”
6. 10 CFR 851, “Worker Safety and Health”
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7. 10 CFR 708, “DOE Contractor Employee Protection Program”

The nuclear safety rules apply to any person or organization involved in a contract with DOE
to support work with nuclear materials within the United States. Work at accelerator facilities
is not subject to 10 CFR 830 requirements. Work does not need to involve direct handling of
nuclear materials; if the work might affect nuclear safety, the rules apply.

e. Discuss the role of Federal line management with respect to implementing the
requirements of the PAAA.

The following is taken from the PAAA training presentation at
http://www.efcog.org/wg/ec/docs/PAAA%20Training.pdf.

Under the PAAA, line management is responsible for implementing and assuring compliance
with nuclear safety requirements, which include:
= 10 CFR 708—“DOE Contractor Employee Protection Program” (whistleblower)
= 10 CFR 820—*"Procedural Rules for DOE Nuclear Activities”
= 10 CFR 830—“Nuclear Safety Management”, subpart A: “Quality Assurance” and
subpart B: “Safety Basis”
= 10 CFR 835—"“Occupational Radiation Protection”

The following is taken from DOE O 226.1B.

DOE line management must establish and communicate performance expectations to
contractors through formal contract mechanisms. Such expectations (e.g., safety performance
measures and commitments) must be established on an annual basis, or as otherwise required
or determined appropriate by the field element.

f. Discuss the role of the site’s PAAA coordinator.
The following is taken from DOE-HDBK-1085-95.

The PAAA compliance validation program is part of the independent oversight office and is
administered by the PAAA coordinator. The PAAA coordinator interfaces directly with
senior management to ensure effective implementation of the compliance validation
program.

It is desirable that each DOE organization identify a DOE PAAA coordinator who will be the
primary person responsible for interaction with the enforcement and investigation staff and
contractor personnel on Price-Anderson matters. Examples of activities performed by this
individual would likely include the following:
= Key person to collect information or coordinate with appropriate personnel to provide
information
= Key person to collaborate with the enforcement and investigation staff in evaluating
the facts of potential noncompliances reported into the non-compliance tracking
system
= Key person to coordinate the identification of personnel for technical support when
necessary to bring an issue to closure
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= Key person to provide status of closure and confirmation of the verification process
for closure of SS noncompliances

= Key person to coordinate the periodic evaluation of potential noncompliances of less
safety significance tracked locally by the contractor

= Key person to ensure the flow of relevant information between the DOE field
organization and the enforcement and investigation staff

g. Review the recent PAAA notices and decisions with the site’s PAAA coordinator
to determine close-out status and verification of corrective actions.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

17. An STSM must have a working level knowledge of the DNFSB purpose and their
interaction with the DOE.

The information for KSAs a and b is taken from the HSS Office of the Departmental
Representative to the DNFSB website at http://www.hss.doe.gov/deprep/welcome.asp.

a. Discuss the enabling legislation and the purpose of the Defense Nuclear Facilities
Safety Board (DNFSB).

The DNFSB is an independent organization within the executive branch chartered with the
responsibility of providing recommendations and advice to the President and the Secretary of
Energy regarding public health and safety issues at DOE defense nuclear facilities.

The DNFSB’s mandate is provided by its enabling statute, 42 U.S.C. 2286, which directs the
DNFSB to
= review and evaluate the content and implementation of the standards relating to the
design, construction, operation, and decommissioning of defense nuclear facilities of
the DOE and recommend to the Secretary of Energy those specific measures that
should be adopted to ensure that public health and safety are adequately protected,;
= investigate any event or practice at a DOE defense nuclear facility which the DNFSB
determines has adversely affected or may adversely affect public health and safety;
= review the design and construction of new DOE defense nuclear facilities;
= analyze facility design and operational data; and
= provide a meaningful opportunity for public participation in the recommendation
process.

b. ldentify and discuss applicable DNFSB Recommendations.
This is a site-specific KSA. The Qualifying Official will evaluate its completion. However

the following information may be helpful.

Table 2 lists all open DNFSB recommendations as of November 2011. The link below the
table connects to the HSS/DNFSB website, from which details of current recommendations
can be viewed.
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Table 2. Summary of open DNFSB recommendations

Rec. Subject

2000-1 (Prioritization for stabilizing nuclear materials

2001-1 [High-level waste management at the Savannah River site

2002-3 [Requirements for the design, implementation, and maintenance of
administrative controls

2004-1 |Oversight of complex, high-hazard nuclear operations

2004-2 |Active confinement systems

2005-1 [Nuclear material packaging

2007-1 |Safety related in situ nondestructive assay of radioactive materials

2008-1 |[Safety classification of fire protection systems

2009-1 [Risk assessment methodologies at defense nuclear facilities

2009-2 [Los Alamos National Laboratory plutonium facility seismic safety

Safety analysis requirements for defining adequate protection for the public

2010-1 and the workers

2010-2 [Pulse jet mixing at the waste treatment and immobilization plant

2011-1 (Safety culture at the waste treatment and immobilization plant

Source: DNFSB recommendations: https://www.hss.doe.gov/deprep/archive/rec/status.asp.

c. lIdentify and discuss Department Implementation Plans and commitments made in
response to DNFSB recommendations.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
However, the link provided in CS-17b may be helpful.

d. Discuss the roles and responsibilities of the Departmental Representative to the
DNFSB as described in DOE M 140.1-1B, Interface with the Defense Nuclear
Facilities Safety Board.

The following is taken from DOE M 140.1-1B.

The responsibilities of the departmental representative to the DNFSB are as follows:

= Represents the Secretary in regular and continuing interactions with the board

= Advises the Secretary, deputy secretary, SOs, and other departmental officials on
board priorities, concerns, actions, and plans

= Manages departmental interface activities and provides direction and advice to line
management on board-related matters

= Coordinates with affected SOs and designates a CSO to respond to a board
recommendation, board correspondence, or other board issue

= Facilitates communication and cooperation between departmental elements and the
board and its staff
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= Reviews written communications to the board (with the exception of responses to
information requests) for consistency and responsiveness, and provides concurrence
approval or disapproval

= Manages the Department’s ISMS for board-related issues, commitments, and actions

= Maintains awareness of line implementation of departmental commitments to the
board and takes appropriate action to focus line management attention on resolving
the identified safety and management issues

= Prepares reports on board-related activities for senior departmental management,
Congress, and the President

= Provides guidance and training on this manual to departmental points of contact and
support personnel

= Maintains and distributes a listing of key departmental personnel for board-related
activities

= Maintains the Department’s central repository of official board communications and
makes this information available to departmental and contractor personnel

= Facilitates board review of departmental directives, rules, and standards

In a March 27, 2006, memorandum to all Department elements, the Deputy Secretary of
Energy rescinded an earlier requirement for all field organization correspondence to the
DNFSB to be coordinated through their respective DNFSB site representative.

e. Prepare and/or participate in a briefing to the DNFSB on the status of a
Departmental activity or initiative.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.

An STSM must have a working level knowledge of problem identification, solving,
and decision making techniques.

a. Describe and explain the application of problem analysis techniques in:
* Root cause analysis;
= Causal factor analysis;
= Change analysis; and
= Barrier analysis.

The following is taken from DOE Workbook, chapter 7, Conducting Accident Investigations
unless specified otherwise.

Root Cause Analysis

Accidents are symptoms of larger problems within an SMS. Although accidents generally
stem from multiple causal factors, correcting only the local causes of an accident is
analogous to treating only symptoms and ignoring the disease. To identify and treat the true
ailments in a system, the root causes of an accident must be identified. Root cause analysis is
any technique that identifies the underlying deficiencies in an SMS that, if corrected, would
prevent the same and similar accidents from occurring.

Root cause analysis is a systematic process that uses the facts and results of the core analytic
techniques to determine the most important reasons for the accident. Root cause analysis is
not an exact science and therefore requires a certain amount of judgment. The intent of the
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analysis is to identify and address only those root causes that can be controlled within the
system being investigated, excluding events or conditions that cannot be reasonably
anticipated and controlled, such as some natural disasters. The core analytic techniques—
events and causal factors (E&CF) analysis, barrier analysis, and change analysis—provide
answers to an investigator’s questions regarding what, when, where, who, and how. Root
cause analysis is primarily performed to resolve the question, “Why?”

Once several (or all) of the recommended core analytic techniques have been performed, the
accident investigation board (AIB) should have a broad understanding of the accident’s
events and conditions, along with a fairly extensive list of suspected causal factors. A root
cause analysis is performed to refine the list of causal factors and categorize each according
to its significance and impact on the accident.

There may be more than one root cause of a particular accident, but probably not more than
three or four. If more are thought to exist at the conclusion of the analysis, the board should
re-examine the list of causal factors to determine which causes can be further combined to
reflect more fundamental (root) causes.

Events and Causal Factor Analysis
The following is taken from DOE-NE-STD-1004-92.

Events and causal factor analysis is used for multi-faceted problems or long, complex causal
factor chains. The resulting chart is a cause and effects diagram that describes the time
sequence of a series of tasks and/or actions and the surrounding conditions leading to an
event. The event line is a time sequence of actions or happenings while the conditions are
anything that shapes the outcome and ranges from physical conditions (such as an open valve
or noise) to attitude or safety culture. The events and conditions as given on the chart
describe a causal factor chain.

Change Analysis

Change is anything that disturbs the balance of a system operating as planned. Change is
often the source of deviations in system operations. Change can be planned, anticipated, and
desired, or it can be unintentional and unwanted. Workplace change can cause accidents,
although change is an integral and necessary part of daily business. For example, changes to
standards or directives may require facility policies and procedures to change, or
turnover/retirement of an aging workforce will change the workers who perform certain
tasks. Change can be desirable, for example, to improve equipment reliability or to enhance
the efficiency and safety of operations. Uncontrolled or inadequately analyzed change can
have unintended consequences, however, and result in errors or accidents.

Change analysis examines planned or unplanned changes that caused undesired outcomes. In
an accident investigation, this technique is used to examine an accident by analyzing the
difference between what has occurred before or was expected and the actual sequence of
events. The investigator performing the change analysis identifies specific differences
between the accident-free situation and the accident scenario. These differences are evaluated
to determine whether the differences caused or contributed to the accident. For example, why
would a system that operates correctly 99 times out of 100 fail to operate as expected one
time?
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Change analysis is relatively simple to use. As illustrated in figure 9, it consists of six steps.
The last step, in which investigators combine the results of the change analysis with the
results from other techniques, is critical to developing a comprehensive understanding of the
accident.

Describe accident
situation

v
Analyze
Compare »| Identify differences » differences for
effect on accident
4

Describe
comparable
accident-free

situation \

Input results into
events and causal
factors chart

Source: DOE Workbook, Conducting Accident Investigations, chapter 7

Figure 9. The change analysis process

Barrier Analysis

Barrier analysis is a systematic questioning process that can be used when the problem
appears to be programmatic. It identifies physical, administrative, and procedural controls,
and other controls or barriers that should have prevented an event from happening. This
technique should be used to assess why existing barriers, both physical and administrative,
failed and what additional barriers are needed to prevent recurrence. Secondary questions in
this technique ask “Why?”” and, “How do you know?”

b. Describe and explain the application of the following Root Cause Analysis
processes in the performance of occurrence investigations:
» Events and causal factors charting;
» Root cause coding; and
= Recommendation generation.

Events and Causal Factors Charting
The following is taken from DOE Workbook, Conducting Accident Investigations, chapter 7.

Accidents rarely result from a single cause. E&CF charting is useful in identifying the
multiple causes and graphically depicting the triggering conditions and events necessary and
sufficient for an accident to occur.
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E&CF charting and E&CF analysis are usually considered one technique. They are addressed
separately because they are conducted at different stages of the investigation. E&CF charting
is a graphical display of the accident’s chronology and is used primarily for compiling and
organizing evidence to portray the sequence of the accident’s events. It is a continuous
process performed throughout the investigation. E&CF analysis is the application of analysis
to determine causal factors by identifying significant events and conditions that led to the
accident. As the results of other analytical techniques are completed, they are incorporated
into the E&CF chart. After the chart is fully developed, the analysis is performed to identify
causal factors.

E&CF charting is possibly the most widely used analytic technique in DOE accident
investigations, because the E&CF chart is easy to develop and provides a clear depiction of
the data. By carefully tracing the events and conditions that allowed the accident to occur,
board members can pinpoint specific events and conditions that, if addressed through
corrective actions, would prevent a recurrence. The benefits of this technique include the
following:
= [llustrating and validating the sequence of events leading to the accident and the
conditions affecting these events
= Showing the relationship of immediately relevant events and conditions to those that
are associated but less apparent—portraying the relationships of organizations and
individuals involved in the accident
= Directing the progression of additional data collection and analysis by identifying
information gaps
= Linking facts and causal factors to organizational issues and management systems
= Validating the results of other analytic techniques
= Providing a structured method for collecting, organizing, and integrating collected
evidence
= Conveying the possibility of multiple causes
= Providing an ongoing method of organizing and presenting data to facilitate
communication among the investigators
= Clearly presenting information regarding the accident that can be used to guide report
writing
= Providing an effective visual aid that summarizes key information regarding the
accident and its causes in the investigation report.

To identify causal factors, board members must have a clear understanding of the
relationships among the events and the conditions that allowed the accident to occur. E&CF
charting provides a graphical representation of these relationships.

Constructing the Chart

Constructing the E&CF chart should begin immediately. However, the initial chart will be
only a skeleton of the final product. Many events and conditions will be discovered in a short
amount of time, and therefore, the chart should be updated almost daily throughout the
investigative data collection phase. Keeping the chart up to date helps ensure that the
investigation proceeds smoothly, that gaps in information are identified, and that the
investigators have a clear representation of accident chronology for use in evidence
collection and witness interviewing.
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Investigators and analysts can construct an E&CF chart using either a manual or
computerized method. Accident investigation boards often use both techniques during the
course of the investigation, developing the initial chart manually and then transferring the
resulting data into computer programs.

The manual method employs removable adhesive notes to chronologically depict events and
the conditions affecting these events. The chart is generally constructed on a large conference
room wall or many sheets of poster paper. Accident events and conditions are recorded on
removable adhesive notes and affixed sequentially to the wall in the board’s conference room
or “command center.” Because the exact chronology of the information is not yet known,
using removable adhesive notes allows investigators to easily change the sequence of this
information and to add information as it becomes available. Different colored notes or inks
can be used to distinguish between events and conditions in this initial manual construction
of the E&CF chart.

If the information becomes too unwieldy to manipulate manually, the data can be entered
into a computerized analysis program. Using specialized analytical software, investigators
can produce an E&CF graphic, as well as other analytical trees or accident models.

Whether using a manual or a computerized approach, the process begins by chronologically
constructing, from left to right, the primary chain of events that led to an accident. Secondary
and miscellaneous events are then added to the E&CF chart, inserted where appropriate in a
line above the primary sequence line. Conditions that affect either the primary or secondary
events are then placed above or below these events. Figure 10 illustrates the basic format of
the E&CF chart.
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vents Event 1 }—»‘ Event 2 }—»‘ Event 1

Sequence

Accident
Event

i A

Source: DOE Workbook, Conducting Accident Investigations, chapter 7

Figure 10. Simplified E&CF chart

Depending on the complexity of the accident, the chart may result in a very large complex
sequence of events covering several walls in the command center. For the purpose of
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inclusion in the investigation report and closeout briefings, the chart is generally
summarized.

Root Cause Coding

Root-cause coding is a useful tool that enables an investigator to visualize the various root
causes, as well as contributing causes. The coding system taken from DOE O 232.2,
Occurrence Reporting and Processing of Operations Information, causal analysis tree, is
depicted in table 3 and is broken down into seven main categories: Al) design/engineering
problem; A2) equipment/material problem; A3) human performance LTA (less than
adequate); A4) management problem; A5) communications LTA; A6) training deficiency;
and A7) other problem. Additional coding is available in the causal analysis tree.

Table 3. Root cause codes

Category |

Code Description

Category | Code Description

Al Design/Engineering Problem

A5 Communications LTA

B1 | Designinput LTA B1 | Written communications
method of presentation LTA

B2 | Design output LTA B2 | Written communications
content LTA

B3 | Design documentation LTA B3 | Written communication not
used

B4 | Design installation verification LTA B4 | Verbal communication LTA

B5 | Operability of design/environment

LTA

A2 Equipment/Material Problem

A6 Training Deficiency

Bl Calibration for instruments LTA B1 | No training provided
B2 | Periodic / corrective maintenance B2 | Training methods LTA
LTA
B3 | Inspection / testing LTA B3 | Training material LTA
B4 | Material control LTA
B5 | Procurement control LTA
B6 | Defective, failed or contaminated
A3 Human Performance LTA A7 Other Problem
B1 | Skill-based error B1 | External phenomena
B2 | Rule-based error B2 | Radiological/hazardous
material problem
B3 | Knowledge-based error B3 | Legacy
B4 | Work practices LTA B4 | No cause is applicable

A4 Management Problem

B1 | Management methods LTA

B2 | Resource management LTA

B3 | Work organization and planning
LTA

B4 | Supervisory methods LTA

B5 | Change management LTA

Source: DOE O 232.2
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Recommendation Generation

Recommendation generation provides for valuable input to program management that should
lead to improved safety practices, with the ultimate goal of avoiding future similar
occurrences and accidents. Based on the review of an occurrence’s facts and environment,
sound analysis, using a graded approach, should provide an avenue to achieve that goal.
Recommendations are generated through coordination with the accident investigation
program manager.

c. Describe the elements of an effective issue management system and its
importance to safety.

The following is taken from DOE O 226.1B.

DOE Requirements

Oversight processes implemented by applicable DOE line management organizations must
include an issues management process that is capable of categorizing findings based on risk
and priority, ensuring relevant line management findings are effectively communicated to the
contractors, and ensuring that problems are evaluated and corrected on a timely basis. The
issues management process must ensure the following for issues categorized as high
significance findings:
= A thorough analysis of the underlying causal factors is completed.
= Corrective actions that will address the cause(s) of the findings and prevent
recurrence are identified and implemented.
= After completion of a corrective action or a set of corrective actions, the conduct of
an effectiveness review using trained and qualified personnel can verify the corrective
action/corrective action plan has been effectively implemented to prevent recurrences.
= Documentation of the analysis process and results described in the first bullet of this
section (above) and maintenance tracking to completion of plans and schedules for
the corrective actions and effectiveness reviews described in the second and third
bullets of this section (above), in a readily accessible system.
= When findings and/or corrective actions apply to more than one secretarial office, a
lead office is appointed by mutual agreement between the affected SOs.

Oversight processes implemented by applicable DOE line management organizations must
be tailored according to the effectiveness of contractor assurance systems, the hazards at the
site/activity, and the degree of risk, giving additional emphasis to potentially high
consequence activities.

Contractor Requirements

The contractor must establish an assurance system that includes assignment of management
responsibilities and accountabilities and provides evidence to assure both the DOE’s and the
contractor’s managements that work is being performed safely, securely, and in compliance
with all requirements; risks are being identified and managed; and that the systems of control
are effective and efficient.

The contractor assurance system must include a structured issues management system that is
formally described and documented and that accomplishes the following:

175



= Captures program and performance deficiencies (individually and collectively) in
systems that provide for timely reporting, and taking compensatory corrective actions
when needed.

= Contains an issues management process that is capable of categorizing the
significance of findings based on risk and priority and other appropriate factors that
enables contractor management to ensure that problems are evaluated and corrected
on a timely basis. For issues categorized as higher significance findings, contractor
management must ensure the following activities are completed and documented:

0 A thorough analysis of the underlying causal factors is completed.

o Timely corrective actions that will address the cause(s) of the findings and
prevent recurrence are identified and implemented.

0 After completion of a corrective action or a set of corrective actions, an
effectiveness review is conducted using trained and qualified personnel that can
validate the effectiveness of corrective action/plan implementation and results in
preventing recurrences.

o0 Documentation of the analysis process and results described in the first bullet (o)
above, and maintenance and tracking to completion of plans and schedules for the
corrective actions and effectiveness reviews described the second and third bullets
(o) above in a readily accessible system.

o Communicates issues and performance trends or analysis results up the contractor
management chain to senior management using a graded approach that considers
hazards and risks, and provides sufficient technical basis to allow managers to
make informed decisions and correct negative performance/compliance trends
before they become significant issues.

d. Describe the following types of investigations and discuss an example of the
application of each:
= TypeA,; and
= TypeB.

[Note: DOE O 225.1B, issued on March 4, 2011, cancelled DOE O 225.1A, which
defined type A and type B accidents. Hence, categorization of accidents as type A and
type B no longer exists. Information on the new processes has been added to this
section; and the information on type A and B accident investigations will be retained
until the STSM FAQS is revised to reflect the requirements of DOE O 225.1B.]

The following is taken from DOE O 225.1B.

The following criteria must be considered to determine whether any accident resulting from
DOE, contractor, or subcontractor operations requires the appointment of an AIB. Accidents
must be analyzed expeditiously, as indicated in paragraph 4.a of DOE O 225.1B, to
determine whether an AIB must be appointed based on the criteria indicated below, the value
of the knowledge to be gained by conducting the investigation, and other relevant factors.

Determination Criteria

Human Effects
= Any injury or chemical or biological exposure that results in, or is likely to result in,
the fatality of an employee or member of the public
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Any single accident that results in the hospitalization for more than five calendar
days, commencing within seven calendar days of the accident, of one or more DOE,
contractor, or subcontractor employees, or members of the public due to a serious
personal injury or acute chemical or biological exposure

Any single accident resulting in three or more DOE, contractor, or subcontractor
employees having lost-workday cases

Accidents involving Federal or contractor employees driving vehicles while on
official government business, on or off government property, if the consequences
result in meeting any of the criteria above

Loss of Control of Radioactive Material
Any single accident that results in any of the following:

A general employee exceeding any of the external dose limits in 10 CFR 835.202,
“Occupational Dose Limits for General Employees,” by a factor of two or more

The embryo/fetus of a declared pregnant worker, a minor, or a member of the public
in a controlled area exceeding an external dose of one rem effective dose

Any confirmed monitoring result (workplace or individual) indicating an intake (via
inhalation, ingestion, wound or absorption) of radioactive material by a general
employee equivalent to two or more times the annual limit on intake

Any confirmed monitoring result (workplace or individual) indicating an intake of
radioactive material to a declared pregnant worker; a minor; or a member of the
public in a controlled area equivalent to twenty percent or more of the annual limit on
intake

Environmental Release of Hazardous Material

Propert

An accident that resulted in the environmental release of a hazardous material from a
DOE facility (onsite or offsite), in an amount greater than five times the reportable
quantities specified in 40 CFR 302, “Designation, Reportable Quantities, and
Notification”

An accident that resulted in the release of a hazardous material from a DOE facility
(onsite or offsite) that meets the criterion for classification as a site area or general
emergency in DOE O 151.1C

Any offsite transportation incident involving hazardous materials that would require
immediate notice pursuant to 40 CFR 302

For facilities in which 29 CFR 1910.119, “Process Safety Management of Highly
Hazardous Chemicals,” is applicable, an incident that resulted in, or could reasonably
have resulted in, a catastrophic release of a highly hazardous chemical in the
workplace

y Effects

Estimated loss of or damage to DOE property, including aircraft, equal to or greater
than $2.5 million or requiring estimated costs equal to or greater than $2.5 million for
cleaning, decontaminating, renovating, replacing, or rehabilitating property

Any unplanned nuclear criticality

Other Effects
Any accident or series of accidents for which an AIB is deemed appropriate by the Secretary
or Deputy Secretary. In such circumstances, the Secretary or Deputy Secretary may direct the
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head of the HQ element or Chief Health, Safety and Security Officer, to conduct an accident
investigation.

The following is taken from DOE O 225.1A.

DOE field elements shall categorize the type of an investigation in accordance with the
algorithm in attachment 2 of DOE O 225.1A to determine if a type A or type B investigation
is required. Categorization of all type A and type B accident investigations should be
reported in a timely manner to the Office of the Deputy Assistant Secretary for Oversight
(EH-2). Categorization should be made expeditiously, taking into account that timeliness is
crucial to conducting an accurate investigation, preserving the accident scene and evidence,
and identifying causal factors. A type A investigation is conducted for the more serious
accidents and is appointed and managed by the Office of the Assistant Secretary for
Environment, Safety, and Health. A type B investigation is appointed and managed at the
field level. However, the elements of the investigation and the report format are the same.

Type A and type B accidents reflect similar types of effects, but are distinctly different
regarding the severity of these effects. A table found in DOE G 225.1A-1 depicts those
effects side-by-side.

There is one area of commonality regarding type A and type B investigations—cost
estimating. When the cost of an accident is estimated, the methods in DOE G 430.1-1, Cost
Estimating Guide, should be used.

e. Discuss the necessary considerations that must be addressed when developing a
corrective action.

The following is taken from DOE G 414.1-1B.

Managers responsible for the activities assessed are also responsible for the development of
effective corrective actions for the problem areas/deficiencies discovered during the
assessment. At a minimum, these corrective actions should include the following:

= Measures to correct each deficiency

= |dentification of all root causes for significant deficiencies

= Determination of the existence of similar deficiencies or underlying causes

= Actions to preclude recurrence of like or similar deficiencies

= Assignment of corrective action responsibility

= Completion dates for each corrective action

Managers should verify that corrective actions are likely to fully address the identified
deficiency and when actions are completed, validate that the actions have corrected the
deficiency.

f. Discuss the immediate, short-term, and long-term actions taken as the result of
problem identification or an occurrence.

[Note: Corrective actions are no longer classified as short term and long term in DOE
directives.]
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The following is taken from DOE G 225.1A-1 (archived).

The final report is submitted by the appointing official to senior managers of organizations
identified in the judgments of need in the report, with a request for the organizations to
prepare corrective action plans. These plans contain actions for addressing judgments of need
identified in the report and include milestones for completing the actions.

Corrective actions fall into four categories:

= Immediate corrective actions that are taken by the organization managing the site
where the accident occurred to prevent a second or related accident.

= Corrective actions required to satisfy judgments of need identified by the board in the
final report. These corrective actions are developed by the heads of field elements
and/or contractors responsible for the activities resulting in the accident and are
designed to prevent recurrence and correct system problems.

= Corrective actions determined by the appointing official to be appropriate for DOE-
wide application. The appointing official recommends these corrective actions when
the report is distributed.

= DOE headquarters corrective actions that result from discussions with senior
management. These actions usually address DOE policy.

g. Describe the assessment requirements and limitations associated with the
interface with contractor employees.

Requirements for program assessments can be found in 10 CFR 830, Subpart A. Additional
requirements are also located in DOE O 226.1B. Further, DOE G 414.1-1B provides detailed
guidance for management assessments and independent assessments.

The following is taken from DOE G 414.1-1B.

Independent Assessments

Effective assessments use a combination of tools and techniques to maximize the
productivity of the assessment team and resources. Such assessment techniques include
interviews, document reviews, observation, inspection, and performance testing.

When using any of these techniques, assessors should maintain good records of the
assessment results. These may include personal notes or other information to support the
assessment, and may be included in the checklist information. These records are useful in
writing the report, and any associated findings and recommendations, and will be valuable if
questions arise during the report review process.

= Interviews provide the means of verifying the results of observation, document
review, inspection, and performance testing; allow the responsible person to explain
and clarify those results; help to eliminate misunderstandings about program
implementation; and provide a venue where apparent conflicts or recent changes can
be discussed and organization and program expectations can be described.

= Document reviews provide the objective evidence to substantiate compliance with
applicable requirements. A drawback is that the accuracy of the records cannot be
ascertained by review alone. This technique should be combined with interviews,
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observation, inspection, and/or performance testing to complete the performance
picture. Records and documents should be selected carefully to ensure that they
adequately characterize the program, system, or process being assessed.

= Observation, the viewing of actual work activities is often considered the most
effective technique for determining whether performance is in accordance with
requirements. A drawback is the effect the assessor’s presence has on the person
being observed; therefore the assessor should convey an attitude that is helpful,
constructive, positive, and unbiased. The primary goal during observation is to obtain
the most complete picture possible of the performance, which should then be put into
perspective relative to the overall program, system, or process.

= |nspections are performed in accordance with acceptance criteria to verify the
condition of physical facilities, systems, equipment, and components.

= Performance testing is used to observe the response of personnel or equipment by
creating a specific situation and noting the resulting performance. This technique is
especially helpful when activities of interest would not normally occur during an
assessment visit. It is also useful when the timeliness and appropriateness of the
response are critical (e.g., emergency responses).

h. Explain the essential elements of the following activities:
= |nvestigation;
= Fact-finding;
= Reporting;
= Tracking to closure;
» Follow-up; and
= Corrective action implementation.
All of the information for this KSA is taken from DOE G 414.1-1B, except where noted
otherwise.

Investigation
The following is derived from DOE G 414.1-1A (archived).

Effective assessments use a combination of tools and techniques to maximize the
productivity of the assessment team and resources. Such assessment techniques include
document reviews, interviews, observation, inspection, and performance testing.
Investigations (using these techniques) should be sufficiently thorough and information
gathered with sufficient diligence that accurate, detailed conclusions and issues can be
provided to assist the organizations that will receive the final report.

Fact Finding
Techniques that may be used in fact-finding are discussed below.

Interviews

Interviews provide the means of verifying the results of observation, document review,
inspection, and performance testing; allow the responsible person to explain and clarify those
results; help to eliminate misunderstandings about program implementation; and provide a
venue where apparent conflicts or recent changes can be discussed and organization and
program expectations can be described.
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Document Reviews

Document reviews provide the objective evidence to substantiate compliance with applicable
requirements. A drawback is that the accuracy of the records cannot be ascertained by review
alone. This technique should be combined with interviews, observation, inspection, and/or
performance testing to complete the performance picture. Records and documents should be
selected carefully to ensure that they adequately characterize the program, system, or process
being assessed.

Observation

Observation, the viewing of actual work activities is often considered the most effective
technique for determining whether performance is in accordance with requirements.
Assessors should understand the effect their presence has on the person being observed and
convey an attitude that is helpful, constructive, positive, and unbiased. The primary goal
during observation is to obtain the most complete picture possible of the performance, which
should then be put into perspective relative to the overall program, system, or process.

Inspections

Inspections are performed in accordance with acceptance criteria to verify the condition of
physical facilities, systems, equipment, and components.

Performance Testing

Performance testing is used to observe the response of personnel or equipment by creating a
specific situation and noting the resulting performance. This technique is especially helpful
when activities of interest would not normally occur during an assessment visit. It is also
useful when the timeliness and appropriateness of the response are critical (e.g., emergency
responses).

Reporting

Assessment reports are required for documentation of assessment results. Assessment team
leaders have the overall responsibility for preparing the report and obtaining appropriate
approval for its release as applicable. The report may be formal (e.g., distributed by
memorandum) or informal (e.g., letter to file or email), depending on the level of assessment
performed, but should provide a clear picture of the results in terms of the programs, systems,
and processes assessed. The assessment report should be clear, concise, accurate, and easy to
understand, and should include only facts that directly relate to assessment observations and
results. It should include sufficient information to enable the assessed organization to
develop and implement appropriate improvement plans.

[Note: A management assessment report may not require all of the content listed below
and may only require an executive summary.]

Specific report formats may vary considerably from one organization to the next. An
independent assessment report usually includes the sections listed below.

= Executive summary
= Assessment scope
= |dentification of team members
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= |dentification of personnel contacted

= Documents reviewed

= Work performance observed

= Assessment process and criteria

= Results of the assessment including identification of areas for improvement, and/or
strengths

Tracking to Closure
The following is taken from DOE G 414.1-5 (archived).

An integral part of a successful corrective action program is the capability to maintain a
systematic approach for tracking and reporting the status of the corrective actions to
successful closure and implementation. This may be accomplished manually or
electronically.

Maintaining and updating this information provides consistent data for tracking and
analyzing program status and trends. The process used to track and report corrective action
progress should be readily accessible and provide sufficient data to appraise, analyze, and
report the status of corrective actions affecting the safety, mission performance, and security
of the site/organization.

Follow-up

A follow-up assessment with special focus may be performed and should be completed in
accordance with applicable corrective action documents. Particularly, this follow-up
assessment should evaluate the effectiveness of corrective actions. A reasonable subset of
corrective actions should be reviewed for effectiveness.

Corrective Action Implementation

Management responsible for the activities assessed is also responsible for the development of
effective corrective action of the problem areas or deficiencies discovered during the
assessment. As a minimum, the corrective action should address

= measures to correct each deficiency

= identification of all root causes for significant deficiencies

= determination of the existence of similar deficiencies

= corrective actions to preclude recurrence of like or similar deficiencies

= assignment of corrective action responsibility

= completion dates for each corrective action

Managers should verify that corrective actions are likely to fully address the identified
deficiency and when actions are completed, validate that the actions have corrected the
deficiency.
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i. Describe the actions to be taken if the contractor challenges the assessment
findings and explain how such challenges can be avoided.

The following is taken from DOE G 414.1-5 (archived).

Disputes between assessed and assessing employees or organizations concerning corrective
action plan development, implementation, or completion should be resolved at the lowest
possible organizational level. If informal discussions successfully resolve the dispute, the
resolution should be documented in a mutually agreeable way. If the dispute cannot be
resolved in informal discussions, it should be elevated to the minimum extent necessary to
reach resolution through the organizational level of management hierarchy.

The following is taken from DOE G 414.1-1B.

When using any assessment techniques, assessors should maintain good records of the
assessment results. These may include personal notes or other information to support the
assessment, and may be included in the checklist information. These records are useful in
writing the report, and any associated findings and recommendations, and will be valuable if
questions arise during the report review process.

j- Discuss the key processes used in the trending and analysis of operations.
The following is taken from DOE O 210.2A.

In order to prevent adverse operating incidents, DOE managers and employees are expected
to share and use good practices and lessons learned from OE.

Departmental elements, including HQ and field elements, must develop and implement an
OE program and identify and designate an OE program coordinator. The OE program will
use a graded approach when addressing the applicability of the following requirements and
the basis for this approach must be documented based upon the review and analysis of the
hazards and risks for the program and its operational activities.

Each organization must submit lessons learned from OE to the DOE corporate lessons
learned database when 1) the OE has relevance to other DOE facilities, sites, or programs;
and 2) the information has the potential to help avoid adverse operating incidents, for
performance improvements, or for cost savings.

The DOE corporate OE program has the following requirements:
= A formal process must be established to review and evaluate OE from DOE and

related government or industry programs, technologies and facilities. Internal sources
of OE are the DOE corporate OE program documents from DOE contractors and
DOE HQ and field elements (see appendix A of DOE O 210.2A). External sources of
OE, as applicable, are U.S. and foreign industry; other Federal agencies such as the
Chemical Safety and Hazard Investigation Board, the National Transportation Safety
Board; NASA; the NRC, and the EPA; foreign government and foreign industry
experience; and international agencies involved with energy issues such as the
International Energy Agency and the IAEA. This requirement may be satisfied by
regular participation in the review of external events conducted by the OE committee.
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Each organization’s OE program, in particular the designated DOE corporate OE

program lead office, must routinely screen and assess internal and external OE to

identify significant issues and lessons learned that may be of safety significance or

have a bearing on the success of DOE missions and to make them available to the

DOE complex.

Operating experience must be centrally collected, stored, and retrieved to allow ready

access to and communication of collected information on a timely, unimpeded basis

by all DOE elements. The DOE corporate OE program lead office, which is

responsible for operating this collection of information, must

o ensure that OE is sufficiently comprehensive and of sufficient quality to meet
DOE needs;

o develop, promulgate, and maintain support systems needed to implement and
sustain an effective OE program.

The designated DOE corporate OE program lead office must produce and disseminate
OE issues through actionable or informative OE documents, as defined in appendix A
of DOE O 210.2A.

Line managers must routinely review OE program data and determine appropriate
actions to resolve any identified risks or vulnerabilities.

k. Discuss the key process to develop and implement metrics and performance
measures, validate performance against metrics and performance measures, and
trend/analyze data to establish a continuous improvement program.

The following is taken from DOE G 120.1-5.

Metrics and other performance measures are part of a program that identifies, gathers,
verifies, analyzes, trends, disseminates, and makes use of ES&H performance indicators to
improve the performance of DOE facilities, programs, and organizations. The program
should include the following actions:

Gather, verify, analyze, trend, and disseminate ES&H performance indicator data,
including narrative data, which can help assess performance; where appropriate,
perform root cause analyses.

Implement feedback mechanisms for identification and communication of ES&H
good practices, lessons learned, and corrective actions.

Maintain a management information system containing appropriate ES&H
performance indicator data for historical reference.

Periodically assess ES&H performance indicator programs to verify that indicators
are accurately measuring performance and are resulting in improved performance.

I. Discuss the importance and key elements of the following:

Maintenance history;

Operational incident/occurrence report data;
Security infractions;

Safety incidents;

Radiation exposure and incident reporting;
Schedule variances; and

Counterfeit and suspect parts.
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Maintenance History
The following is taken from DOE G 433.1-1A.

A maintenance history and trending program should be implemented to document
maintenance performed, to provide historical information for maintenance planning, to
support maintenance and performance trending of facility systems and components, and to
improve facility reliability. The documentation of complete, detailed, and usable history will
be increasingly important as plant-life extension becomes an issue. Maintenance history
enables trending to identify improvements for the maintenance program and needed
equipment replacements or modifications. This history should assist in ensuring that root
causes of failures are determined, corrected, and used in future work planning.

The maintenance history program data should be collected and recorded to effectively
support the uses discussed in chapter 111, section L.2 of DOE G 433.1-1A. Some examples of
data that should be included or cross-referenced in the program are corrective maintenance
records; PM records; modification packages; vendor repair information start-up tests and
other baseline data; appropriate surveillance test data; calibration data; and applicable
industry experience information. The specific data to be collected should include details of
the work performed; special equipment and tools used; procedures or drawings needed; spare
parts installed; personnel safety and radiation protection requirements; post maintenance
testing results; and any other information that may be useful later.

Operational Incident/Occurrence Report Data
The following is taken from DOE O 232.2.

The objectives of DOE O 232.2 are:
= Ensure that the DOE and NNSA are informed about events that could adversely affect
the health and safety of the public or the workers, the environment, DOE missions, or
the credibility of the Department.
= Promote organizational learning consistent with DOE’s ISMS goal of enhancing
mission safety, and sharing effective practices to support continuous improvement
and adaptation to change.

Notification, update, and final reports must be written clearly and concisely so the general
reader can understand the basic “who, what, when, where, how” of the event; the safety
issues involved; and the actions taken.

Security Infractions

[Note: Presented below is the only relevant information on security infractions that
appears in current DOE security directives.]

The following is taken from DOE O 475.2A.

Any knowing, willful, or negligent action that results in the misclassification of information,
documents, or material may result in termination of the classification official’s authority.
Additional consequences such as disciplinary action or the issuance of a security infraction
may result in accordance with other DOE directives. Examples of knowing, willful, or
negligent actions include classifying without authority, classifying outside of granted
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authority, and failing to obtain a classification review when required to do so. Such actions
do not include cases where classification officials legitimately disagree about the reasonable
interpretation of classification guidance.

Safety Incidents
The following is taken from DOE O 231.1B.

The purpose of DOE O 231.1B is to ensure the DOE, including the NNSA, receives timely
and accurate information about events that have affected or could adversely affect the health,
safety and security of the public or workers, the environment, the operations of DOE
facilities, or the credibility of the Department. This will be accomplished through timely
collection, reporting, analysis, and dissemination of data pertaining to ES&H issues as
required by law, or regulations, or in support of U.S. political commitments to the IAEA.

Radiation Exposure and Incident Reporting
The following is taken from DOE O 232.2.

Radiation exposure occurrence reporting criteria, as listed in DOE O 232.2, attachment 2,
section 6, group 6, subgroup C are as follows:
= Determination of a dose that exceeds the limits specified in 10 CFR 835, subpart C,
or in DOE O 458.1, chg 2, Radiation Protection of the Public and the Environment
= Failure to provide the required monitoring for an exposure estimated to exceed the
values for providing personnel dosimeters and bioassays as stated in 10 CFR
835.402(a) or 10 CFR 835.402(c)
= Determination of a single occupational dose, attributable to an identified event that
exceeds an expected dose by either of the following:
0 500 mrem committed effective dose
0 The greater of ten percent or 100 mrem effective dose due to external exposure

= Aradiological release that exceeds any limit contained in paragraphs 4.f.(2), 4.1.(5),
4.9.(4), 4.9.(5)(@), 4.9.(7), 4.9.(8)(a)4 or 4.i.(1) of DOE O 458.1, chg 2, or exceeds the
40 CFR 61.92 requirements

Schedule Variances
The following is taken from Project-Management-Knowledge.com.

Schedule variance (SV) is a quantitative measure used by project management personnel to
determine schedule performance during or after the completion of a project. It is calculated
using a simple algebraic equation where the earned value (EV) represents the actual amount
of time taken to either complete the project or progress to the project’s current stage. The
planned value (PV) represents the amount of time which reaching the project’s current
progress should have taken to achieve according to the project management’s schedule.
Schedule variance is found by subtracting PV from EV: EV-PV=SV

Schedule variance and its exact number may indicate many possible things to project

management. A number approaching zero would indicate that the scheduling and timeframes
generated by project management were accurate within a small margin of error. A figure that
is well into negative numbers would mean that either project management overestimated the
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amount of time needed or they overestimated the budget and workforce measured in raw man
hours that would necessary to complete the project. This is not a good thing either as it
represents an unnecessary expenditure of resources. An SV figure high in positive numbers
could represent many things. It could indicate that project management underestimated the
amount of time needed to complete the project, or it might indicate that the budget and
workforce was insufficient. It could also mean that project management or the workforce
suffered setbacks, foreseen or otherwise, which may or may not have been avoidable.

Counterfeit and Suspect Parts
[Note: The term currently used for this topic is suspect/counterfeit item.]

The following is taken from DOE O 414.1D.

An S/Cl is an item which is suspect when inspection or testing indicates that it may not
conform to established government or industry-accepted specifications or national consensus
standards or whose documentation, appearance, performance, material, or other
characteristics may have been misrepresented by the vendor, supplier, distributor, or
manufacturer. A counterfeit item is one that has been copied or substituted without legal right
or authority or whose material, performance, or characteristics have been misrepresented by
the vendor, supplier, distributor, or manufacturer. Items that do not conform to established
requirements are not normally considered S/Cls if non-conformity results from one or more
of the following conditions (which must be controlled by site procedures as nonconforming
items):

= Defects resulting from inadequate design or production quality control

= Damage during shipping, handling, or storage

= Improper installation

= Deterioration during service

= Degradation during removal

= Failure resulting from aging or misapplication

= Other controllable causes (see IAEA-TECDOC-1169)

m. Using DOE O 231.1A, Environment, Safety, and Health Reporting, and DOE M
231.1-2, Occurrence Reporting and Processing of Operations Information, discuss
the role of an STSM related to reportable occurrences. Given an occurrence report
determine whether:
= Review processes are adequate;
= Causes are appropriately defined;
=  Corrective actions address causes;
= Lessons learned are appropriate; and
= Corrective actions are completed.

[Note: DOE O 231.1A was canceled by DOE O 231.1B, which no longer addresses
occurrence reporting and processing. Effective January 1, 2012, occurrence reporting
and processing is addressed by DOE O 232.2, which also cancels DOE M 231.1-2.]
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The following is taken from DOE O 232.2.

For the purposes of this KSA, it is assumed that an STSM should be able to perform the same
responsibilities as the head of a field element, if called on to do so. Therefore, an STSM
should be able to perform the following functions:
= Assess performance of facility personnel in carrying out the requirements of this
Order, in accordance with established agreements with the responsible SOs or deputy
administrators (NNSA)
= Designate and direct FRs and designees to fulfill the responsibilities required by this
Order
= |dentify contracts to which the CRD should apply and notify the cognizant
contracting officers
= Ensure that initiators of procurement requests identify in procurement requests
whether the requirements in the CRD for this Order are to be applied to the award or
sub-awards resulting from the procurement request and any special instructions for
the application of the CRD

The determination portion of this KSA is performance-based. The Qualifying Official will
evaluate its completion.

n. [Note: Competency 18 of the STSM FAQS skips from KSA m to KSA o0.]

0. Discuss the process for preparing a minority report and explain the importance of
encouraging and evaluating differing professional/technical opinions.

Minority Report
The following is taken from DOE Workbook: Conducting Accident Investigations, section 9.

If used, this section contains the opinions of any board member(s) that differ from the
majority of the board. The minority report should
= address only those sections of the overall report that warrant the dissenting opinion;
= follow the same format as the overall report, addressing only the points of variance;
= not be a complete rewrite of the overall report.

Differing Professional Opinions
The following is taken from DOE O 442.2,

DOE O 442.2, Differing Professional Opinions for Technical Issues Involving Environment,
Safety and Health establishes the DOE DPO process for employees to raise technical
concerns related to ES&H which cannot be resolved using routine processes.

Employees are encouraged to report concerns to their immediate supervisor, to any level of
management, or to offices responsible for dealing with the particular subject matter of the
concern. DOE seeks to promote resolution of concerns at the lowest possible level. In rare
cases, an employee may decide that the routine work process did not adequately resolve a
concern. The DPO process exists for use in these cases; however, before initiating the DPO
process, the employee must first attempt to resolve the issue through his/her organization’s
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19.

routine work processes (e.g., discussions with the supervisor or other managers, review and
comment processes, and/or local employee concerns processes).

p. Lead ateam to conduct compliance-based and performance-based assessments.
Identify the differences in outcomes and the reasons for these differences.

g. Write, or review and approve, an assessment report.

r. Based on an evaluation of contractor activities, review and approve corrective
actions and recommendations, and communicate the results to contractor
management.

s. Participate in formal meetings between Department management and assessed
organizations management to discuss the results of the assessments.

t. Given incident/occurrence report data for a specified period, analyze the
information for contributing factors and safety trends.

u. Given the data for an event, determine the root cause and develop corrective
actions. Compare the results with that of the originator. Discuss any differences.

KSAs p through u are performance-based. The Qualifying Official will evaluate their
completion.

An STSM must have a working level knowledge of contract management to assess
contractor technical performance.

a. lIdentify three major DOE contract types and describe the characteristics, and the
advantages and disadvantages of each.

The following is taken from 48 CFR 916.

Cost-Plus-Award-Fee Contract

A cost-plus-award-fee contract is a cost-reimbursement contract that provides for a fee
consisting of a base amount fixed at inception of the contract and an award amount that the
contractor may earn in whole or in part during performance and that is sufficient to provide
motivation for excellence in such areas as quality, timeliness, technical ingenuity, and cost-
effective management. The amount of the award fee to be paid is determined by the
government’s judgmental evaluation of the contractor’s performance in terms of the criteria
stated in the contract. This determination and the methodology for determining the award fee
are unilateral decisions made solely at the discretion of the government.

The cost-plus-award-fee contract is suitable for use when

= the work to be performed is such that it is neither feasible nor effective to devise
predetermined, objective incentive targets applicable to cost, technical performance,
or schedule;

= the likelihood of meeting acquisition objectives will be enhanced by using a contract
that effectively motivates the contractor toward exceptional performance and
provides the government with the flexibility to evaluate both actual performance and
the conditions under which it was achieved; and
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= any additional administrative effort and cost required to monitor and evaluate
performance are justified by the expected benefits.

The number of evaluation criteria and the requirements they represent will differ widely
among contracts. The criteria and rating plan should motivate the contractor to improve
performance in the areas rated, but not at the expense of at least minimum acceptable
performance in all other areas.

Cost-plus-award-fee contracts should provide for evaluation at stated intervals during
performance so that the contractor will periodically be informed of the quality of its
performance and the areas in which improvement is expected. Partial payment of fee should
generally correspond to the evaluation periods. This makes effective the incentive that the
award fee can create by inducing the contractor to improve poor performance or to continue
good performance.

The advantage to the contractor is monetary in nature. The disadvantage to the contractor is
that the award fee amount is subject to a judgmental evaluation by the purchasing
organization. The contractor faces the possibility of earning a reduced award fee or no award
fee if the contractor’s performance ranges from marginal to unacceptable. The advantage to
DOE is that the contractor is more motivated to perform well. The disadvantage to DOE is
increased cost if the award is actually earned.

Cost-Plus-Fixed-Fee Contract

A cost-plus-fixed-fee contract is a cost-reimbursement contract that provides for payment to
the contractor of a negotiated fee that is fixed at the inception of the contract. The fixed fee
does not vary with actual cost, but may be adjusted as a result of changes in the work to be
performed under the contract. This contract type permits contracting for efforts that might
otherwise present too great a risk to contractors (an advantage), but it provides the contractor
only a minimum incentive to control costs.

A cost-plus-fixed-fee contract is suitable for use when either of the following conditions of
the Federal Acquisition Regulation (FAR) part 16.301-2 is present:
= The contract is for the performance of research or preliminary exploration or study,
and the level of effort required is unknown.
= The contract is for development and test, and using a cost-plus-incentive-fee contract
is not practical.

A cost-plus-fixed-fee contract normally should not be used in the development of major
systems once preliminary exploration, studies, and risk reduction have indicated a high
degree of probability that the development is achievable, and the government has established
reasonably firm performance objectives and schedules.

The advantage of this type of contract to the contractor is the inherent risk reduction. The
disadvantage is a decreased incentive to perform optimally. The advantage to DOE is a fixed
expenditure. The disadvantage is the potential for increased costs due to adjustments.
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Cost-Plus-No-Fee Contract

This contract compensates the contractor for costs incurred in management and operations of
a facility or installation. No additional fee is paid for contract performance. In contracts with
some academic institutions, the contract provides for a management allowance paid by the
DOE to cover general and administrative (G&A) costs incurred by the parent institution in
support of departmental operations.

The advantage to the contractor is the opportunity to have some G&A costs covered that may
or may not apply to the contract work (incidental to the contract). The disadvantage to the
contractor is decreased incentive for optimal performance. The advantage to DOE is a fixed
expenditure—a known quantity.

b. Identify and discuss the types of contracting processes that are used to put major
contracts in place.

Sealed Bidding
The following is taken from 48 CFR 14.1.

Sealed bidding is a method of contracting that employs competitive bids, public opening of
bids, and awards. The following steps are involved:

Preparation of Invitations for Bids

Invitations must describe the requirements of the government clearly, accurately, and
completely. Unnecessarily restrictive specifications or requirements that might unduly limit
the number of bidders are prohibited. The invitation includes all documents (whether
attached or incorporated by reference) that are furnished to prospective bidders for the
purpose of bidding.

Publicizing the Invitation for Bids

Invitations must be publicized through distribution to prospective bidders, posting in public
places, and such other means as may be appropriate. Publicizing must occur a sufficient time
before public opening of bids to enable prospective bidders to prepare and submit bids.

Submission of Bids

Bidders must submit sealed bids to be opened at the time and place stated in the solicitation
for the public opening of bids.

Evaluation of Bids
Bids should be evaluated without discussions.

Contract Award

After bids are publicly opened, an award will be made with reasonable promptness to that
responsible bidder whose bid, conforming to the invitation for bids, will be most
advantageous to the government, considering only price and the price-related factors
included in the invitation.
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Contracting by Negotiation
The following is taken from 48 CFR 15.000 and 15.002

A contract awarded using other than sealed-bidding procedures is a negotiated contract.
There are two types of negotiated contracts: sole source and competitive acquisitions.

Sole Source Acquisitions

When contracting in a sole source environment, the request for proposal should be tailored to
remove unnecessary information and requirements (e.g., evaluation criteria and voluminous
proposal preparation instructions).

Competitive Acquisitions

When contracting in a competitive environment, the procedures in 48 CFR 15 are intended to
minimize the complexity of the solicitation, the evaluation, and the source selection decision,
while maintaining a process designed to foster an impartial and comprehensive evaluation of
offerors’ proposals, leading to selection of the proposal representing the best value to the
government.

[Note: There are two 19¢c KSAs in the STSM FAQS, DOE-STD-1175-2006. Each will be
covered individually.]

c. Discuss how the Statement of Work is developed and contract deliverables are
identified, including:
= Technical specification(s);
= Quality assurance requirements; and
= Technical review and acceptance of deliverables.

The following is taken from National Oceanic and Atmospheric Administration, Acquisitions
and Grants Office, Developing Performance-based Work Statements.

The following is a summary of the recommended process steps for preparing a statement of
work:
= Establish a preliminary scope statement (i.e., the purpose or objective of the
procurement).
= List the tasks to be performed (i.e., all performance requirements the contractor must
satisfy, all requirements that the contractor must comply with during contract
performance).
= Group similar and related tasks.
= Organize the tasks in logical sequence.
= |dentify the input (required resources to perform the tasks).
= |dentify the output (required results or deliverables).
= |dentify the timeline or frequency of the deliverables (output).
= Develop the parameters for acceptable quality and performance.
= Determine how to monitor the deliverables. Methods include:
0 100 percent inspection
Random sampling
Periodic inspection
Customer complaints

(elNelNe]
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0 Review of progress milestones
0 Reports by contractor

The following is taken from DOE G 414.1-2B.

To accomplish the DOE’s missions and objectives, DOE and its contractors are responsible
for the management and oversight functions of a wide range of work activities, including
basic and applied research; product development; design, construction, operation,
modification, decommissioning, and environmental remediation of DOE facilities and sites.
This work should be accomplished safely while minimizing potential hazards to the public,
site or facility workers, and the environment consistent with the QA requirements of DOE O
414.1D and 10 CFR 830, subpart A. The quality criteria of DOE O 414.1D and 10 CFR 830,
subpart A provide the requirements for a QAP which ensures work is consistent with DOE
requirements and expectations.

c. Discuss the following terms as they apply to financial accountability:
* Incentives;

Fines and penalties;

Third-party liabilities;

Loss of, or damage to Government property; and

Allowable and non-allowable costs.

The following is taken from 48 CFR 16.401.

Incentives

Incentive contracts are appropriate when a firm-fixed-price contract is not appropriate and
the required supplies or services can be acquired at lower costs and, in certain instances, with
improved delivery or technical performance, by relating the amount of profit or fee payable
under the contract to the contractor’s performance. Incentive contracts are designed to obtain
specific acquisition objectives by

= establishing reasonable and attainable targets that are clearly communicated to the

contractor; and
= including appropriate incentive arrangements.

The two basic categories of incentive contracts are fixed-price incentive and cost-
reimbursement incentive contracts. Since it is usually to the government’s advantage for the
contractor to assume substantial cost responsibility and an appropriate share of the cost risk,
fixed-price incentive contracts are preferred when contract costs and performance
requirements are reasonably certain. Cost-reimbursement incentive contracts are subject to
the overall limitations that apply to all cost-reimbursement contracts.

The following is taken from 48 CFR 31.205

Fines and Penalties

Costs of fines and penalties resulting from violations of, or failure of the contractor to
comply with, Federal, state, local, or foreign laws and regulations are unallowable except
when incurred as a result of compliance with specific terms and conditions of the contract or
written instructions from the contracting officer.
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The following is taken from U.S. DOE, Office of the Chief Financial Officer, Accounting
Handbook, chapter 11.

Third-Party Liabilities

The principle of materiality and full disclosure should govern the inclusion of third-party
liabilities. The nature of the liability should be identified and reported, either by a footnote to
the financial statement or by actual inclusion of an amount in a liability account if the
potential amount due or a loss can be estimated.

The following is taken from 48 CFR 45.104.

Loss of or Damage to Government Property

Contractors are responsible and liable for government property in their possession, unless
otherwise provided by the contract. Generally, government contracts do not hold contractors
liable for loss of or damage to government property when the property is provided under any
of the following:
= Negotiated fixed-price contracts for which the contract price is not based upon any
exception
= Cost-reimbursement contracts
= Facilities contracts
= Negotiated or sealed bid service contracts performed on a government installation where
the contracting officer determines that the contractor has little direct control over the
government property because it is located on a government installation and is subject to
accessibility by personnel other than the contractor’s employees and that by placing the
risk on the contractor, the cost of the contract would be substantially increased

When justified by the circumstances, the contract may require the contractor to assume
greater liability for loss of or damage to government property than that contemplated by the
government property clauses. For example, this may be the case when the contractor is using
government property primarily for commercial work rather than government work.

Under certain conditions subcontractors are liable for loss of or damage to government
property furnished through a prime contractor.

A prime contractor that provides government property to a subcontractor should not be
relieved of any responsibility to the government that the prime contractor may have under the
terms of the prime contract.

The following is taken from 48 CFR 31.

Allowable Costs

Cost is allowable only when the cost complies with all of the following requirements:
= Reasonableness
= Allocability
= Standards promulgated by the cost accounting standard (CAS) board, if applicable
(Otherwise, use generally accepted accounting principles and practices appropriate to
the circumstances)
= Terms of the contract
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= Any limitations set forth in 48 CFR 31, “Contract Cost Principles and Procedures”

Certain cost principles in 48 CFR 31 incorporate the measurement, assignment, and
allocability rules of selected CAS and limit the allowability of costs to the amounts
determined using the criteria in those selected standards. Only those CAS or portions of
standards specifically made applicable by the cost principles in this part are mandatory unless
the contract is CAS covered. Business units that are not otherwise subject to these standards
under a CAS clause are subject to the selected standards only for the purpose of determining
allowability of costs on government contracts. Including the selected standards in the cost
principles does not subject the business unit to any other CAS rules and regulations. The
applicability of the CAS rules and regulations is determined by the CAS clause, if any in the
contract, and the requirements of the standards themselves.

When contractor accounting practices are inconsistent with 48 CFR 31.201, costs resulting
from such inconsistent practices in excess of the amount that would have resulted from using
practices consistent with this subpart are unallowable.

A contractor is responsible for accounting for costs appropriately and for maintaining
records, including supporting documentation, adequate to demonstrate that costs claimed
have been incurred, are allocable to the contract, and comply with applicable cost principles
in this subpart and agency supplements. The contracting officer may disallow all or part of a
claimed cost that is inadequately supported.

Non-Allowable Costs (Unallowable Costs)

Costs that are expressly unallowable or mutually agreed to be unallowable, including
mutually agreed to be unallowable directly associated costs, should be identified and
excluded from any billing, claim, or proposal applicable to a government contract. A directly
associated cost is any cost which is generated solely as a result of incurring another cost, and
which would not have been incurred had the other cost not been incurred. When an
unallowable cost is incurred, its directly associated costs are also unallowable.

Costs that specifically become designated as unallowable or as unallowable directly
associated costs as a result of a written decision furnished by a contracting officer should be
identified if included in or used in computing any billing, claim, or proposal applicable to a
government contract. This identification requirement applies also to any costs incurred for
the same purpose under like circumstances as the costs specifically identified as unallowable
under either this paragraph or the preceding paragraph.

If a directly associated cost is included in a cost pool which is allocated over a base that
includes the unallowable cost with which it is associated, the directly associated cost should
remain in the cost pool. Since the unallowable costs will attract their allocable share of costs
from the cost pool, no further action is required to ensure disallowance of the directly
associated costs. In all other cases, the directly associated costs, if material in amount, must
be purged from the cost pool as unallowable costs.

The practices for accounting for and presentation of unallowable costs will be those as
described in 48 CFR 9904.405, “Accounting for Unallowable Costs,” and 48 CFR 9905.505,
for education institutions.
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d. Discuss the technical oversight and qualifications required to assess contractor
performance and the training of contractor employees.

The following is taken from DOE P 226.1B.

The purpose of DOE P 226.1B, Department of Energy Oversight Policy, is to establish the
DOE’s expectations for the implementation of a comprehensive and robust oversight process
that enables the Department’s mission to be accomplished effectively and efficiently while
maintaining the highest standard of performance for safety and security. As used in DOE P
226.1B, any reference to DOE is also meant to include the NNSA. The scope of DOE P
226.1B covers operational aspects of environment, safety, and health; safeguards and
security; cyber security; and emergency management

Effective and properly implemented oversight processes and assurance systems are expected
to result in the following:
= DOE HQ and field having assurance that site workers, the public, and the
environment are protected while mission objectives are met, contract requirements
are fulfilled; and operations, facilities, and systems are being effectively run and
continuously improved
= The establishment of metrics and targets for assessing performance and holding
managers accountable for achieving their targets
= Improvements in the efficiency and effectiveness of DOE oversight programs by
leveraging, when appropriate, the processes and outcomes of contractors’ assurance
systems

The following is taken from DOE O 226.1B.

DOE O 226.1B states that it is the responsibility of the administrator, NNSA; CSOs; DOE
and NNSA procurement executives; and PSOs to establish and maintain appropriate
qualification standards for personnel with HQ and field oversight responsibilities and clear,
unambiguous lines of authority and responsibility for oversight.

The following is taken from DOE O 426.2.

Heads of field organizations/FEM for NNSA operations or designee must evaluate contractor
training and qualification programs using the methodology described in DOE-STD-1070-94.
They must ensure that the entire scope of DOE-STD-1070-94 that is applicable to their site is
addressed (either through contractor or Federal reviews) at least once in each three year
interval.

The following is taken from DOE-STD-1070-94.

Each evaluator’s experience should be commensurate with individually assigned objectives
and criteria. Before beginning the evaluation the evaluator(s) should be trained in evaluation
methodology and should be familiar with the objectives and criteria that they are assigned to
evaluate.

The training program objectives and criteria contained in DOE-STD-1070-94, Guidelines for
Evaluation of Nuclear Facility Training Programs, are not a substitute for the evaluator’s
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technical knowledge of the facility or program. The evaluation must be performed using
personnel who have a technical background (e.g., nuclear facility operations, maintenance,
and radiological protection personnel, and/or expertise in tritium, plutonium, or other
subjects) in the subject area(s) being evaluated. If a group of individuals is performing the
evaluation, the team should be made up of an appropriate balance of personnel with training
and technical backgrounds. The optimum situation is to use personnel with a technical
background and experience in training design, development, and management. If the
evaluation is conducted by someone who does not have the specific technical qualifications,
the results should be reviewed by an SME with expertise in the subject area(s) before the
evaluation is forwarded to the M&O contractor. Techniques for assessing performance are
available in DOE G 120.1-5.

e. Discuss the fee-based evaluation process, including the development of
performance criteria, conduct of the evaluation, and documentation and
transmittal requirements for performance.

The following is taken from NNSA Policy Letter NAP-4B, Corporate Performance
Evaluation Process for Management and Operating Contractors.

The objective of NNSA Policy Letter NAP-4B is to establish and implement a uniform,
corporate process for evaluation of national NNSA M&O contractors’ performance that
promotes effective and efficient accomplishment of the NNSA mission while balancing
safety and production effectively. This process results in documented, consistent, and fair
evaluation of M&O contractor performance.

Fee-Based Evaluation Process

The contractor performance evaluation process will be an NNSA-corporate, integrated
process applied consistently by all NNSA sites. The corporate process may be updated
periodically to reflect changes and lessons learned. The annual performance evaluation plan
(PEP) for each site will follow the format and boundaries as follows:
= PEPs shall contain performance objectives (POs) and performance-based incentives
(PBIs), if applicable.
= PEPs shall provide both essential and stretch goals whereas fee for stretch can only be
earned if performance on essential goals meets certain expectations.
= PEPs shall provide appropriate weight/fee distribution among POs and PBIs based on
criticality of the represented scope and its relative cost, benefit and risk.
= Fee determining official (FDO) has the discretion to adjust the site office manager’s
recommended rating or fee.

The FDO will review and approve, unless otherwise specified in the contract, the fee rate, the
amount of available fee for each period of performance, the award term incentives and the
performance targets in the PEP based on the recommendation of the site office managers and
management council.

The following is taken from 48 CFR 970.1504.
= DOE M&O contractors may be paid a fee in accordance with the requirements of this
subsection.
= There are three basic principles underlying the Department’s fee policy:

197



o0 The amount of available fee should reflect the financial risk assumed by the
contractor.

o ltis the policy of the Department, when work elements cannot be fixed price,
incentive fees (including award fees) tied to objective measures should be used to
the maximum extent appropriate.

0 When work elements cannot be fixed price and award fees are employed, they
should be tied to either objective or subjective measures. Each measure should, to
the maximum extent appropriate, be directly tied to a specific portion of the fee
pool.

= Fee objectives and amounts are to be determined for each contract. Standard fees or
across-the-board fee agreements will not be used or made. Due to the nature of
funding M&O contracts, it is anticipated that fee shall be established in accordance
with the annual funding cycle; however, with the prior approval of the procurement
executive, or designee, a longer period may be used where necessary to incentivize
performance objectives that span funding cycles or to optimize cost reduction efforts.
= Annual fee amounts shall be established in accordance with this subsection. Annual
amounts shall not exceed maximum amounts derived from the appropriate fee
schedule (and classification factor, if applicable) unless approved in advance by the
procurement executive, or designee. In no event shall any fee exceed statutory limits
imposed by 41 U.S.C. 254(b).
= Contracting officers shall include negative fee incentives in contracts when
appropriate. A negative fee incentive is one in which the contractor will not be paid
the full target fee amount when the actual performance level falls below the target
level established in the contract. Negative fee incentives may only be used when
o0 atarget level of performance can be established, which the contractor can
reasonably be expected to reach;
o0 the value of the negative incentive is commensurate with the lower level of
performance and any additional administrative costs;
o factors likely to prevent attainment of the target level of performance are clearly
within the control of the contractor; and
o0 the contract indicates clearly a level below which performance is not acceptable.

Itis in 48 CFR 970.1504, “Contract Pricing,” that the concept of target performance levels
(criteria) is established, and the related “negative fee” based on an unacceptable performance
level. The results of the evaluation correlate directly with the loss of fee that would have
been awarded had the performance levels met pre-established criteria. The failure to perform
is documented and transmitted to the DOE M&O contractor upon the evaluation’s
finalization. Contract clauses in M&O contracts spell out expectations and requirements for
this process and related consequences regarding the award of fee.

Development of Performance Criteria

The development of performance criteria begins with a survey of contract requirements to
identify specific, tangible actions, performance measures, and other measurable means.

The remaining information for this KSA is taken from NNSA Policy Letter NAP-4B.
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NNSA sites shall use consistent format and definitions for describing the desired
performance for its M&O contractors in the PEP. PEPs shall use the following definitions:
= Performance objective: A statement of desired results for an organization or activity.
= Performance measure: Term used to describe a particular value or characteristic
designated to measure input, output, outcome, efficiency, or effectiveness.
Performance measures are composed of a number and a unit of measure. The number
provides the magnitude (how much) and the unit is what gives the number its
meaning (what).
= Performance target: The desired condition or target level of achievement for each
measure, established at an appropriately detailed level that can be tracked and used
for a judgment or decision on performance assessment.

The following is an example of a performance objective, measure and target for a site:
= Performance objective: Provide effective management of facility space.
= Performance measure: Reduction of the site’s facility footprint.
= Performance target for fiscal year 20xx: Reduce facility footprint by ten percent
within budgeted cost and schedule.

Metrics gauging the level at which each of these criteria provides valuable input to an overall
assessment of an organization’s performance: DOE G 120.1-5 provides guidance on
choosing metrics and other performance measures.

Conduct of the Evaluation

The assessment phase begins after the execution year has ended and shall be completed
before interest penalties are assessed on late payment of fee, if applicable.
= Site offices, with input from program offices, functional offices and non-NNSA
offices, as applicable, shall validate contractor performance at the end of the
performance period and provide recommended ratings and/or a recommended fee
amount to the management council and ultimately the FDO (NNSA administrator).
Timely and effective HQ input is critical to a successful assessment phase.
=  The FDO will determine the final performance rating and earned fee for the
contractors.
= The FDO has the discretion to adjust the recommended rating or earned fee within the
available fee pool. The adjustment should generally be within the range of plus or
minus ten percent. If the adjustment is more than plus or minus ten percent, the site
office manager’s letter to the contractor that transmits the final performance
evaluation report (PER) will provide a rationale for the adjustment.

Documentation and Transmittal Requirements for Performance
Post Assessment Phase

Site office managers shall be aware that a “fully releasable” PEP and PER suitable for public
posting may be requested for public affairs and/or congressional purposes. At a minimum,
the following documents should be readily available:

=  Summary of available and earned fee

= One page narrative summary on contractor performance

= PER

= Redacted PER
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f. ldentify who can make contractual requests or approvals of contract provisions,
and the qualifications required of that individual(s).

The following is derived from 48 CFR subchapter G and 48 CFR 970.

The field management branch negotiates and administers all contracts assigned to
DOE/NNSA. The contracting officer or an authorized delegate possesses the authority to
make contractual requests and to approve contract provisions. Qualifications for this position
include experience in performing the following activities:
= Pre-solicitation planning
= Contractor selection
= Negotiation
= Instrument preparation
= Appropriate coordination
= Ongoing administration, including fee administration
= Instrument termination, close-out, and contractor purchasing system reviews
= Environmental and program management-related MOUs and program-related
interagency agreements with other government organizations and similarly related
cooperative agreements with the states, Indian tribes, and companies associated with
assigned projects/programs

g. Discuss theintent of the revised DEAR Clause 970.5223-1 regarding environment,
safety, and health, (ES&H) and the impact of contract reform on ES&H.

The following is taken from a DNFSB letter establishing a 45-day reporting requirement on
ISM items cited therein.

The annual update process required by 48 CFR 970.5223-1(b), is intended to ensure that ISM
programs remain current, and for those systems that are not functioning effectively, to
provide a method for identifying deficiencies and corrective actions. DOE G 450.4-1B
provides guidance for performing annual updates. The goal is for this annual process to
become an integral part of DOE’s contractor management system.

The following is derived from 48 CFR 970.5223.1.

As set forth in DEAR 970.5223-1, an SMS description must be submitted to and approved by
the contracting officer. In the process, the conditions and requirements within the SMS
description become requirements of the contract and binding on the contractor. The
Department expects that each facility or site will tailor the SMS commensurate with the work
to be accomplished and the associated hazards.

48 CFR 970.5223-1(b)(5) states before work is performed, the associated hazards are
evaluated and an agreed upon set of ES&H standards and requirements are established
which, if properly implemented, provide adequate assurance that employees, the public, and
the environment are protected from adverse consequences.

h. Participate on ateam reviewing the contractor’s subcontracting practices.

This is a performance-based KSA. The Qualifying Official will evaluate its completion.
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20. An STSM must demonstrate the ability to effectively manage programs and projects
utilizing the processes and procedures necessary to ensure the safety of
departmental activities, including some knowledge of the mission and key programs.

a. Discuss the Department’s policy for planning, programming, budgeting, and
acquisition of capital assets as described in DOE P 413.1, Program and Project
Management Policy for the Planning, Programming, Budgeting, and Acquisition of
Capital Assets.

[Note: DOE P 413.1 was cancelled by DOE N 251.99.]
The following is taken from DOE O 413.3B.

The DOE acquisition management system establishes principles and processes that translate
user needs and technological opportunities into reliable and sustainable facilities, systems,
and assets that provide a required mission capability. The system will be organized by project
phases and critical decisions (CDs), progressing from broadly-stated mission needs into well-
defined requirements resulting in operationally effective, suitable, and affordable facilities,
systems, and other products.

Within DOE, projects typically progress through five CDs, which serve as major milestones
approved by the secretarial acquisition executive or acquisition executive. Each CD marks an
authorization to increase the commitment of resources by DOE and requires successful
completion of the preceding phase or CD. The amount of time between decisions will vary.
The CDs are:
= CD-0, approve mission need. There is a need that cannot be met through other than
material means;
= CD-1, approve alternative selection and cost range. The selected alternative and
approach is the optimum solution;
= CD-2, approve performance baseline. Definitive scope, schedule and cost baselines
have been developed,;
= CD-3, approve start of construction/execution. The project is ready for
implementation; and
= CD-4, approve start of operations or project completion. The project is ready for
turnover or transition to operations, if applicable.
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Figure 11 illustrates the requirements for the typical implementation of the DOE acquisition
management system for line item capital asset projects.

Independent
Request Review to EIR for Major
PED Funds Validate PB System Projects
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and Cost 5 or Execution or Project
Range H Completion
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PARS II Reporting for Projects > $10M
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NOTES:
1. Operating Funds may be used prior to CD-4 for transition, startup, and training costs.
2. PED funds can be used after CD-3 for design.

Source: DOE O 413.3B
Figure 11. Typical DOE acquisition management system for line item capital asset projects

b. Define the following terms:
= Baseline;
» Graded approach;
= |nfrastructure;
= Life cycle; and
= Programmatic management;
= Metrics and performance measures

The following is taken from DOE-HDBK-1188-2006.

Baseline

Baseline is a quantitative expression of projected costs, schedule, and technical requirements;
the established plan against which the status of resources and the progress of a project can be
measured.

Graded Approach

Graded approach is the process of ensuring that the level of analysis, documentation, and
actions used to comply with a requirement in 10 CFR 830 are commensurate with the relative
importance to safety, safeguards and security; the magnitude of any hazard involved; the life
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cycle stage of a facility; the programmatic mission of a facility; the particular characteristics
of a facility; the relative importance of radiological and nonradiological hazards; and any
other relevant factor.

The following is taken from DOE O 430.1B, chg. 2.

Infrastructure

Infrastructure is all real property, installed equipment, and related real property that is not
solely supporting a single program mission at a multiprogram site or that is not programmatic
real property at a single program site.

Life Cycle

Life cycle is the life of an asset from planning through acquisition, maintenance, operation,
remediation, disposition, long-term stewardship, and disposal.

Programmatic Management
The following is taken from DOE O 430.1A.

Programmatic management consists of functions that include planning and developing the
overall program; establishing broad priorities; providing program technical direction;
preparing and defending the program budget; controlling milestones; integrating all components
of the program; providing public and private sector policy liaison; expediting interface activities
and follow-up actions; and retaining overall accountability for program success.

Metrics and Performance Measures
The following is taken from DOE G 435.1-1 chapter 1.

Performance measures—metrics to be used in evaluating performance against program,
environment, health, and safety goals.

The following is taken from NNSA Policy Letter NAP-4B.

Performance measures are terms used to describe a particular value or characteristic
designated to measure input, output, outcome, efficiency, or effectiveness.

c. Describe the key elements of supervising/monitoring program activities and
contractors.

The following is taken from DOE O 226.1B.

All applicable DOE organizations must
= establish and implement an effective oversight program consistent with DOE P
226.1B and the requirements of DOE O 226.1B; and
= maintain sufficient technical capability and knowledge of site and contractor activities
to make informed decisions about hazards, risks, and resource allocation; provide
direction to contractors; and evaluate contractor performance.
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Oversight processes implemented by applicable DOE line management organizations must

= evaluate contractor and DOE programs and management systems, including site
assurance systems, for effectiveness of performance (including compliance with
requirements)’

= include written plans and schedules for planned assessments, focus areas for
operational oversight, and reviews of the contractor’s self-assessment of processes
and systems. Address the role of the CTAs and their support staff for core nuclear
safety functions;

= include DOE HQ line organizations’ conduct of oversight processes that are focused
primarily on their DOE field elements, including reviewing contractor activities to the
extent necessary to evaluate the implementation and effectiveness of the field
element’s oversight of its contractors;

= include an issues management process that is capable of categorizing findings based
on risk and priority, ensuring relevant line management findings are effectively
communicated to the contractors, and ensuring that problems are evaluated and
corrected on a timely basis;

= be tailored according to the effectiveness of contractor assurance systems, the hazards
at the site/activity, and the degree of risk, giving additional emphasis to potentially
high consequence activities.

DOE line management must establish and communicate performance expectations to
contractors through formal contract mechanisms. Such expectations (e.g., safety performance
measures and commitments) must be established on an annual basis, or as otherwise required
or determined appropriate by the field element.

DOE line management must have effective processes for communicating oversight results
and other issues in a timely manner up the line management chain, and to the contractor as
appropriate, sufficient to allow senior managers to make informed decisions.

d. Describe the purpose of schedules, and discuss the use of milestones and
activities.

The following is taken from DOE G 430.1-1.

The schedule is one of the building blocks for project development. A schedule helps
determine the duration of the project, the critical activities, and when funds are required. The
basic elements comprising the schedule consist of the activities in the project, the duration of
each activity, and the sequence in which those activities occur.

The activities from a work breakdown structure become the building blocks for a schedule.
An activity is any specific element of work. It is important that activities not be confused
with schedule events. Events are indicators of the beginning or completion of an activity. An
event milestone is usually one specific point in time, whereas an activity occurs over a period
of time.
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e. Define and compare the terms cost estimate and budget.

Cost Estimate
The following is taken from DOE G 430.1-1.

A cost estimate is a statement of costs estimated to be incurred in the conduct of an activity,
such as a program, or the acquisition of a project or system. The estimate can be in the form
of proposals by contractors or government agencies, a response to a program opportunity
notice, or a DOE estimate.

Budget

The following is taken from the United States Government Accountability Office, GAO-05-
734SP, A Glossary of Terms Used in the Federal Budget Process.

A budget is a detailed statement of anticipated revenues and expenditures during an
accounting period.

The following is taken from Cost Estimating Simplified, Nick Butcher and Linda Demmers.

A cost estimate should not be confused with a project budget. A project budget will include
the total of the cost estimate, and will also include what are known as “soft costs.” These soft
costs will specifically be excluded from the cost estimate and will typically include land
acquisition, architectural and design fees, movable furniture and equipment, building permits
and fees, fire and all risk insurance. The project budget will also include non-construction
related costs such as fundraising and moving costs.

f. Describe the process for preparing cost estimates and budgets.

Cost Estimates
The following is taken from DOE G 413.3-21.

Traditionally, cost estimates are produced by gathering input, developing the cost estimate
and its documentation, and generating necessary output. The scope of work, schedule, risk
management plan, and peer review interact to influence the cost estimating process and
techniques used to develop the output. These process interactions—inputs, processes (tools
and techniques), and outputs—are used by the Project Management Institute and others to
depict the transfer of information between steps in a knowledge area such as cost estimating.

Cost estimate development is initiated by inputs to the process. These inputs are process
elements that can be either one-time or iterative in nature. One-time inputs may include
project/program requirements, the mission need statement, and the acquisition strategy or
acquisition plan. Iterative inputs may include the technical/scope development, the schedule
development, and the risk management plan with associated risk identification and mitigation
strategies.
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Budget
The following is taken from DOE O 130.1.

The Department’s annual budget formulation process consists of four distinct phases.
Detailed reporting requirements for each phase are contained in the DOE budget formulation
instructions.

Field Budget Process

The field budget process is the first phase of the Department’s annual budget formulation
process. It is the process through which field offices prepare and submit field budget data to
HQ elements for use in the corporate review budget (CRB) process.

Corporate Review Budget Process

The CRB process is the second phase of the Department’s annual budget formulation
process. It is the process whereby HQ organizations use, among other budget related
information, field budget data and spring planning decisions to develop initial organizational
budget requests that are jointly evaluated and considered in the Department’s internal budget
review, resulting in CRB budget allowances.

Office of Management and Budget, Budget Review Process

The OMB budget review process is the third phase of the Department’s annual budget
formulation process. It is the principal mechanism for preparing the Department’s annual
budget submission to the OMB. The Department’s OMB request is based on the Secretary's
final budget allowances resulting from the CRB process.

Congressional Budget Review Process

The congressional budget review process is the final phase of the Department’s annual
budget formulation process. It is based on final presidential funding and policy
determinations resulting from the OMB budget review process.

g. Define and explain the relationship between the following terms:
= Budgeted cost of work scheduled (BCWS);
= Budgeted cost of work performed (BCWP); and
= Actual cost of work performed (ACWP).

[Note: These three terms are discussed but not defined in current DOE directives.]
The following definitions are taken from DOE M 413.3-1 (archived).

Budgeted Cost of Work Scheduled (This term is now referred to as PV)

The sum of the budgets for all work (work packages, planning packages, etc.) scheduled to
be accomplished (including in-process work packages), plus the amount of level of effort and
apportioned effort scheduled to be accomplished within a given time period.

Budgeted Cost of Work Performed (This term is now referred to as EV)

A measure of work completed (in EV management terminology). BCWP is the value of work
performed, or “earned” when compared to the original plan (the BCWS).

206



Actual Cost of Work Performed (This term is now referred to as AC)

Total costs incurred (direct and indirect) in accomplishing an identified element or scope of
work during a given time period.

The following is taken from DOE G 413.3-10.

An EVMS is an integrated set of policies, procedures, and practices to support program and
project management as a decision-enhancing tool and a critical component of risk
management. An EVMS reliably tracks PV of work to be performed (or the BCWS), the EV
of actual work performed (or the BCWP), and the AC (or ACWP).

h. Discuss how priorities should be balanced to achieve the following:
= Resources are effectively allocated to address safety, programmatic, and
operational considerations; and
= Protecting the public, the workers, and the environment is a priority whenever
activities are planned and performed.

The following is taken from DOE G 450.4-1C, attachment 1.

Balanced Priorities (ISM guiding principle number 4)

Resources are effectively allocated to address safety, programmatic, and operational
considerations. Protecting the workers, the public, and the environment is a priority
whenever activities are planned and performed.

Basic Attributes

= QOrganization managers frequently and consistently communicate the safety message,
both as an integral part of the mission and as a stand-alone theme.

= Managers recognize that aggressive mission and production goals can appear to send
mixed signals on the importance of safety. Managers are sensitive to detect and avoid
these misunderstandings, or to deal with them effectively if they arise.

= The organization demonstrates a strong sense of mission and operational goals,
including a commitment to highly reliable operations, both in production and safety.

= Safety and productivity are both highly valued. Safety and productivity concerns both
receive balanced consideration in funding allocations and schedule decisions.

= Resource allocations are adequate to address safety. If funding is not adequate to
ensure safety, operations are discontinued.

= Staffing levels and capabilities are consistent with the expectation of maintaining safe
and reliable operations.

= The organizational staffing provides sufficient depth and redundancy to ensure that
all important safety functions are adequately performed.

= The organization is able to build and sustain a flexible, robust technical staff and
staffing capacity. Pockets of resilience are established through redundant resources so
that resources remain adequate to address emergent issues. The organization develops
sufficient resources to rapidly cope with and respond to unexpected changes.

= Key technical officials are assigned for long terms of service to provide institutional
continuity and consistency regarding safety requirements and expectations.
Organizational knowledge is valued, and efforts are made to preserve it when key
players move on.
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= Systems of checks and balances are in place and effective at all levels of the
organization to make sure that safety considerations are adequately weighed and
prioritized.

= Safety and QA positions have adequate organizational influence.

= Adequate resources are allocated for safety upgrades and repairs to aging
infrastructure. Modern infrastructure and new facility construction are pursued to
improve safety and performance over the long term.

i. Discuss DOE's budgeting process to capture funding decisions based on
prioritization of work.

The following is taken from DOE G 450.4-1C.

ISM guiding principle 4, “balanced priorities,” requires that resources are effectively
allocated to address safety, programmatic, and operational considerations. Protecting the
workers, the public, and the environment is a priority whenever activities are planned and
performed. One of the attributes of this principle further requires that safety and productivity
concerns both receive balanced consideration in funding allocations and schedule decisions,
that resource allocations are adequate to address safety, and if funding is not adequate to
ensure safety, operations are discontinued.

Continuing core expectation 5 requires contractor and DOE budget processes to ensure that
priorities are balanced. Budget development and change control processes must ensure that
safety is balanced with production and facility procedures must ensure that production is
balanced with safety.

j- Discuss the requirements to procure external products and services for DOE
projects.

The following is taken from DOE G 414.1-2B.

The procurement process should ensure that items and/or services provided by suppliers meet
the requirements and expectations of the end user. The procurement process should be
planned, implemented and controlled to ensure the following:
= Identification of supplier QAP requirements using a grading process such as the
process defined in section 4.1.3 of DOE G 414.1-2B.
= Proper flow down takes place and the supplier/vendor clearly understands all
procurement requirements.
= The end user’s requirements are accurately, completely, and clearly communicated to
the supplier.
= Supplier, designer, and end user requirements are met during the production phase.
= The product is delivered on time.
= Special handling and storage requirements are specified at time of delivery.

The selection of procurement requirements should be commensurate with the importance of
the end use of the purchased item or service. Management controls exist for DOE
procurement and subcontracts through applicable DOE Orders, the DEAR in 48 CFR
subchapters A through H, and the FAR in 48 CFR 970 and the following paragraphs. The
requirements in DOE O 414.1D and 10 CFR 830 subpart A should not be interpreted to
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require the development of redundant procurement management systems, but rather to ensure
that existing procurement management systems adequately respond to end user requirements.

The procurement process of DOE nuclear facility contractors should include a determination
of the applicability of 10 CFR 830 subpart A to the supplier or subcontractor. If applicable,
procurement documents and contracts for items and services provided to facilities covered by
10 CFR 830 subpart A should include a statement informing the supplier/vendor or
subcontractor of 10 CFR 830 subpart A requirements and of the potential for enforcement
actions under 10 CFR 20. DOE O 414.1D requires that contractors be responsible for
ensuring proper flow down of all applicable requirements (including the adopted standards)
to suppliers/vendors and subcontractors. DOE should ensure proper oversight of the flow
down of requirements by their contractors to subcontractors, vendors and suppliers. The DOE
contractor is responsible for determining methods to ensure that procured items and services
meet requirements and perform as expected, including the prevention and control of the
introduction of S/CIs. The selection of prospective suppliers should be based on specified
criteria. Suppliers/vendors should be evaluated to verify their capability to meet performance
and schedule requirements.

Procurement processes should be established and implemented to ensure that approved
suppliers continue to provide acceptable items and services. Suppliers/vendors should be
monitored to ensure that acceptable items or services are produced within the specified
schedule.

k. Describe the methods for procuring DOE or other Government products and
services.

The following is taken from Federal Acquisitions Regulations 8.4.

The Federal supply schedule program is also known as the GSA schedules program or the
multiple award schedule program. The Federal supply schedule program is directed and
managed by GSA and provides Federal agencies with a simplified process for obtaining
commercial supplies and services at prices associated with volume buying. Indefinite
delivery contracts are awarded to provide supplies and services at stated prices for given
periods of time. GSA may delegate certain responsibilities to other agencies (e.g., GSA has
delegated authority to the Veteran’s Administration to procure medical supplies under the
Veterans Administration Federal supply schedules program).

Other procurement vehicles include direct contracting with vendors, and government-issued
credit cards, both of which have dollar limitations associated with their use.

Additional information is available in the FAR, part 8.
I. Explain what is meant by “Make-or-Buy” in procuring products or services.

The following is taken from Answers.com, Make-Or-Buy (Outsource) Decision, Barron’s
Dictionary of Accounting Terms.
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“Make or buy” is a decision-making process that compares the cost of using resources
presently owned to make (fabricate) the required product or provide the required service,
with the cost of purchasing the product or service from a vendor or supplier.

The following is taken from 48 CFR 970.5215-2.

Buy Item

A work activity, supply, or service to be produced or performed by an outside source,
including a subcontractor or an affiliate, subsidiary, or division of the contractor.

Make Item

A work activity, supply or service to be produced or performed by the contractor using its
personnel and other resources at the DOE facility or site.

Make-or-Buy Plan

The contractor shall develop and implement a make-or-buy plan that establishes a preference
for providing supplies and services on a least-cost basis, subject to any specific make or buy
criteria identified in the contract or otherwise provided by the contracting officer. In
developing and implementing its make-or-buy plan, the contractor agrees to assess
subcontracting opportunities and implement subcontracting decisions in accordance with the
following:
= The contractor shall conduct internal productivity improvement and cost-reduction
programs so that in-house performance can be made more efficient and cost-effective.
= The contractor shall consider subcontracting opportunities with the maximum
practical regard for open communications with potentially affected employees and
their representatives. Similarly, a contractor shall communicate its plans, activities,
cost-benefit analyses, and decisions to those stakeholders, including representatives
of the community and local businesses, likely to be affected by such actions.

m. Discuss the Davis-Bacon Act as it relates to DOE financial management issues.

The following is taken from U.S. Department of Labor, Wage and Hour Division, “What are
the Davis-Bacon and Related Acts?”

The Davis-Bacon Act, as amended, requires that each contract over $2,000 to which the
United States or the District of Columbia is a party for the construction, alteration, or repair
of public buildings or public works shall contain a clause setting forth the minimum wages to
be paid to various classes of laborers and mechanics employed under the contract. Under the
provisions of the Act, contractors or their subcontractors are to pay workers employed
directly upon the site of the work no less than the locally prevailing wages and fringe benefits
paid on projects of a similar character. The Davis-Bacon Act directs the Secretary of Labor to
determine such local prevailing wage rates.
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n. Discuss the responsibilities, authorities, and implementation requirements for
DOE O 430.1B, Real Property Asset Management, at defense nuclear facilities.

The following is taken from DOE O 430.1B chg. 2.

Responsibilities and Authorities

The lead program secretarial office and cognizant secretarial office are responsible for
notifying contracting officers about the site/facility management contracts to which this
Order is applicable. Once notified, contracting officers are responsible for incorporating the
CRD into affected site/facility management contracts via the laws, regulations, and DOE
directives clause of the contracts.

As the laws, regulations, and DOE directives clause of site/facility management contracts
states, regardless of the performer of the work, site/facility management contractors with the
CRD incorporated into their contracts are responsible for compliance with the requirements
of the CRD. Affected site/facility management contractors are responsible for flowing down
the requirements of this CRD to subcontracts at any tier to the extent necessary to ensure
compliance with the requirements. In doing so, contractors must not unnecessarily or
imprudently flow down requirements to subcontracts. That is, contractors will ensure that
they and their subcontractors comply with the requirements of this CRD and only incur costs
that would be incurred by a prudent person in the conduct of competitive business.

Implementation

The Deputy Secretary of Energy exercises responsibility for implementation of DOE O
430.1B, chg. 2 by departmental elements.

The lead PSO ensures a qualified DOE Federal facilities management staff is assigned at HQ
offices and field elements to provide for implementation of DOE O 430.1B, chg. 2, and to
ensure Federal accountability for the proper stewardship of real property assets and real
estate actions.

The Office of Engineering and Construction Management provides independent corporate
oversight for the implementation of the real property asset management requirements of DOE
0 430.1B, chg. 2, and provides an annual summary report to the Deputy Secretary on the
state of the Department’s real property assets.

A qualified DOE Federal facilities management staff must be assigned at cognizant HQ
offices and field elements to provide for implementation of DOE O 430.1B, chg. 2, and to
ensure accountability.

The site/field office manager
= oversees implementation of the requirements in DOE O 430.1B, chg. 2 at the site
consistent with the annual program direction and guidance issued by the lead program
secretarial office responsible for the site;
= monitors DOE O 430.1B, chg. 2 implementation through the establishment, by
contract or financial assistance agreement, of a site-specific performance
measurement system.
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21.

0. Compare and contrast the project manager and program manager qualification
requirements at a given office or site.

p. Manage or oversee the performance of a given project or program that has a
minimum duration of six months.

KSAs o and p are performance-based. The Qualifying Official will evaluate their completion.

An STSM must have a working level knowledge of quality assurance policies,
programs, and processes.

a. Describe the general requirements, purpose, interrelationships, and importance of
DOE O 414.1C; 10 CFR 830, Nuclear Safety Management; 10 CFR 830.120, Quality
Assurance; and national or international consensus standards on quality assurance.

[Note: DOE O 414.1C was replaced by DOE O 414.1D.]
The following is taken from DOE O 414.1D.

The purpose of DOE O 414.1D is:
= Ensure DOE and NNSA products and services meet or exceed customers’
requirements and expectations.
= Achieve QA for all work based upon the following principles:
o0 All work, as defined in DOE O 414.1D, is conducted through an integrated and
effective management system.
0 Management support for planning, organization, resources, direction, and control
is essential to QA.
o0 Performance and quality improvement require thorough, rigorous assessments and
effective corrective actions.
o All personnel are responsible for achieving and maintaining quality.
0 Risks and adverse mission impacts associated with work processes are minimized
while maximizing reliability and performance of work products.
= Establish additional process-specific quality requirements to be implemented under a
QAP for the control of S/Cls, and nuclear safety software as defined in DOE 414.1D.

Requirements
Quality Assurance Program Development and Implementation

Each departmental element and associated field element(s) must identify and assign a senior
manager to have responsibility, authority, and accountability to ensure the development,
implementation, assessment, maintenance, and improvement of the QAP. Using a graded
approach, the organization must develop a QAP and implement the approved QAP. The QAP
must do the following:
= Describe the graded approach used in the QAP.
= Implement QA criteria as defined in DOE O 414.1D, attachment 2, as well as the
requirements in DOE O 414.1D, attachment 3, for all facilities, and for nuclear
facilities, the requirements in DOE O 414.1D, attachment 4. This requires that all
software meet applicable QA requirements in DOE O 414.1D, attachment 2, using a
graded approach.
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0 Describe how the criteria/requirements are met, using the documented graded
approach.

o0 Flow down the applicable QA requirements and responsibilities throughout all
levels of the organization.

0 Use appropriate national or international consensus standards in whole or in part,
consistent with regulatory requirements and SO direction. When standards do not
fully address these requirements, the gaps must be addressed in the QAP.

o Clearly identify which standards, or parts of the standards, are used.

Quiality Assurance Program Approval and Changes

Each departmental element and associated field element(s) must do the following:

= Submit a QAP to the designated DOE approval authority.

= Review the QAP annually, or on a periodic basis defined in the QAP, and update the
QAP, as needed. Submit a summary of the review of the QAP and, if necessary, also
submit the modified QAP to the DOE approval authority. Editorial changes to the
QAP, that do not reduce or change commitments, do not require approval.

= Regard the QAP as approved 90 calendar days after receipt by the approval authority,
unless approved or rejected at an earlier date.

Federal Technical Capability and Qualifications

Qualification for the functional areas identified in paragraphs 4.c.(1) and (2) of DOE O
414.1D are achieved as defined in DOE O 426.1, (or successor document).
= Federal personnel directly responsible for the oversight of quality requirements
governing defense nuclear facilities must be qualified in accordance with DOE-STD-
1150-2002, Quality Assurance Functional Area Qualification Standard (or successor
document).
= Federal personnel directly responsible for oversight of safety software quality
assurance (SSQA) activities of defense nuclear facilities must be qualified in
accordance with DOE STD-1172-2003, Safety Software Quality Assurance
Functional Area Qualification Standard (or successor document). Note: Personnel
training and qualification requirements for weapons QA are contained in the NNSA
Defense Programs (NA-10) Weapons Quality Assurance Procedures Manual, which
includes requirements for the use of DOE-STD-1025-2008, Weapons Quality
Assurance Qualification Standard.

The following is taken from 10 CFR 830.

10 CFR 830, governs the conduct of DOE contractors, DOE personnel, and other persons
conducting activities, including providing items and services that affect, or may affect, the
safety of DOE nuclear facilities. The requirements of this part must be implemented in a
manner that provides reasonable assurance of adequate protection of workers, the public, and
the environment from adverse consequences, taking into account the work to be performed
and the associated hazards.

[Note: 10 CFR 830.120 is the scope statement for 10 CFR 830 subpart A, “Quality
Assurance Requirements.” 10 CFR 830 subpart A is discussed in the following section.]
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The following is taken from 10 CFR 830 subpart A.

10 CFR 830 subpart A establishes QA requirements for contractors conducting activities,
including providing items or services that affect, or may affect, nuclear safety of DOE
nuclear facilities. It provides details on QAPs and lists the QA criteria.

The interrelationship between these regulations is their shared primary focus points of quality
and safety of operations, and the importance of their implementation to ensure successful
program functionality.

National and international consensus standards on QA should be applied to activities when
they add an additional level of rigor, thus resulting in a higher level of quality control on the
activity. An example of this application is aspiring to “do better than required” and have
expectations exceeded, not just met.

b. Describe how ASME NQA-1-2004 is applied to implement the QA criteria.

[Note: ASME NQA-1-2004 was revised and updated to ASME NQA-1-2008. The title of
this revision is the same as the title of the original document.]

The following is taken from DOE O 414.1D.

Each departmental element and associated field element(s) must identify and assign a senior
manager to have responsibility, authority, and accountability to ensure the development,
implementation, assessment, maintenance, and improvement of the QAP. Using a graded
approach, the organization must develop a QAP and implement the approved QAP. The QAP
must use appropriate national or international consensus standards in whole or in part,
consistent with regulatory requirements and SO direction. When standards do not fully
address these requirements, the gaps must be addressed in the QAP. Examples of currently
acceptable standards include:

=  ASME NQA-1-2008 with the NQA-1a-2009 addenda, Quality Assurance

Requirements for Nuclear Facility Applications
= ANSI/ISO/ASQ Q9001-2008, Quality Management System-Requirements
= ANSI/ASQ Z 1.13-1999, Quality Guidelines for Research

c. Describe how the QA requirements are related to the Documented Safety
Analysis.

10 CFR 830.204, “Documented Safety Analysis,” requires that the DSA for a hazard
category 1, 2, or 3 DOE nuclear facility, as appropriate for the complexities and hazards
associated with the facility, define the characteristics of the safety management programs
necessary to ensure the safe operation of the facility, including (where applicable) QA, procedures,
maintenance, personnel training, conduct of operations, emergency preparedness, fire protection,
waste management, and radiation protection.

10 CFR 830 subpart A establishes QA requirements for a QAP. The QAP requires
contractors conducting activities, including providing items or services, that affect, or may
affect, the nuclear safety of DOE nuclear facilities to conduct work in accordance with the QA
criteria in 10 CFR 830.122.

214



d. Describe the DOE’s and contractor’s responsibilities and requirements for
implementing a Quality Assurance Program (QAP).

The following is taken from DOE O 414.1D.

DOE QAP Implementation Responsibilities and Requirements

Each departmental element and associated field element(s) must identify and assign a senior
manager to have responsibility, authority, and accountability to ensure the development,
implementation, assessment, maintenance, and improvement of the QAP. Using a graded
approach, the organization must develop a QAP and implement the approved QAP.

The Deputy Secretary must ensure implementation of DOE QA requirements throughout the
Department.

Secretarial officers must notify cognizant contracting officers, (for other than field-issued
contracts), of those contractors that should include the CRD or its requirements, as
appropriate. The SO has the authority to direct the contracting officer, as necessary, to ensure
appropriate quality requirements are implemented by the contractor.

The chief health, safety and security officer must
= provide advice and assistance to DOE elements and contractors concerning
implementation of DOE O 414.1D; and
= identify and propose resolutions for crosscutting QA issues within the Department to
improve implementation.

Contractor QAP Implementation Responsibilities and Requirements

The contractor must
= identify and assign an individual to have responsibility, authority, and accountability
to ensure the development, implementation, assessment, maintenance, and
improvement of the QAP;
= implement the QAP as approved by DOE.

e. Discuss the role of STSMs with respect to DOE O 414.1C, 10 CFR 830, Nuclear
Safety Management and 10 CFR 830 Subpart A, Quality Assurance.

[Note: DOE O 414.1C was replaced by DOE O 414.1D. The correct title of 10 CFR 830
subpart A is “Quality Assurance Requirements.”]

[Note: In the December 18, 2009 revision of this reference guide, the STSM roles and
responsibilities listed were those of the “FEM.” This practice is continued here.]

The following is taken from DOE O 414.1D.

The following are the responsibilities assigned to the STSM:
= Notify contracting officers for field-issued contracts as to which contractors are
affected by DOE O 414.1D. The SO has the authority to direct the contracting officer,
as necessary, to ensure appropriate quality requirements are implemented by the
contractor.
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= For FEMs of sites, other than NNSA sites, where approval authority is delegated to
the FEM, review and approve any new or revised QAPs for work under the FEM’s
purview. Where authority is not delegated to the FEM, review and comment on, and
submit the QAPs to the SO for approval.

= For FEMs of NNSA sites, review and approve any new or revised QAPs for work
under the FEM’s purview, including the FEM and contractor QAPSs.

= Provide resources and staff to meet the provisions of DOE O 414.1D and ensure that
appropriate staff is qualified, as specified in paragraph 4.c of DOE 414.1D.

= Ensure reviews are performed of the field element QAP per paragraph 4.b.(2) of DOE
O 414.1D and update as necessary. Submit to the approval authority the modified
QAP.

= Ensure review of safety documentation for the facility or activity to validate that
safety software has been properly identified.

= Ensure review of grading levels of safety software for approval by the QAP approval
authority.

Describe the 10 quality assurance criteria of DOE O 414.1C and 10 CFR 830
Subpart A which address the following:

= Management;

= Performance; and

=  Assessment.

[Note: DOE O 414.1C was replaced by DOE O 414.1D.]
The following is taken from DOE O 414.1D.

Management
Criterion 1—Management/Program

= Establish an organizational structure, functional responsibilities, levels of authority,
and interfaces for those managing, performing, and assessing the work.

= Establish management processes, including planning, scheduling, and providing
resources for the work.

Criterion 2—Management/Personnel Training and Qualification

= Train and qualify personnel to be capable of performing their assigned work.
= Provide continuing training to personnel to maintain their job proficiency.

Criterion 3—Management/Quality Improvement

= Establish and implement processes to detect and prevent quality problems.

= |dentify, control, and correct items, services, and processes that do not meet
established requirements.

= |dentify the causes of problems, and include prevention of recurrence as a part of
corrective action planning.

= Review item characteristics, process implementation, and other quality related
information to identify items, services, and processes needing improvement.
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Criterion 4—Management/Documents and Records

= Prepare, review, approve, issue, use, and revise documents to prescribe processes,
specify requirements, or establish design.
= Specify, prepare, review, approve, and maintain records.

Performance
Criterion 5—Performance/Work Processes

= Perform work consistent with technical standards, ACs, and other hazard controls
adopted to meet regulatory or contract requirements using approved instructions,
procedures, or other appropriate means.

= |dentify and control items to ensure proper use.

= Maintain items to prevent damage, loss, or deterioration.

= Calibrate and maintain equipment used for process monitoring or data collection.

Criterion 6—Performance/Design

= Design items and processes using sound engineering/scientific principles and
appropriate standards.

= Incorporate applicable requirements and design bases in design work and design
changes.

= |dentify and control design interfaces.

= Verify or validate the adequacy of design products using individuals or groups other
than those who performed the work.

= Verify or validate work before approval and implementation of the design.

Criterion 7—Performance/Procurement

= Procure items and services that meet established requirements and perform as
specified.

= Evaluate and select prospective suppliers on the basis of specified criteria.

= Establish and implement processes to ensure that approved suppliers continue to
provide acceptable items and services.

Criterion 8—Performance/Inspection and Acceptance Testing

= Inspect and test specified items, services, and processes using established acceptance
and performance criteria.
= Calibrate and maintain equipment used for inspections and tests.

Assessment
Criterion 9—Assessment/Management Assessment

= Ensure that managers assess their management processes and identify and correct
problems that hinder the organization from achieving its objectives.

Criterion 10—Assessment/Independent Assessment

= Plan and conduct independent assessments to measure item and service quality, to
measure the adequacy of work performance, and to promote improvement.

= Establish sufficient authority and freedom from line management for independent
assessment teams.
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= Ensure persons who perform independent assessments are technically qualified and
knowledgeable in the areas to be assessed.

g. Referring to the following DOE Guides supporting DOE O 414.1C and 10 CFR 830

Subpart A, discuss the implementation of an effective QAP.

» DOE G 414.1-1A, Management and Independent Assessment Guide;

= DOE G 414.1-2A, Quality Assurance Management System Guide for Use with
10 CFR 830 Subpart A, Quality Assurance Requirements, and DOE O 414.1C,
Quality Assurance;

= DOE G 414.1-3, Suspect/Counterfeit Items Guide for Use with 10 CFR 830
Subpart A, Quality Assurance Requirements, and DOE O 414.1B, Quality
Assurance; and

= DOE G 414.1-4, Safety Software Guide for Use with 10 CFR 830, Subpart A,
Quality Assurance Requirements, and DOE O 414.1C, Quality Assurance.

[Note: DOE O 414.1C was canceled by DOE O 414.1D; DOE G 414.1-1A was canceled
by DOE G 414.1-1B, Management and Independent Assessments Guide for Use with 10
CFR Part 830, Subpart A, and DOE O 414.1C, Quality Assurance; DOE M 450.4 -1,
Integrated Safety Management System Manual; and DOE O 226.1A, Implementation of
DOE Oversight Policy; and DOE G 414.1-2A and DOE G 414.1-3 were canceled by DOE
G 414.1-2B, admin chg 1, Quality Assurance Program Guide.]

The following is derived from DOE G 414.1-1B.

DOE G 414.1-1B provides information on establishing processes and performing effective
assessments in support of DOE policies, regulations, and Orders. Assessments add value to
products and services by providing feedback and linking the management and conduct of
work to meaningful improvement actions. Feedback from these assessments addresses the
effectiveness of policies, requirements, standards, processes, procedures, and their
implementation.

The following is taken from DOE G 414.1-2B.

DOE G 414.1-2B provides information on principles, requirements, and practices used to
establish and implement an effective QAP for both non-nuclear and nuclear facilities
consistent with the requirements of DOE O 414.1D and 10 CFR 830, subpart A, and may
also be used by a contractor to assist in obtaining QAP approval from its DOE customer. Use
of DOE G 414.1-2B in conjunction with appropriate standards will facilitate development
and approval of a QAP compliant with DOE O 414.1D and 10 CFR 830, subpart A.

IAEA TECDOC-1169, Managing Suspect and Counterfeit Items in the Nuclear Industry, has
been added as a reference to provide guidance on S/Cls. Reporting of S/Cls has been added
to section 5.0 of DOE G 414.1-2B.

This guidance includes methods for the interrelated functions and responsibilities of
managing, performing, and assessing work. Implementation of a QAP will contribute to
improved safety, quality, management, and reliability of DOE products and services.
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The following is taken from DOE G 414.1-4.

DOE G 414.1-4 provides information plus acceptable methods for implementing the SSQA
requirements of DOE O 414.1C (now DOE O 414.1D), Quality Assurance. DOE O 414.1D
requirements supplement the QAP requirements of 10 CFR 830, subpart A for DOE nuclear
facilities and activities. The SSQA requirements for DOE/NNSA and its contractors are
necessary to implement effective QA processes and achieve safe nuclear facility operations.
The scope of 10 CFR 830, subpart A encompasses the contractor’s conduct of activities as
they relate to safety software (items or services). Therefore, the contractor’s QAP includes
safety software within its scope. DOE O 414.1C establishes the safety SSQA requirements to
be implemented under 10 CFR 830, subpart A.

h. Describe the scope, purpose, and application of the safety software quality
assurance requirements and work practices.

The following is derived from DOE G 414.1-4.

Scope

The scope of DOE G 414.1-4 includes software applications that meet safety software
definitions as stated in DOE O 414.1C. This includes software applications important to
safety that may be included or associated with SSCs for less than hazard category 3 facilities.
Safety software includes safety system software, safety and hazard analysis software and
design software, and safety management and AC software.

Purpose

DOE promulgated the safety software requirements and this guidance to control or eliminate
the hazards and associated postulated accidents posed by nuclear operations, including
radiological operations. Safety software failures or unintended output can lead to unexpected
system or equipment failures and undue risks to the DOE/NNSA mission, the environment,
the public, and the workers. Thus DOE G 414.1-4 has been developed to provide guidance on
establishing and implementing effective QA processes tied specifically to nuclear facility
safety software applications. DOE also has guidance for the overarching QAP, which
includes safety software within its scope. DOE G 414.1-4 includes software application
practices covered by appropriate national and international consensus standards and various
processes currently in use at DOE facilities. This guidance is also considered to be of
sufficient rigor and depth to ensure acceptable reliability of safety software at DOE nuclear
facilities.

Graded Application

Proper implementation of DOE O 414.1D will be enhanced by grading safety software based
on its application. Safety software grading levels should be described in terms of safety
consequence and regulatory compliance. DOE G 414.1-4 utilizes the grading levels and the
software types (custom-developed, configurable, acquired, utility calculations, and
commercial design and analysis tools) to recommend how the SSQA work activities are
applied. The grading levels are defined as follows.

Level A: This grading level includes safety software applications that meet one or more of
the following criteria:
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= Software failure that could compromise a limiting condition for operation

= Software failure that could cause a reduction in the safety margin for a safety SSC
that is cited in DOE-approved DSA

= Software failure that could cause a reduction in the safety margin for other systems
such as toxic or chemical protection systems that are cited in either (a) a DOE-
approved DSA or (b) an approved hazard analysis per DOE P 450.1 and the DEAR
ISMS clause

= Software failure that could result in nonconservative safety analysis, design, or
misclassification of facilities or SSCs

Level B: This grading level includes safety software applications that do not meet level A
criteria but meet one or more of the following criteria:
= Safety management databases used to aid in decision-making whose failure could
impact safety SSC operation
= Software failure that could result in incorrect analysis, design, monitoring, alarming,
or recording of hazardous exposures to workers or the public
= Software failure that could comprise the defense-in-depth capability for the nuclear
facility

Level C: This grading level includes software applications that do not meet level B criteria
but meet one or more of the following criteria:
= Software failure that could cause a potential violation of regulatory permitting
requirements
= Software failure that could affect ES&H monitoring or alarming systems
= Software failure that could affect the safe operation of an SSC

The grading level criteria should provide for a higher grade level for software in nuclear
facilities categorized as category 1, 2 or 3 and the lower grading level for software in
facilities categorized as less than category 3.

i. Discuss how the approved Quality Assurance Program at a given DOE site office
or contractor are applied to safety system design, construction, and operations,
and implementation of its Integrated Safety Management System. Address in the
report how the 10 QA criteria and the 12 safety management principles/functions
are integrated and the approach used, and effectiveness of the flow-down of QA
criteria to subcontractors.

This KSA is site/contractor-specific. The Qualifying Official will evaluate its completion.
An STSM must have a working level knowledge of radiation protection program

requirements described in 10 CFR 835, and a familiarity level of knowledge of the
related DOE Orders, Standards, and Guides.
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a. Discuss the purpose and objectives of a DOE Radiation Protection Program.
The following is taken from DOE G 441.1-1C, admin chg 1.

Purpose

A DOE radiation protection program (RPP) is intended to provide DOE reasonable assurance
that the DOE activity will be conducted in compliance with the provisions of 10 CFR 835.
The RPP also satisfies the requirement for an implementation plan found in other DOE
directives.

Objectives

Administrative processes should include a hierarchy of documents that clearly and
unambiguously delineate management policies, requirements, expectations, and objectives
for the RPP. This documentation should typically include the following:
= Policy statement: The policy statement should articulate management’s commitment
to conduct radiological operations in a manner that will ensure the health and safety
of all its employees, contractors, and the general public. This policy statement should
be patterned after DOE P 450.4A.
= Site-specific radiological control manual or handbook: This document should be
issued and endorsed by senior management for a DOE activity. This manual or
handbook should address all functional elements of the RPP for the DOE activity.
= Procedures: These documents should provide detailed instructions for implementing
various functional elements of the RPP. Responsibilities and actions required of
management and workers should be clearly and unambiguously stated. Written
procedures shall be developed and implemented as necessary to ensure compliance
with 10 CFR 835, commensurate with the radiological hazards created by the activity
and consistent with the education, training, and skills of the individuals exposed to
those hazards (10 CFR 835.104). It is not necessary for written procedures to be
developed and implemented for all of the requirements of 10 CFR 835. Written
procedures should be developed and employed under the following circumstances:
0 Worker health and safety are directly affected.
0 The expected outcome for the process or operation requires that a specific method
be followed.
0 The process or operation is infrequently used and competence training cannot
ensure adequate implementation.
0 To document the approved method to implement specific processes or operations.

= Technical basis documents: Document decisions and approaches used to achieve
regulatory compliance, such as those decisions where professional judgment has been
exercised. The document should include supporting analyses and justifications
sufficient to demonstrate that regulatory compliance can be achieved and maintained.
DOE G 441.1-1C contains specific recommendations for documenting the technical
basis for various RPP functional elements.
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b. Identify and explain the general and unique radiological hazards associated with
the following (as applicable to the STSM):
= Plutonium operations;
Uranium operations;
Tritium operations;
Nuclear explosive operations;
Production/experimental reactors;
Accelerator operations;
Waste handling/processing operations;
Decontamination and decommissioning;
Use of radiation generating devices; and

Plutonium Operations
The following is taken from DOE-STD-1128-2008.

The major industrial hazard in plutonium facilities is the potential for loss of control of a
highly toxic substance, resulting in either the inhalation or ingestion of plutonium or one of
its compounds by personnel, or the exposure to excessive radiation from a criticality
accident. The possibility of a fire or explosion in a plutonium facility is probably the most
serious threat because the consequences of a fire could lead to loss of containment and
subsequent disbursement of highly mobile plutonium particulates. In addition, fighting the
fire with water to maintain containment could create the potential for a criticality accident
and/or loss of containment in the immediate vicinity.

The day-to-day hazards for personnel in plutonium facilities involve exposure to gamma
rays, x-rays, and neutrons, as well as possible accumulation of plutonium in the body.

Uranium Operations
The following is taken from DOE-STD-1136-2009.

The principal industrial hazards associated with uranium are fires, hydrogen generation,
generation of oxides of nitrogen, and associated mechanical hazards characteristic of heavy
objects (e.g., back injuries from lifting, dropping heavy parts on feet, etc.). Hydrogen fluoride
and oxides of nitrogen are by-products or reactants of common chemical processes.
Hydrogen can be generated by reaction of water with uranium metal, and finely divided
uranium or uranium chips with a large surface-area-to-volume ratio can ignite spontaneously.

Both the chemical and radiological hazards of uranium are moderate compared to those of
other industrial materials and radionuclides.

The chemical toxicity of uranium is a primary concern in establishing control limits. A heavy
metal, uranium is chemically toxic to kidneys and exposure to soluble (transportable)
compounds can result in renal injury. The factors to be considered in determining whether
the chemical or radiological hazard is controlling are the enrichment, mode of entry, and the
solubility/transportability of the material. Chemical toxicity is a higher risk with soluble
material of ten percent or less enrichment.

The predominant hazard associated with uranium exposure depends upon its degree of
enrichment, its chemical form, and its physical form. The degree of enrichment determines
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the gamma radiation intensity and the overall specific activity. Chemical form determines
solubility and consequent transportability in body fluids. International Commission on
Radiological Protection, ICRP Publication 60 classifies all materials into three material
types: F, M, and S. Type F is most transportable (pulmonary removal half-time of days), type
S the least transportable (removal half-time of years), and type M an intermediate category
(removal half-time of weeks). The transportability of an inhaled or ingested material
determines its fate within the body and, therefore, the resulting radiation dose or chemical
effect.

Tritium Operations

The following is taken from U.S. Department of Defense, Directive 5100.52-M, Nuclear
Weapon Accident Response Procedures, chapter 9, Radioactive Materials, Characteristics,
Hazards and Health Considerations.

Tritium constitutes a health hazard when personnel are engaged in specific weapon render-
safe procedures, when responding to an accident that has occurred in an enclosed space, and
during accidents that have occurred in rain, snow, or in a body of water. In its gaseous state,
tritium is not absorbed by the skin to any significant degree. The hazardous nature of tritium
is due to its ability to combine with other materials. Tritium water vapor is readily absorbed
by the body through inhalation and absorption through the skin. The radioactive water that
enters the body is chemically identical to ordinary water and is distributed throughout the
body tissue. Although it takes a relatively large amount of tritium to be a significant radiation
hazard, caution should be taken. Tritium that has plated out on a surface or combined
chemically with solid materials is a contact hazard. The human body normally eliminates and
renews 50 percent of its water in about 8-12 days.

Nuclear Explosive Operations

The following is taken from Sandia National Laboratories Manual MN471011, Explosives
Safety Manual, chapter Il, Operational Safety, Part 1.

Explosives materials, explosives components (additives or adhesives), and materials such as
organic solvents used in explosives processing can be toxic when inhaled, ingested, or
absorbed through the skin. The most frequently reported effect from working with explosives
is a skin rash resulting from skin contact with explosives materials or with solvents and
adhesives used with explosives operations.

The following is taken from Nuclear Weapons Frequently Asked Questions, section 5.0,
Effects of Nuclear Explosions by Carey Sublette.
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Thermal Injury

The result of very intense heating of skin is to cause burn injuries. The burns caused by the
sudden intense thermal radiation from the fireball are called “flash burns”. The more thermal
radiation absorbed, the more serious the burn.
= First degree flash burns are not serious, no tissue destruction occurs.
= Second degree burns cause damage to the underlying dermal tissue, killing some
portion of it.
= Third degree burns cause tissue death all the way through the skin, including the stem
cells required to regenerate skin tissue.
= Even more serious burns are possible, which have been classified as fourth (even
fifth) degree burns. These burns destroy tissue below the skin: muscle, connective
tissue, etc.

Incendiary Effects

Despite the extreme intensity of thermal radiation, and the extraordinary surface temperatures
that occur, it has less incendiary effect than might be supposed. This is mostly due to its short
duration, and the shallow penetration of heat into affected materials. The extreme heating can
cause pyrolysis (the charring of organic material, with the release of combustible gases), and
momentary ignition, but it is rarely sufficient to cause self-sustained combustion.

Eye Injury
The brightness and thermal output of a nuclear explosion presents an obvious source of
injury to the eye. Injury to the cornea through surface heating, and injury to the retina are
both possible risks.
= The most common eye injury is flash blindness, a temporary condition in which the
visual pigment of retina is bleached out by the intense light. Vision is completely
recovered as the pigment is regenerated, a process that takes several seconds to
several minutes.
= Retinal injury is the most far reaching injury effect of nuclear explosions, but it is
relatively rare since the eye must be looking directly at the detonation. Retinal injury
results from burns in the area of the retina where the fireball image is focused.

Production/Experimental Reactors

The following is taken from The Accident Hazards of Nuclear Power Plants by Richard E.
Webb.

Nuclear reactors present a hazard to the health and safety of the public because they are
subject to accidents such as explosions in which radioactivity could be released to the
atmosphere as dust and expose a large population to lethal or injurious radiation. The nuclear
reactor generates the nuclear energy for making electricity, and in the process, it also
generates radioactivity as a by-product. This radioactivity builds up in the reactor and is even
used as fuel in the case of plutonium, which is perhaps the most potent of all radioactive
substances.
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Accelerator Operations
The following is taken from DOE-HDBK-1108-2002, CN 1.

Accelerators are capable of creating a radiological area or other radiological hazards.

= The primary beam of an accelerator consists of accelerated charged particles prior to
any interactions. The primary beam is the most intense form of radiation present at an
accelerator facility and is made inaccessible to personnel through engineering design
and administrative controls. Direct exposure to a particle beam can result in a
potentially dangerous, or even lethal, dose of radiation.

= A secondary beam is produced by interaction of the primary beam with targets or
beamline components.

= Skyshine is the radiation scattered from air molecules. Accelerator-produced skyshine
is usually neutron radiation, scattered after emerging more or less vertically from the
shielded enclosure. It can cause elevated radiation fields at ground level considerable
distances from the source.

Waste-Handling/Processing Operations
The following is taken from the British Medical Bulletin, volume 68, issue 1.

Different methods of waste management emit a large number of substances, most in small
quantities and at extremely low levels. Raised incidence of low birth-weight births has been
related to residence near landfill sites, as has the occurrence of various congenital
malformations. There is little evidence for an association of reproductive or developmental
effects with proximity to incinerators. Studies of cancer incidence and mortality in
populations around landfill sites or incinerators have been equivocal, with varying results for
different cancer sites. Many of these studies lack good individual exposure information and
data on potential confounders, such as socio-economic status. The inherent latency of
diseases and migration of populations are often ignored. Waste management workers have
been shown to have increased incidence of accidents and musculoskeletal problems. The
health impacts of new waste management technologies and the increasing use of recycling
and composting require assessment and monitoring.

Decontamination and Decommissioning

The following is taken from the EH/EM Handbook for Occupational Health and Safety
during Hazardous Waste Activities.

Potential decontamination hazards include, but are not limited to, the following:

= Incompatibility between decontaminating agents and contaminants

= Incompatibility between decontaminating agents and clothing or equipment being
decontaminated

= Potential effects of inclement weather (e.g., using wet procedures during cold weather
can cause operational and maintenance problems)

= Potential effects of hazards on worker health and safety (e.g., vapors from chemical
decontamination solutions may be hazardous on inhalation or contact with skin, or
may be flammable)

= Generation of airborne contaminants from improper use of equipment (e.g., jet
sprayers, vacuum cleaners)
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Stringent regulatory controls protect the public, the environment, and workers from the
hazards associated with nuclear facilities. These hazards arise from the radioactive inventory
of the facility and from the nature of the operations carried out. When a facility is shut down
because of age, redundancy, or breakdown, the hazards associated with operational activities
are generally eliminated or substantially reduced, but those associated with the radioactive
inventory remain, and tight regulation is still required.

Use of Radiation-Generating Devices (RGDs)
The following is taken from DOE-STD-1098-2008, CNL1.

Special considerations associated with the use of RGDs include the presence of extremely
high dose rates and the potential for uncontrolled exposures. Operation of these devices
requires stringent physical and administrative controls to prevent overexposure to operating
and support personnel and those in adjacent work areas.

The following is taken from DOE G 441.1-1C.

The RGDs addressed in chapter 7 of DOE G 441.1-1C may be classified as either devices
that are electrically energized to produce ionizing radiation or sealed radioactive sources that
emit radiation continuously. The guidance provided in chapter 7 of DOE G 441.1-1C should
be considered in addition to that provided in chapter 15 of DOE G 441.1-1C for those sealed
radioactive sources that produce radiation fields exceeding 100 millirem (1 mSv) in one hour
at a distance of 30 centimeters from the source.

Environmental Restoration Activities
The following is taken from DOE G 421.1-2 (archived).

The hazards faced during environmental restoration operations are primarily worker safety
related, and the OSHA regulations in 29 CFR 1910.120 and 29 CFR 1926.65, “Hazardous
Waste Operations and Emergency Response,” are aimed primarily at protecting the workers.
Therefore, use of the OSHA requirements was made an acceptable alternative for meeting the
nuclear safety rules.

The following is taken from 29 CFR 1910.120.

All suspected conditions that may pose inhalation or skin absorption hazards that are
immediately dangerous to life or health, or other conditions that may cause death or serious
harm, should be identified during the preliminary survey and evaluated during the detailed
survey. Examples of such hazards include confined space entry, potentially explosive or
flammable situations, visible vapor clouds, or areas where biological indicators such as dead
animals or vegetation are located.

c. Discuss how the radiation protection program is related to the nuclear safety
basis (and Documented Safety Analysis) for the STSM’s cognizant facility(s) and
activities.

This KSA is facility-specific. The Qualifying Official will evaluate its completion.
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d. Identify and discuss the required elements of a radiation protection program,
including the requirements for internal audits.

As stated in 10 CFR 835, the functional elements of a RPP are as follows:
= Organization and administration
= An ALARA program
= External dosimetry
= Internal dosimetry
= Area monitoring and control
= Radiological controls
= Emergency exposure situations
= Nuclear accident dosimetry
= Records
= Reports to individuals
= Radiation safety training
= Limits for the embryo/fetus

All of the information for this KSA is taken from DOE G 441.1-1C except where stated
otherwise.

Organization and Administration

The RPP shall include plans, schedules, and other measures for achieving compliance with
10 CFR 835 (10 CFR 835.101(f)). Plans should include establishing the organization and
administration of the RPP to ensure that the program is effectively implementing appropriate
measures that ensure regulatory compliance can be achieved and sustained. The authority and
responsibility for radiation protection should originate at the highest levels of line
management and should be emphasized throughout the organization. Ultimately, workers
should be aware of their individual responsibilities for radiation protection. Programmatic
documentation should be developed to document the organizational and administrative
aspects of the RPP.

The degree of formality and the scope of the associated administrative processes should be
commensurate with the radiological hazards encountered and the complexity of the
associated control measures. More rigorous administrative processes should be implemented
for more complex or hazardous DOE activities. Administrative processes should include a
hierarchy of documents that clearly and unambiguously delineate management policies,
requirements, expectations, and objectives for the RPP. This documentation should typically
include the following:
= Policy statement. The policy statement should articulate management’s commitment
to conduct radiological operations in a manner that will ensure the health and safety
of all its employees, contractors, and the general public.
= Site-specific radiological control manual or handbook. This document should be
issued and endorsed by senior management for a DOE activity. This manual or
handbook should address all functional elements of the RPP for the DOE activity.
= Procedures. These documents should provide detailed instructions for implementing
various functional elements of the RPP. Responsibilities and actions required of
management and workers should be clearly and unambiguously stated. Written
procedures shall be developed and implemented as necessary to ensure compliance
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with 10 CFR 835, commensurate with the radiological hazards created by the activity
and consistent with the education, training, and skills of the individuals exposed to
those hazards (10 CFR 835.104).

ALARA Program

In promulgating 10 CFR 835, DOE considered alternatives to reduce the risk from radiation
exposure to workers that included retaining the current occupational dose limits, reducing
these limits, and emphasizing efforts to maintain occupational doses as low as is reasonably
achievable. After considering public comments on this issue, DOE elected to emphasize the
ALARA process to maintain occupational dose for DOE and contractor employees well
below the current regulatory occupational dose limits. Adopting the ALARA process in DOE
occupational radiation protection regulations also provides consistency with
recommendations provided in the President’s Radiation Protection Guidance to Federal
Agencies for Occupational Exposure which endorsed the ALARA process.

The importance of the ALARA concept was further stressed in DOE Policy P 441.1, DOE
Radiological Health and Safety Policy, which states:

It is the policy of the Department of Energy to conduct its radiological
operations in a manner that ensures the health and safety of all its employees,
contractors, and the general public. In achieving this objective, the
Department shall ensure that radiation exposures to its workers and the public
and releases of radioactivity to the environment are maintained below
regulatory limits and deliberate efforts are taken to further reduce exposures
and releases as low as reasonably achievable. The Department is fully
committed to implementing a radiological control program of the highest
quality that consistently reflects this policy.

10 CFR 835 requires formal plans and measures for maintaining occupational exposures
ALARA as part of the documented RPP. Measures include incorporating ALARA
considerations into the design of new facilities and modifications of existing facilities, as
well as activities that pose the potential for significant occupational dose. Additionally, ACs
are addressed as measures that supplement physical design features and controls and are
integrated into the work planning process. Recordkeeping and training requirements related
to ALARA are also specified. DOE G 441.1-1C discusses acceptable methods for
implementing the ALARA process provisions in 10 CFR 835.

Due to the complex nature of many DOE activities, a combination of radiological and non-
radiological hazards may be encountered. Identification of nonradiological hazards is critical
to the ALARA process, because efforts to apply the ALARA process may inadvertently
increase risks from nonradiological hazards. An ISM approach that optimizes worker
protection from all hazards should be considered in the ALARA process for a given DOE
activity.

External Dosimetry

Due to the types of material handled or processed, low-level, chronic occupational exposures
to external ionizing radiation are difficult to avoid, necessitating an external dosimetry
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program at most DOE and DOE contractor facilities that use, handle, or store radioactive
materials. An external dosimetry program generally consists of three elements:
= An area monitoring program, using an array of fixed and portable devices, as
appropriate
= An individual monitoring program, using personnel dosimeters
= A dose evaluation program that evaluates the data collected by the area and individual
monitoring programs to determine the magnitude of individual doses

Internal Dosimetry

Radiation protection programs for limiting intakes of radioactive material are based on the
DOE policy of controlling radioactive material at the source. It is nonetheless recognized that
low-level, chronic, or intermittent occupational exposures to some materials may be difficult
to avoid due to the types of material handled or processed, their chemical or physical forms,
and the nature of operations, and that incidents may cause unplanned releases of radioactive
material. 10 CFR 835.402(c) requires internal dosimetry programs, including routine
radiobioassay programs be conducted for radiological workers, declared pregnant workers,
occupationally exposed minors, and members of the public entering controlled areas who are
likely to receive intakes that exceed specified levels for committed effective dose equivalent
in a year. An internal dosimetry program generally consists of three elements:
= Anair monitoring program, using a combination of real-time, fixed, and portable
devices, as appropriate
= An individual monitoring program, using direct and/or indirect radiobioassay, and
personal breathing zone air monitoring, as appropriate
= A dose evaluation program that evaluates the data collected by the air and individual
monitoring programs to determine the magnitude of individual doses

Area Monitoring and Control
The following is taken from10 CFR 835.401.

Monitoring of individuals and areas shall be performed to

= demonstrate compliance with the regulations in 10 CFR 835;

= document radiological conditions;

= detect changes in radiological conditions;

= detect the gradual buildup of radioactive material,

= verify the effectiveness of engineering and process controls in containing radioactive
material and reducing radiation exposure; and

= identify and control potential sources of individual exposure to radiation and/or
radioactive material.

Instruments and equipment used for monitoring shall be
= periodically maintained and calibrated on an established frequency;
= appropriate for the type(s), levels, and energies of the radiation(s) encountered;
= appropriate for existing environmental conditions; and
= routinely tested for operability.
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Radiological Controls
The following is taken from DOE-STD-1098-2008.

Superior, consistent performance is achieved when qualified individuals use approved
procedures and management actively monitors the workplace and assesses ongoing activities.
Such ongoing activities include, but are not limited to, operations, remediation, laboratory
work, research and development, and cleanup. Constant review and informed interest by
senior management are required to achieve a superior radiological control program.
Management at all levels should emphasize the need for high standards for radiological
control through direct communication, instruction, and inspection of the work space. The
DOE operations office manager and the contractor senior site executive responsible for the
site should have a basic knowledge of radiation, its effects, and radiological control
requirements. The DOE operations office manager and the contractor senior site executive
should also be familiar with the current radiological control performance record. Key
principles common in a successful, well-managed radiological control program are provided
in DOE-STD-1098-2008 Radiological Control.

Emergency Exposure Situations
The following is taken from 10 CFR 835.1301.

A general employee whose occupational dose has exceeded the numerical value of any of the
limits specified in 10 CFR 835.202 as a result of an authorized emergency exposure may be
permitted to return to work in radiological areas during the current year providing that all of
the following conditions are met:
= Approval is first obtained from the contractor management and the head of the
responsible DOE field organization.
= The individual receives counseling from radiological protection and medical
personnel regarding the consequences of receiving additional occupational exposure
during the year.
= The affected employee agrees to return to radiological work.

All doses exceeding the limits specified in 10 CFR 835.202 shall be recorded in the affected
individual’s occupational dose record.

When the conditions under which a dose was received in excess of the limits specified in 10
CFR 835.202, except those received in accordance with 10 CFR 835.204, have been
eliminated, operating management shall notify the head of the responsible DOE field
organization.

Operations after a dose was received in excess of the limits specified in 10 CFR 835.202,
except those received in accordance with 10 CFR 835.204, may be resumed only with the
approval of DOE.
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Nuclear Accident Dosimetry
The following is taken from 10 CFR 835.1304.

Installations possessing sufficient quantities of fissile material to potentially constitute a
critical mass, such that the excessive exposure of individuals to radiation from a nuclear
accident is possible, shall provide nuclear accident dosimetry for those individuals.

Nuclear accident dosimetry shall include all of the following:
= A method to conduct initial screening of individuals involved in a nuclear accident to
determine whether significant exposures to radiation occurred
= Methods and equipment for analysis of biological materials
= A system of fixed nuclear accident dosimeter units
= Personal nuclear accident dosimeters

Records

DOE G 441.1-1C provides instructions for implementing a program that will meet DOE
requirements for generating, administering, and retaining occupational radiation protection
records and reports. Complete and accurate radiation protection records are necessary to

= provide information used to protect individuals from radiation exposure

= evaluate the effectiveness of the RPP

= demonstrate compliance with regulations and requirements

= defend the RPP against unwarranted litigation

Supporting guidance useful in developing and implementing occupational radiation
protection record-keeping programs is provided in ANSI standard N13.6, American National
Standard Practice for Radiation Exposure Records Systems and National Council on
Radiation Protection and Measurements, Report No. 114, Maintaining Radiation Protection
Records. These documents should be used in concert with DOE G 441.1-1C and 10 CFR 835
because they may not address every DOE-specific occupational radiation protection record-
keeping requirement.

DOE-STD-1098-2008 provides detailed information concerning various aspects of records
management programs, including record-keeping standards. The radiological control
standard (RCS) provides detailed technical guidance concerning employee records,
radiological control procedures, area monitoring, and instrumentation and calibration. The
information provided by the RCS, used in conjunction with DOE G 441.1-1C, will ensure
that a records management program will meet the recordkeeping requirements and relevant
DOE contractual requirements.

Reports to Individuals
The following is taken from 10 CFR 835.801.

Radiation exposure data for individuals monitored in accordance with 10 CFR 835.402 shall
be reported as specified in 10 CFR 835. 801, “Reports to Individuals.” The information shall
include the data required under 10 CFR 835.702(c). Each notification and report shall be in
writing and include the DOE site or facility name, the name of the individual, and the
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individual’s social security number, employee number, or other unique identification
number.

Upon the request from an individual terminating employment, records of exposure shall be
provided to that individual as soon as the data are available, but not later than 90 days after
termination. A written estimate of the radiation dose received by that employee based on
available information shall be provided at the time of termination, if requested.

Each DOE or DOE contractor-operated site or facility shall, on an annual basis, provide a
radiation dose report to each individual monitored during the year at that site or facility in
accordance with 10 CFR 835.402.

Detailed information concerning any individual’s exposure shall be made available to the
individual upon request of that individual, consistent with the provisions of the Privacy Act
(5 U.S.C. section 552a).

When a DOE contractor is required to report to the Department, pursuant to departmental
requirements for occurrence reporting and processing, any exposure of an individual to
radiation and/or radioactive material, or planned special exposure in accordance with 10 CFR
835.204(e), the contractor shall also provide that individual with a report on his or her
exposure data included therein. Such report shall be transmitted at a time not later than the
transmittal to the Department.

Radiation Safety Training

While there are significant differences in the missions of various DOE and DOE-contractor
operations, and thus significant differences in the content of radiation safety training
programs necessary for adequate protection of employees, the basics of radiation safety for
DOE activities can be taught using core course material augmented by site-specific material.

Different levels of radiation safety training are used to ensure the safe and efficient conduct
of work. Training courses, such as radiological worker training take into account different
levels of risk associated with various job functions and duty locations. Training shall be
commensurate with the level of potential radiological hazards (10 CFR 835.901(c)).

A training program that evaluates the knowledge and skills that a worker needs for safe job
performance, in conjunction with core course material for teaching the fundamentals of
radiation safety, should be implemented to ensure that individuals can perform their assigned
duties safely and respond appropriately to both normal and abnormal situations they may
encounter.

Limits for the Embryo/Fetus

DOE has codified in 10 CFR 835.206 radiation dose limits for the embryo/fetus as a result of
the occupational exposure of a declared pregnant worker. These requirements are established
to provide protection to the embryo/fetus in a manner that does not discriminate against the
rights of the pregnant worker.

Programs established to evaluate and control radiation dose to the embryo/fetus need to
balance protection of the embryo/fetus (from hazards that may arise from the mother’s
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occupational radiation exposure) against the possibility of work discrimination against the
mother. The choice of providing additional protection to the embryo/fetus is left entirely to
the voluntary discretion of the mother. The Supreme Court ruled in United Automobile
Workers v. Johnson Controls, Inc., 499 U.S.187, 206 that “. . . decisions about the welfare of
future children must be left to the parents who conceive, bear, support, and raise them rather
than to the employers who hire those parents.”

Internal Audits

Internal audits and self-assessments are two of the numerous checks and balances needed in
an effective RPP. Internal audits of the RPP, including examination of program content and
implementation, should be conducted through a process that ensures that all functional
elements of the program are reviewed no less frequently than every 36 months.

An audit plan should be developed that identifies the functional elements of the RPP and the
schedule for review to ensure that over a 36-month period, all of the functional elements are
reviewed. Internal audits should be conducted on a continuing basis. DOE cautions against
conducting a single comprehensive internal audit of the entire RPP once every 3 years. DOE
does not believe that such an approach is effective in ensuring that a DOE activity will be
conducted in conformance with its approved RPP. DOE recommends that, at a minimum, an
annual, broad scope audit of the program be conducted. Under this approach, the audit plan
would identify each functional element to be reviewed during the annual audit and ensure
that all functional elements would be reviewed during a 36-month cycle. Thus, the RPP is
under continuing review, and deficiencies can be identified and corrected in a timely manner.

Internal audits should be conducted by individuals who are organizationally independent
from the organizations responsible for developing and implementing the RPP.

e. Discuss the role of the following radiation protection policy, guide, and standard
in establishing and maintaining a radiation protection program for a given DOE
nuclear facility/activity:
= DOE P 441.1, DOE Radiological Health and Safety Policy;

[Note: DOE P 441.1 was canceled by DOE P 450.4A.]
= DOE G 441.1-series; and
[Note: DOE G 441.1-series was canceled by DOE G 441.1-1C.]
= DOE-STD-1098-99, Radiological Control.
[Note: DOE-STD-1098-99 was canceled by DOE-STD-1098-2008.]

DOE P 450.4A

The purpose of DOE P 450.4A is to establish DOE’s expectation for safety, including ISM
that will enable the Department’s mission goals to be accomplished efficiently while
ensuring safe operations at all departmental facilities and activities.

It is the Department’s policy that work be conducted safely and efficiently and in a manner
that ensures protection of workers, the public, and the environment. To achieve this policy,
effective safety requirements and goals are established; applicable national and international
consensus standards are adopted; and where necessary to address unique conditions,
additional standards are developed and effectively implemented. Implementing ISM
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requirements for Federal organizations are established through directives, and for contractor
organizations through contract clauses.

The Department’s ultimate safety goal is zero accidents, work-related injuries and illnesses,
regulatory violations, and reportable environmental releases. The Department expects that for
all activities and phases in the life cycle of missions (design, construction, research and
development, operations, and decommissioning and decontamination), appropriate

mechanisms are in place to ensure that exposures to workers, the public, and the environment
to radiological and nonradiological hazards are maintained below regulatory limits.
Furthermore, DOE expects that deliberate efforts are taken to keep exposures to radiation as
low as reasonably achievable.

DOE G 441.1-1C

DOE G 441.1-1C provides guidance with respect to implementing the provisions of all the
functional areas contained in 10 CFR 835. The guide amplifies the regulatory requirements
of 10 CFR 835 and provides examples of the basic requirements for implementing the
requirements of 10 CFR 835. Most of its content is summarized in CS-22d.

DOE-STD-1098-2008

DOE-STD-1098-2008 supplements DOE G 441.1-1C and serves as a secondary source of
guidance for achieving compliance with 10 CFR 835. While there is significant overlap
between DOE G 441.1-1C and DOE-STD-1098-2008, DOE-STD-1098-2008 differs from
DOE G 441.1-1C in intent and detail. In contrast to the macroscopic view adopted by DOE G
441.1-1C, DOE-STD-1098-2008 discusses specific measures that should be implemented by
affected line managers, workers, and support staff to ensure proper fulfillment of their
radiological control responsibilities. DOE expects that each site will identify the provisions
of DOE-STD-1098-2008 that support its efforts to implement an effective radiological
control program and incorporate these provisions, as appropriate, into the site-specific
radiological control manual, site procedures, training, or other administrative instruments that
are used to guide employee activities. The specific administrative instruments used at DOE
sites vary widely, as would be expected given the varying nature of DOE facilities and
activities and their associated hazards.

f. Discuss the requirements delineated in DOE Order 5400.5, Radiation Protection of
the Public and the Environment.

[Note: DOE Order 5400.5 was replaced by DOE O 458.1, chg 2.]

The following is taken from section 4 of DOE O 458.1, chg 2, from which additional detail is
available.

Environmental Radiological Protection Program

= DOE must ensure:
o DOE or DOE contractors operating sites or implementing projects, involving
radiological activities that can affect the public or environment, establish and
maintain a program that complies with applicable requirements of DOE O 458.1.
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0 The program, which is the composite of plans, procedures, protocols and other
documents describing the methods used to achieve compliance, must be tailored
to the hazard or risk and particular radiological activities being conducted at the
site and relevant requirements of DOE O 458.1.

o For any determination that a requirement of DOE O 458.1 is not relevant, the
basis for that determination is appropriate to the hazard and adequately
documented.

DOE must document directions to the contractor necessary to correct any potential
inadequacies or inappropriate determinations of relevancy.

DOE must ensure that long-term stewardship and institutional controls for protection
of the public and environment determined necessary to meet the requirements of DOE
O 458.1 are adequately documented and implemented as long as is necessary.

Public Dose Limit

DOE radiological activities, including remedial actions and activities using

technologically enhanced naturally occurring radioactive material must be conducted

so that exposure of members of the public to ionizing radiation will

O not cause a total effective dose (TED) exceeding 100 mrem (1mSv) in a year, an
equivalent dose to the lens of the eye exceeding 1500 mrem (15 mSv) in a year, or
an equivalent dose to the skin or extremities exceeding 5000 mrem (50 mSv) in a
year, from all sources of ionizing radiation and exposure pathways that could
contribute significantly to the total dose except as specified in DOE O 458.1,

o comply with ALARA requirements in paragraph 4.d. of DOE O 458.1.

The public dose limit applies to members of the public located off DOE sites and on
DOE sites outside of controlled areas, and to those exposed to residual radioactive
material subsequent to any remedial action or clearance of property.

Temporary Dose Limits

Special circumstances could affect a DOE radiological activity in such a manner that
the potential dose to a member of the public could exceed a TED of 100 mrem (1
mSv) in a year.

The FEM may request specific authorization for a temporary public dose limit higher
than 100 mrem (1 mSv) in a year from a CSO in consultation with the chief HSS
officer. This request must include documentation that justifies the need for the
increase, the alternatives considered, and the application of the ALARA process.

A CSO must limit approval of such requests to no more than 500 mrem (5 mSv)
TED, provided that the average TED over any five contiguous years does not exceed
100 mrem per year.

The specific exposure pathways excepted in paragraphs 4.b.(1)(a)1-4 of DOE O 458.1
are also excepted for temporary dose limits.

As Low as Reasonably Achievable

A documented ALARA process must be implemented to optimize control and
management of radiological activities so that doses to members of the public (both
individual and collective) and releases to the environment are kept as low as
reasonably achievable. The process must be applied to the design or modification of
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facilities and conduct of activities that expose the public or the environment to
radiation or radioactive material.

The ALARA process must: consider DOE sources, modes of exposure, and all
pathways which potentially could result in the release of radioactive materials into the
environment, or exposure to the public; use a graded approach; and to the extent
practical and when appropriate, be coordinated with the 10 CFR 835 ALARA
process.

The ALARA process must be applied to all routine radiological activities. Though not
applicable to non-routine radiological events (for example, accidental, unplanned, or
inadvertent releases or exposures), the ALARA process is applicable during recovery
and remediation activities associated with a non-routine event.

Demonstrating Compliance with the Public Dose Limit

Dose evaluations to demonstrate compliance with the public dose limit in paragraph

4.b.(1) of DOE O 458.1 and to assess collective dose must include the following:

0 The TED to members of the public from exposure to radiation, airborne effluents,
and liquid effluents, of DOE origin.

o0 Analytical models that consider likely exposure pathways

0 The dose to members of the public from DOE-related exposure sources only, if
the projected DOE-related dose to the representative person or maximally
exposed individual (MEI) is 25 mrem (0.25mSv) in a year or less. If the DOE-
related dose is greater than 25 mrem in a year, the dose to members of the public
must include both major non-DOE sources of exposure (excluding dose from
radon and its decay products in air, background radiation dose, occupational doses
and doses due to medical exposures) and dose from DOE-related sources.

o0 Collective dose for members of the public resulting from radiation emitted and
radioactive materials released from DOE radiological activities only (not
including radon and its decay products).

The estimated individual dose to the MEI or representative person that is
representative of the persons or group likely to receive the most dose and is based on
pathway and exposure parameters that are not likely to underestimate or substantially
overestimate the dose, and, the collective dose (population dose) that is a realistic as
practicable estimate of the sum of the doses to all members of the actual exposed
population.

Site-specific information on radiation source dispersion patterns, location and
demography of members of the public in the vicinity of DOE radiological activities,
land use, food supplies, and exposure pathway information must be updated, as
necessary, to document significant changes that could affect dose evaluations.
Values of assumed default or site-specific parameters used in calculations must be
identified and included with the documentation of the calculations.

Direct measurements must be made, to the extent practicable, to obtain information
characterizing source terms, exposures, exposure modes, and other information
needed in evaluating dose.

Dose evaluation models that are codified or approved for use by DOE must be used.
DOE-approved dose coefficients must be used to evaluate doses resulting from DOE
radiological activities.
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Doses to members of the public from airborne effluents must be evaluated with an
EPA-approved model or method to demonstrate compliance with applicable subparts
of 40 CFR 61, “National Emission Standards for Hazardous Air Pollutants.”
Environmental monitoring must be conducted to characterize routine and non-routine
releases of radioactive material from radiological activities, estimate the dispersal
pattern in the environs, characterize the pathway(s) of exposure to members of the
public and estimate the doses to individuals and populations in the vicinity of the site
or operation commensurate with the nature of the DOE radiological activities and the
risk to the public and the environment. Radiological monitoring must be integrated
with the general environmental and effluent monitoring. Environmental monitoring
must include, but is not limited to the following:

o Effluent monitoring

o Environmental surveillance

0 Meteorological monitoring

0 Pre-operational monitoring

Site-specific environmental monitoring criteria must be established to ensure that
representative measurements of quantities and concentrations of radiological
contaminants are conducted and that the effects from DOE radiological activities on
members of the public and the environment are monitored sufficiently to demonstrate
compliance with DOE O 458.1.

Airborne Radioactive Effluents

Radiological activities must be conducted in a manner such that the release of radioactive
material to the atmosphere will

be evaluated using the ALARA process established in paragraph 4.d. of DOE O
458.1;

not cause radon-222 flux rates to exceed 20 pCi (0.7 Bg) m-2 sec-1 averaged over the
surface area overlaying waste, including the covering or other confinement structures,
wherever radium-226 wastes are accepted for storage or disposal (see 40 CFR 61,
subparts Q and T);

meet compliance agreements under 40 CFR 61, subparts H, Q, and T;

not cause the radon-220 and radon-222 decay product concentration, including
background, to exceed 0.03 working levels in buildings that are being released from
DOE control. Further, a reasonable effort must be made to meet a 0.02 working levels
generic guideline for annual average radon-220 and radon-222 decay product
concentration, including background, in such buildings; and

not exceed 3 pCi/L annual average radon-220 and radon-222 concentration, not
including background, at the site boundary if DOE activities release radon-220 and
radon-222 or their decay products.

Control and Management of Radionuclides from DOE Activities in Liquid Discharges

Operators of DOE facilities discharging or releasing liquids containing radionuclides from
DOE activities must do the following:

Characterize planned and unplanned releases of liquids containing radionuclides from
DOE activities, consistent with the potential for on and offsite impacts, and provide
an assessment of radiological consequences as necessary to demonstrate compliance
with the requirements of DOE O 458.1.
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= Comply with the ALARA process requirements in paragraph 4.d. of DOE O 458.1.
= Conduct activities to ensure that liquid releases containing radionuclides from DOE
activities are managed in a manner that protects groundwater resources now and in
the future, based on use and value considerations.
= Conduct activities to ensure that liquid discharges containing radionuclides from
DOE activities do not exceed an annual average (at the point of discharge) of either of
the following:
o 5pCi (0.2 Bqg) per gram above background of settleable solids for alpha-emitting
radionuclides
o 50 pCi (2 Bqg) per gram above background of settleable solids for beta-emitting
radionuclides

= Except for tritium and sanitary sewers, apply best available technology (BAT) if the
limits specified in paragraph 4.g.(5) of DOE O 458.1 are exceeded at the point of
discharge.

= Control releases of tritium in a manner that has been established by application of the
ALARA process.

= Conduct radiological activities to ensure that radionuclides from DOE activities
contained in liquid effluents do not cause private or public drinking water systems to
exceed the drinking water maximum contamination limits in 40 CFR 141, “National
Primary Drinking Water Regulations.”

= Control discharges into sanitary sewers in accordance with the requirements specified
in paragraph 4.9.(8) of DOE O 458.1.

= Prohibit the use of soil columns.

= Manage the disposition of non-process water potentially containing radionuclides
from DOE activities to protect soil and groundwater and prevent the creation of future
cleanup sites.

= Ensure that storm water runoff containing radionuclides from DOE activities is
considered, as appropriate, as a pathway of exposure that has the potential for on and
offsite impacts.

Radioactive Waste and Spent Nuclear Fuel

Management, Storage and Disposal of Radioactive Waste

= Radiological activities must be conducted in a manner such that radiation exposure to
members of the public from management and storage of radioactive waste complies
with ALARA process requirements and does not result in a TED greater than 25
mrem (0.25 mSv) in a year from all exposure pathways and radiation sources
associated with the waste, except for transportation and radon and its decay products.

= Management of spent nuclear fuel, and high-level and TRU wastes at a disposal
facility which is not regulated by the NRC must comply with the requirements of the
DOE 0O 458.1 CRD and 40 CFR 191, “Environmental Radiation Protection Standards
for Management and Disposal of Spent Nuclear Fuel, High-level and Transuranic
Radioactive Wastes.”

= Management, storage and disposal of low-level radioactive waste must be conducted
in a manner such that exposure to members of the public to radiation from radioactive
waste complies with ALARA process requirements, and does not exceed a TED of 25
mrem (0.25 mSv) in a year from all exposure pathways and radiation sources
associated with the waste, except for transportation and radon and its decay products.
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Management, storage and disposal of byproduct material, as defined in section
11e.(2) of the AEA and other wastes containing uranium and thorium and their decay
products which are not subject to the requirements of 40 CFR 192, “Health and
Environmental Protection Standards for Uranium and Thorium Mill Tailings,” are not
at facilities licensed by the NRC, or are not disposed of at DOE low-level waste
disposal facilities, must be in accordance with the requirements of paragraph 2.h. of
the specific requirements in the DOE O 458.1 CRD and DOE-approved plans.
Discrete sources of radium-226, accelerator-produced radioactive material, or
naturally occurring radioactive material that pose a threat similar to discrete sources
of radium-226, must be managed as high-level waste, low-level waste or 11e.(2)
material as appropriate under DOE AEA authorities and in compliance with the
specific requirements in the DOE O 458.1 CRD and the requirements in the CRD to
DOE O 435.1 chg 1.

Protection of Drinking Water and Groundwater

The contractor must establish and implement procedures and practices to ensure that

DOE sites provide a level of radiation protection for persons consuming water from a

drinking water system operated by DOE, directly or through a DOE contractor, which

IS equivalent to that provided to members of the public by the community drinking-

water standards of 40 CFR 141.

The contractor must protect groundwater from radiological contamination to ensure

compliance with dose limits in the specific requirements in the DOE O 458.1 CRD

and consistent with ALARA process requirements. To that end the contractor must

ensure the following:

o0 Baseline conditions of the groundwater quantity and quality are documented.

o Possible sources of, and potential for, radiological contamination are identified
and assessed.

o0 Strategies to control radiological contamination are documented and
implemented.

0 Monitoring methodologies are documented and implemented.

o Groundwater monitoring activities are integrated with other environmental
monitoring activities.

Protection of Biota

The contractor must establish and implement procedures and practices to ensure that biota
are protected and to address the following elements:

Radiological activities that have the potential to impact the environment must be
conducted in a manner that protects populations of aquatic animals, terrestrial plants,
and terrestrial animals in local ecosystems from adverse effects due to radiation and
radioactive material released from DOE operations.

When actions taken to protect humans from radiation and radioactive materials are
not adequate to protect biota then evaluations must be done to demonstrate
compliance with paragraph 2.j.(1) of the specific requirements in this paragraph of the
DOE O 458.1 CRD.
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Release and Clearance of Property

The contractor must establish and implement procedures and practices to ensure that release
or clearance of property with the potential to contain residual radioactive material must be
conducted in accordance with DOE direction and in accordance with the requirements in
paragraph 2.k. of the specific requirements in the DOE O 458.1 CRD.
Property control and clearance processes must be developed and implemented in
accordance with the dose limits in paragraph 2.b of the specific requirements in this
CRD under any plausible use of the property and the ALARA process requirements
in paragraph 2.d of the specific requirements in this CRD must be met before
property is cleared.
= Dose constraints. Unless alternative dose constraints are approved by issuance of a
directive or memorandum by the chief HSS officer or for NNSA, the CSO in
consultation with the chief HSS officer, the following dose constraints for DOE
residual radioactive material must be applied to each specific clearance of property
for any actual or likely future use of the property.
0 Real property—a TED of 25 mrem (0.25 mSv) above background in any calendar
year.
0 Personal property—a TED of 1 mrem (0.01 mSv) above background in any
calendar year.

= Residual radioactive material. Property potentially containing residual radioactive
material must not be cleared from DOE control unless either
0 the property is demonstrated not to contain residual radioactive material based on
process and historical knowledge, radiological monitoring or surveys, or a
combination of these; or
o the property is evaluated and appropriately monitored or surveyed to determine
that it meets the requirements specified in this paragraph of DOE O 458.1.

= Evaluation of the need for maintaining institutional controls for real property. Real
property under evaluation for clearance from DOE radiological controls must be
evaluated against the need for maintaining institutional controls or impacting long-
term stewardship of adjacent DOE real property.
= Process and historical knowledge. Contractors responsible for radiological clearance
of property, when they rely in part, on process knowledge as a basis for clearance
decisions, must establish a documented evaluation process, using a graded approach,
for applying process and historical knowledge to determine if property potentially
contains residual radioactive material.
= Authorized limits:
o0 Authorized limits for the clearance of any property with residual radioactive
material must provide reasonable assurance that the requirements of paragraphs
2.k.(1) and 2.k.(2) of the specific requirements in the DOE O 458.1 CRD are met.
Authorized limits may be applied to property for which process knowledge cannot
establish the absence of residual radioactive material but in which no residual
radioactive material can be detected.
o0 Authorized limits must meet the requirements specified in this paragraph of DOE
0 458.1.
o Applications for DOE approval of authorized limits must contain the following:
e A description of the property
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e Specific limits proposed for each radionuclide or group of radionuclides
and/or external radiation exposure, surrogate metrics, or conditions used to
limit radionuclides

e Potential collective dose to the exposed population and the potential dose to a
member of the public most likely to receive the highest dose for both: actual
or likely future use, and plausible future use of the property

e ALARA assessments conducted under paragraph 2.d. of the specific
requirements in DOE O 458.1 CRD for the proposed clearance action

e A description of the procedures and radiological monitoring or surveys to be
used to demonstrate compliance with proposed limits

e Identification of any restrictions or conditions on the future use of the property
upon which the proposed limits are based, and the means by which the
restrictions or conditions will be implemented and maintained

e An estimated date for when the property will be cleared and an estimate of
when the property will be released from DOE control

0 Property covered by authorized limits is subject to 10 CFR 835 requirements
unless the criteria in paragraphs 2.k.(6)(a) through (c) of the specific requirements
in the DOE O 458.1 CRD have been met and the authorized limits have been
approved by a CSO in consultation with the chief HSS officer as required by the
10 CFR 835 exclusion.

0 Reuvision of authorized limits. If established authorized limits are found to be not
protective, appropriate or practical to apply for a specific type or portion of
property, further clearance for that specific type or portion of property must not
proceed without revised authorized limits.

0 Pre-approved authorized limits have been specified by DOE in this paragraph, and
may be used instead of developing specific authorized limits. These pre-approved
authorized limits may be used for any radiological activity instead of developing
specific authorized limits if their use is documented in the environmental
radiological protection program and the specific application of the authorized
limits is approved by the responsible FEM.

o0 Documentation of approved authorized limits. Approved authorized limits and
approved revised authorized limits and supporting documentation must be made
available to the public.

Clearance of environmental restoration, deactivation and decommissioning, and other

cleanup materials.

o0 Clearance of property with residual radioactive material from environmental
restoration activities, including deactivation and decommissioning, must meet the
specific requirements in the DOE O 458.1 CRD. Environmental restoration
activities using the CERCLA process may demonstrate compliance with the
specific requirements in the DOE O 458.1 CRD (including public dose
assessments, ALARA analysis, and consideration of scenarios) using
documentation from the CERCLA process and any necessary supplemental
information.

o0 For the purpose of clearance of real or personal property, approved CERCLA
remediation criteria may be considered equivalent to authorized limits if the
appropriate FEM has determined that the criteria meet the specific requirements
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in the DOE 458.1 CRD for authorized limits, and provided that the use of the
criteria as DOE authorized limits is documented and approved as would be an
authorized limit. Compliance with all specific requirements in the DOE 458.1
CRD not met through the CERCLA process must also be demonstrated.

o If the contractor performs environmental restoration activities involving clearance
of real or personal property with residual radioactive material under CERCLA
that use the CERCLA analysis and documentation in lieu of analysis and
documentation developed specifically to demonstrate compliance with the
specific requirements in the DOE 458.1 CRD, the contractor must submit the
relevant CERCLA documentation and any additional information necessary to
demonstrate that the requirements for authorized limits have been met to the
responsible FEM.

Radiological monitoring or surveys:
o All radiological monitoring or surveys performed in support of clearance of
property must
e use methodologies sufficient to meet measurement objectives such as those in
the Multi-Agency Radiation Survey and Site Investigation Manual, the Multi-
Agency Radiation Survey and Assessment of Materials and Equipment
Manual, or other methodologies approved by DOE;
e meet measurement quality objectives;
e use DOE-approved sampling and analysis techniques, if applicable;
¢ include an evaluation of non-uniformly distributed residual radioactive
material, if applicable.

o Instrumentation used for radiological monitoring or surveys must be capable of
detecting and quantifying residual radioactive material consistent with the
applicable authorized limits, and be
e periodically maintained and calibrated on an established frequency;

e appropriate for the type(s), levels, and energies of the radiation(s)
encountered;

e appropriate for existing environmental conditions and routinely tested for
operability.

Documentation and verification. Any contractor responsible for radiological

clearance of property must ensure that final radiological monitoring or surveys are
conducted and that documentation is prepared that shows that the clearance meets
applicable DOE authorized limits, or other applicable requirements including
associated restrictions or institutional controls (see DOE P 454.1).

Public notification of clearance of property. Information on approved authorized
limits, any approved revised authorized limits, use of pre-approved authorized limits,
results of radiological monitoring, and surveys of cleared property with type and
quantity of property cleared, and independent verification results must be summarized
in the annual site environmental report.

Final clearance documentation. Clearance of property must be documented. The
contents of the documentation or the mechanism for documenting information may be
tailored to the need, situation, and type of property being cleared. For ongoing,
routine clearances (e.g., clearance of personal property from controlled areas), such
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documentation may be based on the general process(es) rather than each specific
clearance. In general, the documentation must describe the clearance process(es) and
the property being cleared. The documentation must serve to demonstrate
requirements have been met; show criteria used for clearance; identify the property’s
destination or disposition, as appropriate; and provide additional confidence to DOE
and assurance to other interested parties that the public and the environment are being
protected.

Records, Retention and Reporting Requirements

The contractor must establish and implement recordkeeping, retention and reporting
procedures and practices to ensure that the following elements are addressed:

Records must be maintained to document compliance with the specific requirements
in this CRD.

Required records include the following:

(0]

Information and data necessary to identify and characterize releases of radioactive

material to the environment, their fate in the environment, and their probable

impact on radiation dose to members of the public, and any impacts on ecological

systems

Documentation of individual and collective dose to members of the public due to

radiological activities

Requests for specific authorization for temporary public dose limits, and

subsequent approvals and other related actions

Identification of radiological activities subject to environmental radiological

protection program requirements, and descriptions of the measures to be used in

implementing these requirements

Documentation of actions taken to implement the ALARA process identified in

paragraph 2.d. of the specific requirements in the DOE O 458.1 CRD

Documentation of actions taken to demonstrate compliance with the public dose

limit (see paragraph 2.e.(1) of the specific requirements in the DOE O 458.1

CRD)

Documentation of actions taken to implement the BAT selection process in

regulating liquid discharges, including documentation of analyses and factors

considered to be important, including alternative processes, for the BAT selection

process

Effluent monitoring and environmental surveillance information and data as

specified in DOE O 458.1

Documentation related to the long-term management of radioactive waste and

residual radioactive material

Final documentation for clearance of property containing residual radioactive

material

Documentation of

e approved authorized limits for routine clearance of property for unrestricted or
restricted use and the scenarios evaluated in selecting the limits

e approved revised authorized limits for clearance of property

Annual summaries related to clearance of property
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= Records required by the specific requirements in the DOE O 458.1 CRD must be
maintained by, or transferred to, DOE upon cessation of a DOE radiological activity
at a site.

= Records must be retained until final disposition is authorized by DOE in accordance
with the CRD to DOE O 243.1, Records Management Program.

= Reporting:

0 Reporting requirements are contained in the CRDs to DOE O 232.2, Occurrence
Reporting and Processing of Operations Information, and DOE O 231.1-1B,
Environment, Safety and Health Reporting.

0 The contractor must notify the FEM within 30 calendar days when it has been
identified that any specific requirement in the DOE O 458.1 CRD that is not
required to be reported under paragraph 2.1.(5)(a) has not been met.

= Units. Unless otherwise specified, the quantities used in the reports and records
required by the specific requirements of the DOE O 458.1 CRD must be clearly
indicated in special units of curie, rad, roentgen, or rem, including multiples and
subdivisions of these units, or other conventional units, such as dpm, dpm/100 cm?, or
mass units. The Sl units, and becquerel (Bq), gray (GY), and sievert (Sv) may be
provided parenthetically for reference with scientific standards.

Mandatory Performance Activities (perform either a or b):

a. Conduct an assessment of the radiation protection program at a given site/facility
and report the results to DOE management.

b. Review aradiation protection program assessment for a DOE nuclear
facility/activity; evaluate proposed corrective actions and discuss the results of
the review with the DOE radiation protection program subject matter expert.

KSAs a and b are performance-based. The Qualifying Official will evaluate their completion.
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