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Preface

As part of an effort to enhance the appraisal process, the Office of Health Safety and Security and the
Office of Security Evaluations have prepared a series of documents that collectively provide
comprehensive guidance and tools for the evaluation of safeguards and security program effectiveness
across the U.S. Department of Energy (DOE) complex. The Independent Oversight Appraisal Process
Protocols describe the philosophy, scope, and general procedures applicable to all oversight activities.
The Safeguards and Security Appraisal Process Guide describes specific procedures used in planning,
conducting, and following up safeguards and security inspections. This Protection Program Management
Inspectors Guide, as one in a series of topical inspectors’ guides, provides detailed information and tools
to assist inspectors assigned to evaluate protection program management in DOE.

Although this inspection guide is designed specifically for inspectors, it is made available to the field
through the DOE homepage and may be useful to field element and facility personnel who conduct
surveys or self-assessments of the protection program management topic.

Periodic revisions to this guide are envisioned in response to changes in DOE program direction and
guidance, insights gained from oversight activities, and feedback from customers and constituents.
Therefore, users of this process guide are invited to submit comments and recommendations.
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Section 1: Introduction

Purpose

The Protection Program Management Inspectors Guide provides the inspector with a set of detailed tools
and references that can be used to plan, conduct, and close out an inspection of the overall management of
the protection program. These tools serve to promote consistency, assure thoroughness, and enhance the
quality of the inspection process.

The information in this guide is intended for inspectors who are familiar with conducting inspections of the
protection program management (PPM) topic at U.S. Department of Energy (DOE) facilities, as well as for
experienced inspectors who might be less familiar with the PPM topic or with DOE practices. For the
experienced PPM inspector, the information is organized for easy reference and can serve as a reminder
when conducting inspection activities. For inspectors who are less familiar with DOE or the PPM topic, the
information can serve as a valuable tool for gaining familiarity with the PPM topic in the DOE environment.
When used by an experienced inspector, the tools and reference material in this guide should support
effective and efficient data collection.

Organization

This introductory section describes the inspection tools and outlines their use. The subtopic sections are
further divided into several subelements to assist the reader in understanding subtopic organization:

e Section 2 — Planning
e Section 3 — Federal Feedback and Improvement Processes
e Section 4 — Contractor Feedback and Improvement Processes.

Section 5, Program Integration, provides guidelines for analyzing data and interpreting results in the PPM
topic.

The Inspection Tool Kit in Appendix A provides a series of data collection lines of inquiry, analysis tools
and worksheets to aid inspectors.

General Considerations
Use of This Guide

The tools contained in this guide are intended to be used at the discretion of the inspector. Typically,
inspectors select the tools that are applicable and most suitable on a facility-specific and inspection-specific
basis. Although the guidelines presented here cover a variety of inspection activities, they do not and cannot
address all protection program variations, systems, and procedures used at all DOE facilities. The tools
might have to be modified or adapted to meet inspection-specific needs, and in some instances, the
inspectors might have to design new activities and new tools to collect information not specifically covered
in this guide.
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Baseline Orders

The primary Departmental order that provides detailed policy, standards, and guidance concerning the
management of the protection program is DOE Order 470.4, Safeguards and Security Program, and its
associated manuals. The information in this guide does not repeat all applicable DOE orders or manuals.
Rather, it is intended to complement these documents by providing practical guidance for planning,
collecting, and analyzing inspection data.

Conditions of Use

One significant consideration in developing inspectors’ guides is to provide a repository for the collective
knowledge of experienced inspectors. Such knowledge can be enhanced and updated as inspection methods
improve and inspection experience accumulates. This is particularly true for the evolving PPM topic.
Every attempt has been made here to develop specific guidelines that are useful to both new and
experienced inspectors. In addition to functioning as guidelines for collecting information, these inspection
tools provide guidelines for prioritizing and selecting activities, analyzing data, and interpreting results.

Characterization of the Protection Program Management Topic

The overarching purpose of the protection program inspection process is to ensure that DOE tactical
doctrine is implemented so that security interests are provided protection from theft, sabotage, and other
hostile acts that might cause adverse impacts on national security or the health and safety of DOE and
contractor employees, the public, or the environment. How the protection program and program elements
are managed to achieve this purpose is the essence of PPM. PPM is a continuous process of conducting
activities relating to planning and to feedback and improvement processes. Generally speaking, the PPM
topic examines management as a circular control process in which managers affect the outcome of the work
process by setting standards and expectations, allocating resources to accomplish the work, examining the
outcome of the process, and prudently modifying guidance and/or resources. PPM inspections examine the
effectiveness of this process.

One or more of the subtopics (i.e., planning process, Federal feedback and improvement processes, and
contractor feedback and improvement processes) will be the subject of inspection activities, depending upon
the focus and goals of the inspection. Because of the relationship among subtopics, at least some elements
of each are typically inspected. Data collected for one subtopic often includes data relevant to other
subtopics. When examining the Planning Process subtopic, planning activities are reviewed to discern
management’s ability to integrate Departmental security requirements into the site mission. For example, in
response to modifications to the Design Basis Threat (DBT) and Graded Security Protection (GSP), data
collected in reviewing the Site Safeguards and Security Plan (SSSP) Resource Plan will reflect site efforts to
address the resources necessary to meet implementation deadlines and sustain improvements. Similarly, if
new equipment and procedures are introduced, inspectors would expect to find modifications in the
oversight process as self-inspections, surveys, and performance assurance programs are adapted to provide
assurance of the effectiveness of those elements considered essential to the security system. In another
example, the inspection of the contractor’s performance evaluation program might indicate incentives and
awards for timely execution of system modifications that resulted in the successful implementation of
tactical doctrine. This final example would require the integration of planning, physical security systems,
and protective forces and illustrates how although each inspected element can stand on its own merit, an
examination of only one would be insufficient to adequately describe the overall effectiveness of PPM at a
facility.
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Inspection Goals

The primary inspection goal is to conduct a validated, accurate investigation with a sufficient basis to
determine whether the protection program is adequately managed, meets standards established by DOE
policy, and efficiently provides appropriate protection to DOE security interests. In other words, the
inspection must determine to what degree management is able to accomplish its mission. To do this, it is
necessary to determine whether the management subsystems are functional and integrated into an effective
management system for the development and implementation of an effective protection program. While
emerging Departmental site-specific concerns may be identified and included as unique elements of
inspections, the primary goal always remains the same: to determine whether the inspected management
system is effective.

Compliance vs. Performance

While a PPM inspection includes compliance and performance activities, significantly greater emphasis is
placed on the performance aspect, since performance is conclusive in determining the adequacy of a
management system. Even when dealing with policy requirements for which a compliance approach might
seem appropriate, the approach should go beyond strict compliance and determine the performance aspects
of these requirements. When possible and appropriate, data collection activities for the PPM topic should be
performance-oriented. For example, DOE policy for the submission of deviations requires security
processes proposed in lieu of DOE standards to essentially meet the same performance standard. Some sites
have developed large numbers of deviations over the years while at the same time, DOE guidance has
evolved. As aresult, it is neither necessarily deliberate nor uncommon for a site to have a deviation in place
that no longer meets DOE performance standards. For example, a barrier built many years ago may not
fully comply with the tactical doctrine employment practice because it is not under sensor coverage or
observation, or is not included in the protective forces weapons fire plan. Though clearly a compliance
issue that must be addressed, the barrier failure is not a sufficient basis to determine whether the overall
security system is still able to perform effectively. The compliance versus performance discussion is a
central theme for the inspection process because the distinction is critical in helping managers prioritize the
elements of the protection program they will address. The compliance versus performance distinction is an
essential dialogue that facilitates managers’ considerations when they must allocate scarce resources to
improve the safeguards and security program.

Inspection Planning Goals

The ultimate goal of planning is to anticipate and provide for actions necessary to conduct the highest
quality inspection possible with the resources available. This broad goal is broken down into several
objectives, namely to:

e Understand the character of and gain an appreciation for the inspected, superior, and subordinate
protection program organizations, including contractors; their mission, size, and management
relationships; and the environment in which the total management system and security program
operate.

o Determine any specific areas requiring focus for inspection activities. For example, a research oriented
site may require more emphasis on classified matter protection and control (CMPC) than material
control and accountability (MC&A). On the other hand, a facility that possesses Category | special
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nuclear material (SNM) and classified matter at the Top Secret level will require extensive emphasis in
CMPC, MC&A, and classification and information control (CIC).

Identify whether data gathering is required at a Headquarters element prior to the conduct phase of the
inspection (including interviews, when appropriate).

Produce the topic inspection plan and other necessary documents.

Determine specific activities and assessment requirements for each member of the team, including
arrival and departure dates, prior to the conduct phase of the inspection.

Planning Decisions

Based on analysis of the information gained from document reviews, discussion with other topic teams, and
discussion with the points of contact, the topic team must make a number of decisions, including:

Scope and emphasis of inspection activities (this can be influenced by, among other things, past survey
results, changes in DOE policy, changes in the site/facility mission, or changes in the site/facility
organizational structure)

Data required

Data collection methods, applicable lines of inquiry, and tools to employ

Headquarters program or other offices to be contacted for possible interview prior to onsite data
gathering

Unique document follow-on review requirements stemming from specific data-call products
Logistics, administrative, and personnel support required, and their sources
Tentative assignment of each team member’s data collection responsibilities

Tentative schedule for data collection activities.

Once these decisions have been made, the detailed planning of data collection activities can proceed.

Using the Topic-Specific Tools

Sections organized around the PPM subtopics provide topic-specific information intended to help inspectors
collect and analyze inspection data. Each subtopic section is further divided into the following standard
format:

References
General Information
Common Deficiencies/Potential Concerns

1-4
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e Planning Activities
e Data Collection Activities.

References

The References section identifies appropriate DOE orders, policy memoranda, and other relevant
documentation. The references provide a broad basis for evaluating the inspected program and for assigning
findings. Refer to the applicable order/manual prior to interviews and tours of facilities to ensure that all
relevant information is collected. An additional tool used by the PPM topic is an e-library (disk) of current
and previous orders, manuals, policy memoranda, and correspondence between program and policy offices
and the field that clarify policy issues or provide additional guidance on site specific concerns, individual
deviations, policies, or procedures.

General Information

The General Information section defines the scope of the subtopic. It includes background information,
guidelines, and commonly used terms intended to help inspectors focus on the unique features and problems
associated with the subtopic. It also identifies the different approaches that a facility might use to
accomplish an objective and provides typical examples.

Common Deficiencies/Potential Concerns

This section addresses potential deficiencies or concerns that have been noted on previous inspections.
Accompanying each common deficiency or potential concern is a short discussion providing more detail.
Information in this section is intended to help the inspector further focus inspection activities and identify
site-specific symptoms that might indicate whether a particular deficiency is likely to be present. By
reviewing the list of common deficiencies, examples, and potential concerns before gathering data,
inspectors can be alert for these deficiencies and concerns during interviews, tours, and other data-gathering
activities.

Planning Activities

This section identifies activities normally conducted during inspection planning. These planning activities
include reviews of general documents and interviews with the site and facility safeguards and security
management and protective force managers. The detailed information in the Planning Activities section is
intended to help ensure systematic data collection and to ensure that critical elements are not overlooked.

Data Collection Activities

This section identifies activities and outlines a methodology that inspectors may choose to follow during
data collection. The information is intended to be reasonably comprehensive, although it is recognized that
it will not address every conceivable variation. Typically, these activities are organized by functional
element or by the type of information being gathered, and include steps that may be followed to gain the
desired data for further analysis. The activities listed in this section are those most often conducted and
reflect considerable data collection experience and expertise.
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Validation

Validation is the procedure inspectors use to verify the accuracy of the information they have obtained
during data collection activities. Validation is one of the most important activities of the onsite inspection.
Since validation is acknowledgement from the organization being inspected, it compels both the inspectors
and the inspected to review, discuss, and verify collected information frequently, preferably on a daily basis.
Validation authenticates inspection results from the very first day of data collection and greatly contributes
to the quality and acceptance of the inspection report. To emphasize, the validation process is the mutual
agreement by both parties that the information presented is accurate — it is not an acknowledgment that the
inspector “is right.”

The validation process ensures that site representatives understand what was observed and understand any
potential problems and impacts implied by the observation. Validation is also designed to ensure that all
information collected by the inspectors is factually precise. It is confined to facts, not conclusions. Further,
it affords the inspected organization the opportunity to acknowledge the accuracy of the information
collected, provide additional detail, request that further data be collected, or provide additional data in
mitigation. Validation also contributes to the defensibility of rating recommendations to the Quality Review
Board (QRB) and potential findings discussed with the site. The validation process provides transparency
and ensures that information included in the report supports findings and ratings with facts that are not a
surprise to site representatives.

There are on-the-spot validations, daily validations, weekly validations, and a summary validation. On-the-
spot validations verify information at the time it is collected and are particularly important for summarizing
such situations as interviews with higher-level management and staff, since it is frequently difficult to go
back for validation later in the inspection process. Daily validations are normally conducted at the end of
the day during the onsite phase of the inspection. Even if the points of contact accompany the inspectors on
every inspection activity and validate observations on the spot, a daily validation meeting with more-senior
site representatives (when available) is still recommended. A weekly validation is recommended at the end
of each week of inspection activity, at the end of data collection, with a summary validation upon report
approval. ldeally, the summary validation is conducted at the security program manager working level.
During summary validations, significant information, including items validated previously, is revalidated.
Whether validation is done formally or not, it is important that no information should come as a surprise to
the inspected facility.

Experience in the PPM topic has proven that the primary methods of data collection, namely interviews and
document reviews, make it difficult to complete on-the-spot validations for all data collected. Interviews are
typically sequential and seek similar information from various managers at multiple levels of management.
Typically, during the first few days of data collection, there is not enough information collected to allow
substantial on-the-spot or daily validations of an issue or a deficiency. During this period, validation
normally consists of confirming the accuracy of collected data. In addition, the daily validation during the
first few days typically consists as much of asking questions for clarification as attempting to validate an
issue or confirm a potential deficiency. For the PPM topic, actual validation of facts to support an issue or a
deficiency normally takes place later in the data collection process during daily validation sessions and,
subsequently, during the summary validation.

Experience has also shown that if PPM inspectors attempt to validate information during the first few
interviews on issues they are attempting to develop, it may be difficult to obtain information on these same
issues in subsequent interviews. It is usually advantageous to wait until issues are more fully developed
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before beginning the process of validating issues or deficiencies that are developed during the course of the
data collection. Also, the PPM team typically needs data from other topic teams for conducting meaningful
validations that address compliance and performance, and this data is not usually available during the first
part of the inspection. The PPM team should consider all of these factors during data collection and
validation activities. Finally, because the purpose of PPM activities is to plan for and provide oversight that
enables performance in the other security topics, it is important to assure security managers at all levels that
the PPM review process is not complete until the integration of the other topics and an analysis of force-on-
force activities.

Using the Tools in Each Inspection Phase

The inspection tools are intended for use in all phases of the inspection, including planning, conduct of the
inspection, and closure.

In the planning phase, inspectors:

e Use the General Information section under each subtopic to characterize the program and focus the
inspection.

o Perform the activities identified under Planning Activities to gather the information necessary to further
characterize the program and focus inspection activities. Frequently, photocopies of the applicable tools
(see Appendix A, Inspection Tool Kit) are needed during interviews, so that the inspector can make
notes in the margins or highlight sections for future discussion in more detail.

o Review the Common Deficiencies/Potential Concerns subheading in each section to help focus
inspection activities, to determine whether any of the deficiencies are apparent, and to identify site-
specific features that might indicate that more emphasis should be placed on selected areas or activities.

e Review Section 5, Program Integration, to provide additional focus to assure that data collection
requirements are adequately planned for and to help provide a basis for assigning tasks to individual
inspectors. Take these guidelines into consideration when assigning tasks to ensure that efforts are not
duplicated.

e Assign specific tasks to individual inspectors (or small teams of inspectors) by selecting specific items
from the Data Collection Activities subheading in the section of interest. The assignments should be
made to optimize efficiency and to ensure that all high-priority activities are accomplished.

e Prioritize and schedule data collection activities to optimize efficiency and to ensure that high-priority
activities are conducted early in the process. A careful prioritization of these activities provides the
opportunity to determine whether personnel resources and inspection time are sufficient to adequately
evaluate the inspected topic.

In the conduct phase, inspectors:
e Use the detailed information under the Data Collection Activities subheading in each section as

guidance for interviews, document reviews, and tours. Inspectors may choose to use the interview tools
provided in each of the topic sections to assist in data collection.
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Review the Common Deficiencies/Potential Concerns subheading in each section after completing each
data collection activity to determine whether any concerns are apparent at the facility. If so, inspectors
should then determine whether subsequent activities should be re-prioritized.

Review Section 5, Program Integration, after completing each data collection activity to determine
whether additional data is needed to evaluate the program. Coordinate with the other topics to
determine whether compliance and performance issues in management processes have had an impact
elsewhere and vice-versa. For example, the absence of field notes, worksheets, interview summaries,
and performance test evidence files may indicate a “compliance centered” feedback program.
Coordination with the other topics should address the impact, if any, of a lack of performance testing. If
additional activities are needed, inspectors should then determine whether subsequent activities should
be re-prioritized.

In the closure phase, inspectors:

Refer to DOE orders and manuals to directly reference requirements, and may use the analysis
tables/worksheets in Appendix A, Inspection Tool Kit, to assist in referencing and evaluating findings.

Use the Program Integration section to help analyze the collected data and identify the impacts of
identified deficiencies. This will aid in determining the significance of findings, if any, and assist
inspectors in writing the “analysis” section of the inspection report.
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References

DOE Order 470.4A, Safeguards and Security Program

DOE Manual 470.4-1A, Safeguards and Security Program Planning and Management
DOE Order 470.2B, Independent Oversight and Performance Assurance Program
DOE Order 470.3B, Graded Security Protection Policy

DOE Policy 470.1, Chg 1, Integrated Safeguards and Security Management Policy
DOE Order 226.1A, Implementation of DOE Oversight

NA SD 226.1A NNSA Supplement to DOE Order 226.1A (pending)

General Information

DOE safeguards and security program planning is a management function that uses a standardized
approach to provide an information baseline for use in integrating Departmental safeguards and security
requirements, facilitating management evaluation of program elements, determining resources for needed
improvements, establishing a basis for conducting cost-benefit analyses, and for accepting risk. Resulting
plans provide a description of the major planning processes and products that are necessary to ensure that
major program elements of the overall protection system are robust and support DOE graded security
protection strategies and goals.

The primary focus of Independent Oversight inspections is to identify whether security compliance and
performance actions are appropriately implemented through site-level plans. This chapter provides an
overview of the Department’s safeguards and security planning process used to place site-level plans in
perspective.

The Role of Planning

Planning is the first step in the safeguards and security management process. It consists of identifying
organizational missions, goals, and objectives and deciding how to attain them. Organization and staffing
actions, budget activities, and program direction and oversight are all outcomes of successful execution of
the program plan. Without plans, there is no basis for action and no basis for evaluating success.
Planning not only provides the path for action, but also enables management to evaluate the probability of
success. The evaluation of the planning process should objectively address the adequacy and
completeness of the process and the quality of the plans first (compliance), and then the success of the
implementation (performance) of those plans. It is not uncommon for inspection activities to find plans
that are outdated because they no longer represent current guidance. It is also common to find plans that
meet DOE requirements, yet management has neither followed nor implemented them.
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Types of Plans
Strategic Plans

DOE planning can be characterized as either strategic or operational. Strategic planning provides
management's vision in the form of strategic goals and objectives that deal with the broad question of
what the Department’s programs or activities are striving toward. Strategic planning is normally
accomplished at the Headquarters level, with expert input from the field. These plans address both the
where aspect, namely, where we are now and where we are going, and the what aspect, or, the end results
expected of the site. These plans usually contain the following elements in some form:

Mission of the organization

Analysis of the current situation

Future objectives

Potential problems in achieving future objectives
Course of action to attain future objectives.

Operating Plans

Operating plans include both Headquarters and site-level action plans that address how to carry out the
Department’s programs. Operating plans are intended to provide the direction and resources necessary to
accomplish strategic or organizational goals and objectives. Some operating plans are multi-year plans,
characterized by long-, mid-, and short-range planning horizons. Long-range DOE program plans are
typically an extrapolation of the present program mission. Mid-range plans within the DOE typically
cover a three-to-five-year range, with some construction activities extending beyond the five-year point.
Short-range plans normally span less than three years. An example of a short-range plan is the Annual
Program Plan for the budget-execution year, which provides the direction for accomplishing the
organizational mission with budget-year funds. Commonly, the longer the range of a plan, the more
general the direction, and the more variable the final execution strategy will be. Inspectors should realize
that plans can be scrapped quickly in response to changes in Departmental guidance and direction.

Regardless of how many separate safeguards and security plans are prepared or what each might be
named, a good planning process will identify:

Organizational mission, goals and objectives

The selected approach to achieving goals and objectives

Specific tasks to be performed in order to achieve goals and objectives
Prioritization and required time-phasing or linking of tasks

Accountability for the organization(s) and person(s) responsible for each task
Resources required to accomplish each task

Internal milestones and/or specific products for each task

A mechanism for adjusting the plan (change control process) as necessary

A mechanism for independent review of task accomplishment.
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DOE Planning Requirements
Headquarters Level

Safeguards and security should be an integral part of project planning and execution. The integrated
project team should include safeguards and security representation, and the safeguards and security
requirements should be an integrated element of all projects. Life-cycle cost analysis and overall system
engineering should identify the requirements and costs for safeguards and security during early project
planning. Early integration is essential in identifying and integrating cost-effective solutions to security
requirements. Safeguards and security should be considered and incorporated in all phases of a project.
Examples include:

e Pre-conceptual planning, drafting a preliminary vulnerability assessment (VA), and initiating
operational security considerations

e Conceptual design, including a more detailed conceptual VA

e Safeguards and security standards and requirements incorporated into the design criteria,
specifications, and drawings

e Construction and testing that addresses and confirms that safeguards and security design requirements
are validated through documented VAs.

Plans and considerations related to safeguards and security should be included as part of the Project
Execution Plan and might affect such other components of that plan as emergency preparedness planning,
communications, and procurement planning. From an inspection perspective, when a major project is
under development at an inspected site, inspectors should evaluate the degree of compliance with these
requirements.

Site Level

DOE requires the establishment of methodical approaches for the development of safeguards and security
policies and protection strategies. The functions, responsibilities, and authorities associated with
resourcing and implementing security programs must be clearly identified and communicated. DOE
Manual 470.4-1 provides a systematic vehicle for this process by requiring development of a Site Security
Management Plan (SSMP), or its equivalent, that provides detailed information on the assignment of
safeguards and security roles, responsibilities, and authorities, as well as the development of budgets and
allocation of resources. An effective SSMP is essential to the development of site-level plans.

The Site Safeguards and Security Plan (SSSP) or Site Security Plan (SSP) is the primary site-level
strategic planning document that establishes specific levels of protection and acceptable risk levels for the
site’s security interests. As the cornerstone of protection program planning, the SSSP/SSP is a risk
management document and the primary planning document that establishes specific levels of protection
and acceptable system effectiveness levels for security interests at DOE field locations. DOE requires
that the plan provide a summary of information used to describe the safeguards and security programs,
VAs, and system effectiveness analyses at Departmental sites. DOE policy for SSSP/SSP formulation
establishes a standard approach for presenting site protection information and VA results that summarize
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the effectiveness of protection programs. The SSSP/SSP must also identify resource requirements
necessary to maintain existing safeguards and security capabilities and implement needed/planned
protection program upgrades. The results and conclusions contained in the plan are further intended to
guide long-term planning for site safeguards and security operations.

Contractor Level

Contractors are required to maintain thorough backup documentation to support the conclusions and
upgrade decisions contained in the SSSP/SSP. This documentation could include:

Complete VAs

System performance test results and analyses
Cost/benefit analyses

Studies

Survey and inspection results.

The results of self-assessments, operations office surveys, and external inspections are important inputs to
the site’s planning process. Sites must make decisions about how to best correct deficiencies identified
during these activities. A documented process is a necessary input for a management control system
intended to assign priorities to corrective actions based on the relative risks associated with the
deficiencies and their estimated costs. In addition, cost-benefit analyses should be conducted whenever
appropriate to evaluate the range of options that might exist for correcting a deficiency. Planning and
budgeting documentation normally provides evidence that long-term, cost-effective corrective actions
were considered and adopted when appropriate, instead of relying exclusively on personnel-intensive
measures for permanent fixes.

Common Deficiencies/Potential Concerns
Lack of Expertise to Review Plans

Some operations and site offices lack the analytical expertise to provide meaningful review of safeguards
and security plans and programs. In particular, Federal staff often lack the training needed to conduct the
complex VA techniques underlying many SSPs. In such cases, the contractor submitting the plan might
be able to obtain DOE approval in spite of flawed procedures and systems. On the other hand, the
contractor might be unable to convince DOE of the value of an innovative cost savings plan. Be alert for
plans that obtain the Federal Security Managers’ approval or higher without an accompanying subject
matter expert analysis or assessment.

Lack of Emphasis on Planning

Among the many documents the contractor is obligated to deliver, safeguards and security plans are often
not considered a high priority. At some locations, the safeguards and security staff consists primarily of
operationally oriented personnel who see little value in planning beyond specific “tactical plans.” Such
staff might be distant from the local budget process and might have little voice in long-range planning for
facility operation. Common indicators are plans with current review dates and outdated references, plans
with rescinded procedures, or instructions that do not reflect the current operating environment. These
plans are often heavy on “boilerplate,” weak on accountability, and reviewed via date changes only.
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Lack of Planning and Analysis Expertise

Some contractor sites use operations personnel to perform safeguards and security analyses and prepare
safeguards and security plans. Such people might not have sufficient knowledge of the requirements to
perform an adequate analysis or to prepare a comprehensive plan, even though it is very appropriate that
they be included in this planning. Outside contractors, often employed to provide the necessary expertise,
can be effective, but can also lead to a different set of problems (e.g., poor interface with operational staff
and ineffective transitions when contracts expire). Potential signs of less than adequate expertise may be
reflected by the analysis of a limited number of scenarios or a failure to adequately address obvious “what
ifs” related to an issue.

Lack of Procedures for Updating Plans

DOE orders require that certain plans be reviewed and updated at specified intervals. Regardless of
whether periodic reviews are required, if the site lacks a documentation and tracking system, many plans
will quickly become outdated. At one location, plans were found that predated orders as far back as two
previous revisions, with no evidence of review or updating. In addition, safeguards and security plans are
frequently interrelated; thus, a change in one plan often requires a change in other plans. Without good
planning integration and management, a clear understanding of the relationships among the various
safeguards and security plans, and the use of a tracking system, plans can become outdated and
overlooked until a crisis arises or an inspection is announced. Good self-inspection and survey programs
should identify such problems.

Lack of Procedures for Integrating Plans

Safeguards and security program effectiveness depends on integrating various protection systems. Some
locations do not have adequate procedures, either written separately or as part of existing plans, to ensure
that integrated planning takes place. For example, the physical protection of SNM and classified matter
generally requires the integration of three protection systems: the MC&A system, physical security
systems, and the protective force. A change in any of the three systems without compensatory changes in
the other systems will likely create vulnerabilities in the overall integrated protection system. Thus, a
change in procedures or the implementation of new capabilities in one system should prompt a review of
the other systems, and a change, if necessary. One of the most common results from a lack of integration
is poor configuration management for vault-type rooms hosted (owned) by one organization but used by
another. The tenant organization often changes the interior configuration plans without coordinating with
the responsible landlord organization to assure that alarm test plans adequately cover all potential
pathways into and within the room. As a result, the vault-type room may end up with pathways that leave
its contents vulnerable to theft.

Failure to Integrate Resource Requirements

Some plans are written specifically to meet the requirements of DOE orders and directives. However,
when this approach prevails in an organization, isolated planning takes place, and planners fail to
integrate protection system elements with requirements for funding consideration and/or the budget
submission. For example, the addition of more physical security system access control measures might
not have considered the impact on protective force posting, training, and contingency planning. Also, the
contractor might have learned that it does not pay to spend an inordinate amount of time projecting for
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adequate resources if the contractor has been advised in advance that there is simply no room in the
budget to provide them.

Procedures Inconsistent with Plans

The lack of a systematic process to integrate planning often leads to inconsistencies among plans, orders,
and procedures. In such cases, plans could be appropriately updated, but the procedures and instructions
for their implementation might lag. Only a complete planning process will ensure that when changes are
made to a plan, they are, in fact, implemented in an appropriate, timely manner. An example of such an
error might be associated with the incorporation of a new item of equipment or change of policy, with the
item of equipment being fielded or the policy changed before operations personnel are fully trained or
prepared to implement the change. Similarly, new weapons may be fielded without the capabilities to
sustain training activities, such as a lack of capability for night-time firing or the lack of a long enough
firing range.

Planning Activities

Planning for an inspection of a site’s safeguards and security planning program should focus on:

o Developing an understanding of the site and its mission

e lIdentifying (and reviewing as many as possible) relevant planning documents

e Conducting preliminary interviews with site representatives to gain a basic understanding of their
planning process

o ldentifying specific aspects of the program to focus on, such as indicators of management
effectiveness (case studies)

o Developing inspection-specific planning documentation, such as inspection plans, schedules, lines of
inquiry, and data-gathering forms (see Appendix A).

A good source for descriptive information on the site and its mission is the SSSP/SSP, which can be a
source for such relevant planning documents as:

e A preliminary status assessment of the status of planning at the facility
e A preliminary list of key planning issues to include in the inspection

e Alist of planning items that other topic teams will be covering (make arrangements to obtain any data
needed from other topic teams)

e Any significant planning issues that are not being covered by another topic team for possible
inclusion in the PPM planning subtopic

e A preliminary list of persons to be interviewed during data collection.
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Further information for the planning process can be derived by:

e Determining, through other document reviews and interviews with program office and site
representatives, whether other planning documents exist pertaining to safeguards and security at the
site

e Requesting specific documents from the inspection chief and/or deputy inspection chief, or their
designee(s)

e Reviewing program office and safeguards and security project planning documents for general
familiarization

e Reviewing site-specific planning documents, such as the SSSP/SSP, for general site information and
any upgrades identified during the SSSP/SSP process and the budgeting plans.

Guidance on preparing inspection plans and other supporting documents is contained in the Safeguards
and Security Appraisal Process Guide. Several generic data collection tools are contained in this guide as
well. They should be modified as necessary to meet inspection-specific needs.

The nature of the Planning Process subtopic limits data collection to the primary techniques of personal
interview, document review, and the use of specific planning tools or techniques. Prior to the onsite
review, the topic team should develop and transmit to the site both a request for specific documentation,
and a Lines of Inquiry document that defines the scope of the inspection.

The case study approach is one inspection technique that has been used to measure management
effectiveness in the planning or decision-making process. During inspection planning, issues are
identified to be pursued during the data collection process. By the end of the document review and/or
preliminary interviews with the site representatives, the inspector should have identified those critical
planning issues that seem weak. If there are no apparently weak systems or plans that need careful
review, the inspector should look for one particularly noteworthy system and follow it through during
data collection to scrutinize the process and determine exactly how management arrived at a particular
decision or plan. An example might be a study of physical upgrades to determine how the operations
office selected those particular upgrades and what cost analysis was completed to arrive at the resource
plan.

Data Collection Activities
DOE Headquarters Guidance to the Field

A. Inspectors should interview key protection program personnel at the responsible Headquarters
program and secretarial office level and review any formal Headquarters planning guidance that addresses
protection strategies and requirements for the inspected site. Though not always applicable, for
inspections during or following periods of major change it is often productive to find out the program
office’s expectations (that they have communicated formally) for the site if those expectations differ from
DOE requirements. For example, one site was selected as a demonstration platform to test a remotely
operated weapon system. The program office believed that their funding had resulted in the new system
being fully fielded and operational. They were not aware that the units were still in their shipping crates.

October 2009 2-7



Protection Program Management
Section 2—Planning Process Inspectors Guide

B. Inspectors should determine through interviews with site safeguards and security management
personnel whether the guidance was received and in what form, whether it was understood, and how it
was implemented. It is not uncommon for a program office to issue guidance without coordinating the
impact with the appropriate policy office.

C. Inspectors should compare the SSSP/SSP and its protection strategies, including the resource plan
and/or budget submission, to Headquarters guidance for consistency.

SSMP Evaluation

D. The SSMP contains descriptions of the function, roles and responsibilities of, as a minimum,
Federal site staff. Contractor roles and responsibilities may also be included. In addition the SSMP links
Headquarters level goals and objectives to site operations and provides a macro-level view of site
resource planning. Inspectors should review the SSMP and/or equivalent documents to determine the
roles and responsibilities of Federal and contractor staff. In addition, the review of the SSMP should
identify whether and how well the site staff met the requirement to identify associated resources and the
documented impact/vulnerability associated with budget changes/shortfalls.

SSSP/SSP Evaluation

E. The SSSP provides the planning basis for all other safeguards and security plans at an inspected
facility that has Category | and Il quantities of SNM. Sites that have no Category | and Il quantities of
SNM will have an SSP. Inspectors should determine whether the inspected site has an SSSP/SSP and
whether it is current. The physical security systems, protective force, and MC&A topic teams will all be
evaluating various aspects of the details of the SSSP/SSP. The topic teams will emphasize the validity of
the SSSP contents and how well the plan is being implemented. The process used by the inspected
facility to develop, review, and update the SSSP/SSP is a major PPM team interest item.

F. Inspectors should conduct DOE Headquarters and site office interviews to identify pre-approval
review procedures. Inspectors should review the SSSP/SSP thoroughly and coordinate with other topic
teams to confirm that the security measures described therein are implemented. It is important to
determine the last approval date, the process for producing the next SSP, and the projected date for
approval of a revised SSSP/SSP, and conduct interviews with those responsible for preparing, reviewing,
and approving the SSSP/SSP.

Vulnerability Assessment Evaluation

G. The Department’s process of conducting a VA requires gathering data that describes the physical
and operational characteristics of a safeguards and security system, assigning values to such parameters as
delay and detection, and analyzing the results to determine the relative effectiveness in conjunction with
applicable threat and/or security protection levels. Specifically, VAs must account for adversary threats
as identified in applicable DOE policy (i.e., DOE Order 470.3A Design Basis Threat (DBT) Policy or the
GSP policy), which defines adversary numbers, characteristics, and capabilities (i.e., weapons, munitions,
and materials available to the adversary). The Department further requires that trained analysts must use
the DBT/GSP to define the threat scenarios to the protection system and to evaluate the effectiveness of
the system in detecting, interdicting, and neutralizing the threat.
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DOE policy also requires that critical systems elements must be identified and analyzed for every target
or asset that requires a VA. These critical system elements must be specifically delineated so that
performance tests can be conducted to determine the ability of the individual protection measures to
perform their intended function. Additionally, performance tests must be documented and the results
must be analyzed to provide a credible validation for each element’s effectiveness. Since VAs are to be
the basis for site protection strategies, it is extremely important to ensure that they:

o Adequately address Department policy
o Accurately reflect the status of protective systems
o Are supported by performance tests, accurate data and/or validated expert opinion.

Inspectors should perform a careful and detailed review of the site’s VA process, the baseline
assumptions, and the data used in the assessment. The Vulnerability Assessment Report in Appendix A,
Inspection Tool Kit, treats this subject fully.

SECON Plan Evaluation

Security Conditions (SECON) Plans should be designed to enhance the site’s security posture in response
to “actionable information” developed by law enforcement and/or intelligence agencies. It is critical that
the site’s SECON Plan describe specific, but flexible actions to be taken in response to changes in the
SECON level that are tailored specifically to the site.

H. Inspectors should review the SECON Plan, coordinate closely with the protective force topic team
to determine whether the actions defined in the SECON Plan are integrated into protective force
operations and post orders, etc. In addition, inspectors should determine whether the site has conducted
exercises related to changing SECON levels and coordinated with local law enforcement and site
personnel. Inspectors should also determine whether the site has evaluated the effectiveness of defined
SECON measures, as well as the cost and operational impact of maintaining heightened SECON status.
Finally, inspectors should determine whether the site has established procedures for periodically
reviewing local/site-specific threat indicators.

Tactical Doctrine Implementation

The Department established a tactical doctrine (DOE Manual 470.4-1, Change 1, Part 1, Section A,
Appendix 2) governing the defense of sensitive national security assets to ensure the uniform application
of effective security measures throughout the DOE complex. This tactical doctrine provides a
fundamental approach for protecting nuclear weapons and components, SNM, or targets subject to
radiological or toxicological sabotage. DOE tactical doctrine further establishes requirements for the
development of higher protection force training and fitness standards and the employment of aggressive
small-unit tactics within the bounds of a well-defined and constructed area defense that is supported by
fixed strong points, strategically emplaced obstacles/barriers that are covered by fire, advanced intrusion
detection and assessment technologies, coordinated fire planning, enhanced weapons systems, and
armored vehicles. Consequently, DOE field sites are expected to configure critical protection elements
using the Department’s tactical doctrine — to the greatest extent possible — in order to achieve a concentric
arrangement of intrusion detection systems, robust barriers, and response capabilities to detect, delay, and
neutralize the adversary as far from the target as possible. This doctrine integrates physical security
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systems (intrusion detection/assessment and barriers), protective force (tactics, training, and equipment),
and VAs.

l. Inspectors should coordinate with the physical security systems and protective force topic teams,
particularly with the team members involved with performance testing, to evaluate whether the site has
implemented DOE tactical doctrine to the extent possible given site characteristics and environment. The
review should address the use of extended detection/assessment and delay, the ability of the site to
channel/direct the adversary’s movements, the status of security police officer training and qualification,
and the ability of the protective force to employ advanced weapons and tactics in defense of the site. In
addition, inspectors should determine whether the site has evaluated the effectiveness of its protection
strategy through both analysis and performance testing.

GSP Implementation Plan

The GSP is the performance standard for the protection of the Department’s assets, expressed in terms of
protection effectiveness. When protection effectiveness is unacceptable, sites are expected to identify
and implement cost/effective enhancements to the protection program to improve protection effectiveness
and to develop an implementation plan that includes a schedule and a method for monitoring progress.

J.  Inspectors should review the GSP Implementation Plan to determine whether the plan includes all
required actions and the site’s progress toward full implementation of the GSP.

Deviations

DOE Manual 470.4-1 establishes specific procedures for characterizing deviations from Departmental
requirements, processes for identifying and implementing risk mitigation measures, and requirements for
obtaining appropriate approval from DOE safeguards and security program directive requirements. There
are three categories of deviations: variances, waivers and exceptions. All three categories of deviations
require a specific level of approval, depending on the type of security interests being protected and
subject of the requested deviation, before being implemented. Variances may be approved for an
indefinite time and are granted under circumstances that involve no additional risk. Supplemental to DOE
approval requirements, waivers require an appropriate analysis of vulnerability with implementation of
mitigating or compensatory measures and must not be approved for periods exceeding two years.
Exceptions require a higher level of approval that involves formal risk acceptance; they must not be
approved for periods exceeding three years, and the need for continuation of the exception must be
validated annually.

K. Inspectors should compare the list of deviations included in the SSSP/SSP with both site records
and the Safeguards and Security Information Management System (SSIMS) to determine whether they
are the same. SSIMS is the list of record.

L. Inspectors should also review individual deviation request packages to ensure that they are
complete, are approved at the appropriate level, and include a risk statement supported by VA or
performance test data.
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Procedures for Plan Development

A planning process without either formal or informal integration procedures (often called “change
control” procedures) cannot ensure that all necessary elements are considered in plan development. Such
a process often results in fragmented and vague plans.

M. Inspectors should determine whether the site’s planning process includes procedures for obtaining
technical input from appropriate topic experts at operations office and site organization levels, and
whether management is actively involved in the plan review process.

Procedures for Controlling and Updating Plans

N. Through interviews and/or document reviews, identify the site’s procedures for safeguards and
security plan updates and how revisions are scheduled and documented. For example, there should be
some means of recording when the plan was last reviewed and updated. Inspectors should review key
safeguards and security plans to determine whether the plans contain sufficient methodologies and
instructions to ensure adequate coordination and integration with other safeguards and security topic
plans.

O. Inspectors should determine how plans and procedures are updated out of the normal cycle (e.g.,
the annual review) when abrupt programmatic or operational changes require immediate revisions.

Accountability for Planning

Control measures (e.g., award fee contracts, functions and responsibilities manuals, program and
corrective actions plans) are available to management for holding contractors and individuals accountable
for their assigned responsibilities.

P.  Inspectors should review award fee appraisals against contracts to ensure contractors are meeting
established planning goals. Assignments within functions and responsibilities manuals should be verified
to ensure the existence of specified planning documents. Corrective action plans can be reviewed to
determine whether specified document or procedural revisions are being accomplished according to the
plan schedule.

Consistency Among Plans and Procedures

Q. Inspectors should compare key safeguards and security plans with procedures actually practiced at
the site or the facility. Inspectors should coordinate with other topic teams for assistance in this
comparison, either through performance tests or interviews. For key plans that are not being covered by
other topic teams, inspectors should interview appropriate management or staff and then compare the
results to the key performance elements of the plan. Inspectors should look for consistency among the
plans and the actual programmatic operations at the site. For example, inspectors should be sure that the
SSSP/SSP accurately describes the functions actually being performed at the site and that the survey plan
actually includes all facilities requiring surveys in the operations/area office’s jurisdictional area.
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Availability of VA Evidence Files

R. The risk acceptance in the SSSP/SSP must be based on carefully analyzed data in VAs that is
validated through performance testing. These analyses and validations must be documented by the
responsible organization.

S. Inspectors should review the backup documentation and determine whether the VA documents and
the validation results from the performance testing are on hand and whether these files are reviewed
during the planning process and adequately support the final protection system design implemented at the
site.

Observations by Other Topic Teams and Integration

During data collection, other topic teams might identify data points and concerns that are of interest to the
PPM team during the planning process review. Findings and related indications developed by other topic
teams are frequently excellent indicators of higher-level management problems in the planning process.
Involve every topic team with evaluating the development and implementation of both centralized
planning documents (e.g., SSSP/SSP) and planning documents associated with their topic areas (e.g.,
operations security plan, MC&A plan). Meet with the other topic teams on a daily basis to review that
day’s activities with the intent of discovering issues that require integration. Expect that topic teams will
inspect their topical areas to determine the effectiveness of plans in those areas. Draw heavily on the
experience, expertise, and ongoing inspection activities of the other teams.
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IM/CMPC FACILITIES SURVEY/SELF-ASSESSMENT REVIEW

FAC
CODE

FACILITY

1P/
CMPC

Basic
Req

TSCM

OPSEC

Classif
Guide

CMPC

SAP

CAPs

Notes:
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NMC&A FACILITIES SURVEY/SELF-ASSESSMENT REVIEW

FAC
CODE

FACILITY

NMC&A

Prog
Admin

Mat
Accnt

Mat
Control

CAPs

Notes:
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PERSEC FACILITIES SURVEY/SELF-ASSESSMENT REVIEW

FAC
CODE

FACILITY

PERS
SEC

Access
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HRP

Class
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S&S
Awareness

CAPs

Notes:
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PRO FORCE FACILITIES SURVEY/SELF-ASSESSMENT REVIEW

FAC
CODE

FACILITY

Protective
Force

Management

Training

Duties

Facilities
and
Equipment

Corrective
Actions

Notes:
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PHYSICAL SECURITY SYSTEMS FACILITIES SURVEY/SELF-ASSESSMENT REVIEW

FAC | FACILITY

CODE

Physical
Security

Access
Controls

IDA
systems

Barriers
& Delay

Testing &
Maintenance

COMs

Resolution
of
Findings

Notes:
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PPM FACILITIES SELF-ASSESSMENT REVIEWS

Pers Incident
FAC FACILITY Resour | . | Plans | Surveys Rpting Sec \otes
CODE cez& & & & Self- PAP CAPs and FAR FOCI Contr otes:
PPM Budget Trng Proce assess Mngmnt
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PPM FACILITIES SURVEY REVIEW

Pers Incident
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PPM Feedback Survey

Please evaluate the following topics using the scale 1 = Strongly Disagree — 5 = Strongly Agree.

Process

Topics provided adequate feedback and

validation. 12345

Inspectors listened to better understand

our program. 12345

The inspection provided value to our

program. 12345

Results reflected compliance and

performance. 12345

Results were based on requirements. 12345

Results were based on differences in

opinion. 12345

Differences in policy interpretation led to

problems. 12345

Conclusions were fully supported. 12345

Validations kept management informed. 12345

The inspection process was carried out as

a partnership. 12345

Inspectors were professional at all times. 12345

Inspectors strived to be accurate instead of

“right.” 12345
Report

Factual accuracy comments were

considered in the report. 12345

There were no surprises in the report. 12345

The report was balanced. 12345
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1. What items in the data call required additional communication to understand what information was being
requested?

2. If any, what were the issues that could have been better described and how?

3. If any, what were the issues identified without clarifying their importance in terms of whether they were
compliance issues, performance issues, or both?

4. If any, what inspection results and findings reflected differing interpretations of policy?

5. The inspection process would be improved by the addition of, deletion of, or a change to:

6. In relation to the cost and benefits of the feedback the site received, the inspection scope and team size was:

7. Did the inspection process and report appropriately address site efforts to effectively manage risk where the site
believed risk was unavoidable?
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PPM Summary Validation Worksheet (U)

(U) Topic:

(X) Recommended Rating:
] Effective Performance
I Needs Improvement
O Significant Weakness

Program Strengths: (U)

X) 1.

Program Weaknesses: (U)

Findings (V)

(X) 1. Finding # and Text
(U) a. Site Response: [ Accepts [1 Rejects
(X) b. Significant Comments:
(X) c. Expectations: 1 No further comments [1 Ten day comment

Additional Weaknesses and Opportunities for Improvement (OFI) (U)
(X) 1. Weakness or OFI text:

(U) a. Site Response: [ Accepts [1 Rejects

(X) b. Significant Comments:

(X) c. Expectations: 1 No further comments [1 Ten day comment

Status of Previously Identified Findings: (U)

(X) 1. Previous Finding # and Text
(X) a. Current Status: [ Corrected [ Not Corrected
(U) b. Site Response: [ Accepts [1 Rejects
(X) c. Significant Comments:
(X) d. Expectations: L1 No further comments [ Ten day comment

Conclusion: (U)

(U) 1. Site Response: [ Accepts [1 Rejects
(X) 2. Significant Comments:
(X) 3. Expectations: I No further comments [1 Ten day comment
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