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The following security requirements are in effect for cell phone or BlackBerry-type devices (further referred to as “device(s)” in this document) being introduced into security areas (Limited Areas or Exclusion Areas) in Headquarters facilities:  (Introduction of these devices into Sensitive Compartmented Information Facilities (SCIFs) or Special Access Program (SAP) areas is prohibited.)
_____
I will de-energize (power off) or disable (remove the battery) and place my device(s) in the Radio Frequency (RF) Transmission Attenuation Bag that was issued by my Headquarters Security Officer (HSO).  Hands-free ear/mics for cell phones, wired or wireless, must be placed in the RF bag also.  At no time when I am in a security area will I remove the device(s) from the RF Bag or energize or enable it/them.

_____
If my RF Bag becomes damaged, I will notify my HSO immediately and request a replacement.
_____
I will not bring cell phones or BlackBerry-type devices that have audio record capability into a security area.  This includes cell phones with video recording capability.  Devices with video recording capability also have the ability to record audio.  As such, devices with these features are prohibited in security areas.
_____
I understand that RF Bags containing cell phones and/or BlackBerry-type devices in security areas must meet the separation from classified systems and wires requirements as established by the TEMPEST program.  Contact your HSO for guidance.

_____
I am aware that all cell phones and BlackBerry-type devices are subject to inspection by designated personnel.  Any of these items found to contain classified information or creating hazardous conditions are subject to forfeiture and the user is subject to a possible security infraction and inquiry in accordance with applicable DOE Directives.  Users agree to disclose all information to assigned security personnel as a condition of bringing a device into any security area.  

_____
I understand that by bringing in these devices, I agree to allow assigned security personnel to view the information stored within the device (including personally-owned devices) when requested.  
_____
I agree to immediately inform my HSO or appropriate security personnel of any suspicious activity involving the mishandling of these types of devices, including loss or inappropriate activity (accidental or intentional) observed.
_____
I acknowledge that the RF bag I am being issued is property of the United States Department of Energy and is to be returned to my HSO when I am no longer in need of it, transfer from Headquarters or terminate my employment with DOE.
ACKNOWLEDGEMENT:

I certify that I have read, understand and will comply with the Users Code of Conduct agreement.  I understand that by bringing this device(s) into a security area that I agree to allow assigned security personnel to view the information stored within the device (even personally-owned) when requested.  I understand that if classified information is found, the device is subject to permanent forfeiture.  I acknowledge that I will be subject to sanctions in accordance with applicable DOE Directives if the device is found to contain classified information.  I acknowledge that this policy is subject to change, which could vary the types of devices permitted in the future due to technology and risk changes.  I also understand that the user will be notified when such policy changes are made.  I agree to immediately inform appropriate security personnel of any suspicious activity involving the loss or any accidental or intentional inappropriate activity involving my cell phone or BlackBerry-type device or another user of these types of devices.

 
            (Printed User Name)                                     
                                    (User Signature)                                                       (Date)
Approved by HSO:
                                              (Printed HSO Name)                                                               (HSO Signature)                                                       (Date)
This Users Code of Conduct must be maintained on file by the Headquarters Security Officer for your organization.
cc:  Sharon Shank, IM-32
(initials)
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(initials)





(initials)
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